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Abstract

Large software systems are difficult to understand
and maintain. Program dependency analysis plays a key
rolein both under standing and maintenance. This paper
discusses hidden dependencies among software
components that make both understanding and
maintenance hard. Hidden dependency is a relationship
between two seemingly independent componentsand itis
caused by a data flow inside of a third software
components. The paper uses Abstract System
Dependence Graphs to define hidden dependencies. It
discusses the impact of hidden dependencies on the
process of change propagation and also discusses an
algorithm that warns about possible presence of hidden
dependencies.

1. Introduction

Software change is the basic process of both software
evolution and software servicing of the staged life cycle
model [19]. Program comprehension is a prerequisite of
change. After making a change in the software, the
programmer is required to identify all the consequences
of the change and reintroduce consistency into the
software.

Many software maintenance tools depend on tracing
dependencies within programs [22]. Program dependency
analysis plays a fundamental role in program
comprehension, change propagation, or impact analysis
[2]. All software components have to be comprehended
in their context, and the context is defined by component
dependencies. Software maintainers need to trace those
system dependencies and make corresponding changesto
guarantee that change has been propagated correctly and
the software is again consistent.

This paper introduces a notion of “hidden
dependencies” among software components. Hidden
dependencies contradict a popular opinion expressed in
[9, p109], “if a class A is unaware of the existence of
class B, it is also unconcerned about any change to B”.
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We consider hidden dependencies to be design faults that
violate this rule and we treat them as antipatterns [5] to
be discovered and eliminated whenever practical. In
order to discover hidden dependencies, we use the results
of the standard program analysis.

An example of a hidden dependence is given in
section 2. Section 3 defines the Abstract System
Dependence Graph (ASDG) for object oriented
programs. Section 4 defines hidden dependencies and
analyzes their impact on program comprehension and
change propagation. It also introduces an algorithm that
warns about possible presence of hidden dependencies.
Section 5 contains related work. Finally conclusions are
given in section 6.

2. Example of Hidden Dependence: Session
M anager

In this section, we give an example of hidden
dependence among objects. It is a fragment of a widely
used Java application. The fragment consists of three
classes collaborating to manage a session, including the
saving and retrieval of each individual application status,
asshownin Figure 1.

“SessionContext” is a wrapper class for application
context. It contains the state of application and is shared
by other applications. It calls methods setContext() and
getContext() of Class “SessionManager” to update or
delete its own context or retrieve other application
contexts. To support undo, class “Log” keeps log of
transactions. For example, if the application wants to
update its context, the “SessionManager” will call
L og.setOperationCode() to record the update, then back
up the current context and finally update the application
context as required. If undo is requested, the
“sessionManager” will call Log.getOperationCode() to
get the code of last transaction and reverse the previous
transaction.

Since the transaction code is of type int, there is a
transaction code protocol and it is assumed that both



SessionContext

sessionID : String
new_context : Hashtable
old_context : Hashtable
READ :int=0

SessionManager

context : SessionContext

log: Log
sessionlD : String

UPDATE:int=1
DELETE :int=2

getContextByID()
setContextByID()
undo()
deleteContextByID()
deleteContext()

Log

getLog()
getContext()
setContext()
undo()
deleteSession()

operationLog : Hashtable
timeStamp : Hashtable

getOperationCode()
setOperationCode()

Figure 1. Session Manager class diagram

“SessionContext” and “Log” will understand it. For
instance, "0” isthe code of transaction “READ”.

The classes "SessionContext” and "Log" are
completely independent each other. All measures of [3]
also indicate that the coupling between " SessionContext"
and "Log" is zero. However an instance of “Log” and an
instance  of “ SessionContext” inside  class
“SessionManger” are linked by a data flow inside the
method undo(), as seen in the following fragment of the
code:
public class SessionManager {

String sessionI D;
Loglog =null;
SessionContext context = null;

void undo(String applicationi D) {
context.undo(applicationiD,
getLog().getOperaCode(applicationl D));

Here, the getLog() is caled to retrieve the relevant
instance of “Log”. The getOperaCode() then returns the
code of last operation recorded by Log. The return value
should be understood correctly by instance context” of
“SessionContext” in order to undo the last transaction.

It is very possible that the original protocol may be
broken during program change. For example, if we want

SessionContext SessionManager
sessionID : String context : SessionContext
new_context : Hashtable log : Log Log

old_context : Hashtable

sessionlD : String

getContextByID()
setContextByID()
undo()
deleteContextByID()
deleteContext()

Figure 2
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getLog()
getContext()
setContext()
undo()

deleteSession()

operationLog : Hashtable
timeStamp : Hashtable

getOperationCode()
setOperationCode()

TransactionCode

READ: int= 0
UPDATE: int=1
DELETE:int=2
UNDOQ:int =3
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Introduction of class “TransactionCode”




to introduce a new transaction “undo” and have a
capability to undo this transaction in the future, the
“SessionContext” will have a new entry “UNDO” as
transaction code. This change does not have any
syntactical impact on “ SessionManager” at al, therefore
the programmer may stop the change propagation here
because “Log” and “SessionContext” are seemingly
independent of each other. However, the original
protocol is now broken, as “Log” cannot understand the
“UNDOQ" transaction code. To keep the system working,
new code hasto be addedto “Log”.

This type of dependence is caused by a missing
encapsulation. It could be eliminated by the introduction
of a new class “TransactionCode” as in Figure 2. Then
any change of the transaction coding will localize in this
class and propagate properly to both “SessionContext”
and“Log”.

However, not all object-oriented programs are well
designed. Sometimes encapsulation is missed or done
improperly. Missing or improper encapsulation spreads
the data or attributes of a concept among several objects
and results in a hidden dependency between those
objects. In spite of the fact that some of those objects are
seemingly independent of each other, the missing
encapsulation causes dependenciesthat may comeasa

Class A {
B b;
int fool() {
int z=b.get();
return z; b
}

void foo2(int x) {
b.set(x);

}

Class B{
intc;
void set(int x) { \ !

c=X;

}
int get() {

retirn o ==

3 o= []

Member Method/Date

surprise to the programmer. We cal them “hidden
dependencies”.

3. Abstract System Dependence Graph

In order to define hidden dependencies, we define
Abstract System Dependence Graph (ASDG) [6]. The
ASDG represents the program at the level of software
components and it captures issues related to the program
design. It is derived from more detailed System
Dependence Graph.

3.1.System Dependence Graph

System Dependence Graph (SDG) represents
programs on the granularity level of statements
[7,8,12,13]. Its vertices are classes, class members, and
program statements. The edges represent control and data
dependencies.

Data flows are defined in the following way [15]: A
variable v defined at statement sy of a program p is data
flow dependent on a variable u, if and only if u may
affect the value of v at sq. For any statement “s”, we have
DEF(s)={variables defined by statement s} and
USE(s)={ variables used in statement s} . A dataflow edge

4

fool foo2
/'!\'\\ /\

f ‘-\ “Rretvi rin F1-out
| \ 1 \‘{/

Vo N e

]
0 o’ T
________ -7 ] Al/-in

Set
=
LN T
F2-in \M F2-out ~—F3-out
N v i
\__> S~o /’/7 \|
- y
Statement

~===> DataFlow > calling 2 control

Figure 3 Example of System Dependence Graph
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V12>V, existsif one of the following conditions holds:

Type 1: if both of v, and v2 are statements, then

DEF (v1) CUSE(v2) * A

Type 2: if vlisavariable and v2 is a statement, then

val USE(v2);

Type 3: if vlisastatement and v2 isvariable, then

Vol DEF(vy);

To model parameter passing, SDG associates each
procedure with a Formal_in vertex for each formal
parameter of the method, and a Formal_out vertex for
each formal parameter that may be modified by this
method. Each calling site has an Actual_in vertex for
each actual parameter and an Actual_out vertex for each
actual parameter that may be modified by the methods.

At procedure entries and call sites, global variables
are treated as parameters. A call edge connects a call
vertex to the entry vertex of the called procedure
dependence graph.

Figure 3 shows the construction of SDG for the code
sample. In it, RetV1 is areturn value for A.fool(), RetV2
isareturn value for B.get(), etc.

variables, and methods. The edge connects two vertexes
if there is a relationship of composition (membership),
method calling, data flow, inheritance, or instance.
ASDG does not contain control flow edges.

Since the vertexes in the ASDG do not include
statements, the following process converts SDG into
ASDG:

(1) For astatement whichis not acalling site:
a) if USE(9=4 or DEF(9)=4, remove statement s
and both of the incoming and outgoing edges;
b) Otherwise, make data flow edges from the
vertexes in USE(s) to the vertexes in DEF(S),
and remove the statement s and all of the edges
associated with it.
(2) For the statement which isacalling site:
a) Make data flow edges from the variable
vertexes in USE(s) to the variable vertexes in
DEFK(s), if any.
b) The SDG builds the summary edges among
Actual_in and Actua_out vertexes. ASDG
needs further abstraction on the transitive flow

SDG focuses on granularity of statements, but this by: . _
level of detail is insufficient for most of the program i. Remove the Actual_in, Actual_out
comprehension tasks. Also, the SDG of a large program vertex and calling statements by
is too complex. Therefore the maintainers use constructing new summary edges. The
dependencies among higher granularity units and the summary edges model the transitive
Abstract System Dependence Graph (ASDG) is more datafl:)w aCrF]OSS'g}e Ipr(g:eAdiJr_e <§l||:.2F<|)r
helpful [6]. example, the _In _in ' In
prul 6] will become F1 In>F2_In, and Al in
3.2. Abstract System Dependence Graph _ isremoved. _
ii. Make a caling edge directly from the
The ASDG is derived from SDG and represents caling method vertex to the called
program dependence among the classes and class method vetex, and remove the calling
members. The vertices in the ASDG are classes, statement vertex.
A
foo2
}%etvl Ffin }}out
B P N
// ______ - \\
———————— \
-, !
\ 2, ,,
c oet S s yd
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Figure 4 Abstract System Dependence Graph
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Figure 4 shows the construction of Abstract System
Dependence Graph for the sample code from Figure 3,
and athick dashed edgeis used to represent the data flow
that is a part of the hidden dependency.

4. Hidden Dependencies

Informally, we say a data flow dependence between
Class A and B is a hidden dependence, if the following
conditions hold:

1) Class A and B are not explicitly dependent each
other, i.e, in the ASDG class A and class B are not
neighbors, and hence they fulfill the criterion of [9,
p109], “class A isunaware of the existence of class B”.

2) However, there is the third class C, which is
dependent on both class A and B, and there is data flow
inside the class C that occurs between the instance of
class A and instance of class B.

The Figure 5 is an Abstract System Dependence
Graph for class “SessionManager” after we applied the
procedure defined in section 3.2 to the SDG. The figure
indicates the existence of a hidden dependence between
class “Log” and class “ SessionContex”. There is a data
flow starting from “operationLog”, a variable of “Log”,
to “RetV2’ and “F3.in” and finaly reach the
“new_context” and  “old_context” of class
“SessionContext”, however thereis no direct relationship

between these two classes syntactically.

4.1. Hidden Dependencies and I mpact Analysis

As described in [2], the impact analysis uses the
dependency information to produce the change impact
sets. Similarly, [18] models the change propagation as a
process that keeps track of inconsistent program
dependencies and proposes the locations where the
subsequent changes are to be made.

Case study of [3] indicates that 50% to 60% of the
dependencies are investigated in vain, but at the same
time a significant number of dependencies are missed.
We believe that hidden dependencies are often among the
missed dependencies.

Taking the origina “SessionManager” for example,
before knowing the hidden data flow dependence, we
may think the change on “SessionContext” will
propagate to “ SessionManager” and stop there. If we do
so, the “Log” is missed in the estimated impact set and
the softwareisleft in inconsistent state.

4.2. Hidden Dependencies as Anti-Pattern

Hidden dependencies complicate software
comprehension and evolution, therefore they should be

SessionManager

getLog() log
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\
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operationLoc | | aetOperation() |
q ‘\
7 \
", '. Foi’ Retv2
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\ e "
\ N S~ \‘~__/77/A\
VoSO T SN
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I

SessionContext
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~

d context
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Figure 5 Abstract System Dependence Graph for class “SessionManager”
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avoided. They fit with the notion of antipattern.
According to [5, p7], “an antipattern is a literary form
that describes a commonly occurring solution to a
problem that generates  decidedly  negative
consequences’.

The cause of hidden dependence anti-pattern is the
lack of abstraction and encapsulation. The
“SessionManager” example is a typical case of lack of
encapsulation.

Since hidden dependencies have a negative impact,
we present a method of detecting them. For an ASDG,
we define a class dependence relationship <A, B>, if at
least one dependence edge exists between class A and
class B and the former depends on the latter.

For any single class A, D(A) is a collection of
dependencies associated with class A, defined as
D(A)={<A,B>, <B,A>|<A,B>or <B,A>isin ASDG}.

DFD(A) is the collection of data flow dependencies
occurring inside of class A, defined as DFD(A) = {<B,
C>, <C, B> | there is data flow dependence between
instance of class B and instance of class C within class A,
A1B,AlC,andB! C}.

Assuming HD(S) is the set of potential hidden
dependencies for system S, HD(S) will be calculated as
following:

HD(S) = A&
foreach classC1 S
for each < C;, C,>1 DFD(C){
if {<Cy, Co>,<Cp, C>} C (D(C) ED(C)) = A
HD(S) =HD(S) E {< C;, C>};
}

}

The HD(S) isapotential hidden dependence set. More
knowledge of semantics of the classes involved is
required to determine which of them are actual hidden
dependencies.

A solution for the hidden dependence antipattern isto
ensure proper design that decreases the number of hidden
dependencies. Program concepts should be localized and
encapsulated within asingle classin order not to disperse
their attributes among several classes and cause implicit
dependencies. The component that provides a service and
the component that is served should interpret the service
in an identical way.

5. Related Work

In the literature, there are analysis algorithms and
tools for procedural programs [7, 15, 16] and object
oriented programs [1,10, 12, 14, 17]. A difficult problem
in data-flow analysis is pointer aliasing. Although the
Java eliminates the pointers, the objects passed by
reference still introduce the aliasing problem. The
techniques for handling parameters passed by reference
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and for dealing with aliasing are discussed in [8]. Landi

described the pointer aiasing problem in [11] and
Tonella also presented an approach to interprocedural

analysisin[21].

Another problem is how to understand class interactions
and establish a set of change propagation rules. Several

techniqgues or models for object oriented software
maintenance were presented, like “Change Assistant” of
[17] that uses cross-reference information. Potential
propagation rules are introduced by [1]. Also of interest
is data mode used in OO!CARE [14]. Change
propagation model of [18] manages the change based on
the dependence analysis.

Other researchers found that some classes may be
coupled via uncommon mechanisms and some existing
dependencies may not be detected by static analysis
aone. The research of coupling measurement [3,4]
suggests ordering of impact analysis by the strength of
coupling. The case study in [3] shows that a significant
number of ripple effects are not covered by selecting
highly coupled classes only, and some existing
dependencies may not be detected by static analysis
alone.

Abstract system dependence graph and its role in
program comprehension was discussed in [6].

Antipatterns [5] describe commonly  occurring
solutions to a problem that generate decidedly negative
consequences. The hidden dependence of this paper isan
important antipattern.

6. Concluson and Future Work

This paper presents hidden dependencies among
components caused by internal data flows inside other
components. The occurrence of a hidden dependence is
caused by alack of proper abstraction and encapsulation.

Our future work will be devoted to further
investigation of hidden dependencies caused by other
object-oriented features like inheritance. In an empirical
work, we will explore a question how common the
hidden dependencies are in actual systems. We are also
planning to work on software restructuring and
refactoring that removes hidden dependencies.
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