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Abstract—In this paper, we consider two important problems for distributed fault-tolerant detection in wireless sensor networks: 1) how

to address both the noise-related measurement error and sensor fault simultaneously in fault-tolerant detection and 2) how to choose a

proper neighborhood size n for a sensor node in fault correction such that the energy could be conserved. We propose a fault-tolerant

detection scheme that explicitly introduces the sensor fault probability into the optimal event detection process. We mathematically

show that the optimal detection error decreases exponentially with the increase of the neighborhood size. Experiments with both

Bayesian and Neyman-Pearson approaches in simulated sensor networks demonstrate that the proposed algorithm is able to achieve

better detection and better balance between detection accuracy and energy usage. Our work makes it possible to perform energy-

efficient fault-tolerant detection in a wireless sensor network.

Index Terms—Distributed event detection, fault tolerance, sensor fusion, energy-efficiency, wireless sensor networks.
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1 INTRODUCTION

RECENT advances in wireless communications and elec-
tronics have enabled the development of low-cost

wireless sensor networks. A wireless sensor network
usually consists of a large number of small sensor nodes,
which are equipped with one or more sensors, some
processing circuits, and a wireless transceiver. The unique
features of a sensor network, for example, random deploy-
ment in inaccessible terrains and cooperative effort, offer
unprecedented opportunities for a broad spectrum of
civilian and military applications, such as industrial
automation, military tactical surveillance, national security,
and emergency health care [1], [2], [3].

In particular, one of the important sensor network

applications is monitoring inaccessible environments. Sen-

sor networks are asked to determine event regions or

boundaries in the environment with a distinguishable

characteristic [4], [5], [6]. For example, sensor networks

can be used to detect foreign chemical agents in the air and

the water. The event could also be an unusually high

chemical concentration that generates many safety and

health concerns for the public [3].
There are two fundamental challenges in the event

detection problem for a sensor network:

. The detection accuracy is limited by the amount of
noise associated with the measurement and the
reliability of sensor nodes. The sensor nodes are
usually low-end inexpensive devices and sometimes

exhibit unreliable behavior. For example, a faulty
sensor node may issue an alarm even though it is
NOT in an event region and vice versa, which adds
an additional layer of complexity for the event
detection problem. To achieve optimal overall
detection accuracy, it is essential to consider both
factors during detection and to limit the effects of
inaccurate measurement or faulty behavior of
individual components to a minimum.

. The source of energy for a sensor node is most often
an attached battery cell. Centralized event detection
algorithms, which require all sensor nodes to
transmit their individual sensor measurements and
their geographical locations directly to a central
monitoring node, are not suitable for a wireless
sensor network due to energy constraints. A loca-
lized and distributed detection algorithm is highly
preferred for wireless sensor networks.

The basic idea of distributed detection [7] is to have each
of the independent sensors make a local decision (typically,
a binary one) and then combine these decisions at a fusion
sensor to generate a global decision. Optimal distributed
designs have been sought under both the Bayesian and the
Neyman-Pearson performance criteria [8]. Statistically, the
distributed event detection could be modeled as a hypoth-
esis test problem. n sensors observe an unknown hypoth-
esis. The sensor observations are independent and
identically distributed, given the unknown hypothesis.
Each sensor transmits its decision over a multiple access
channel to a fusion sensor. Based on the received sensor
decision, the fusion sensor makes the final decision
regarding the unknown hypothesis.

In this paper, we propose a novel fault-tolerant energy-
efficient event detection paradigm for wireless sensor
networks. In many data centric applications of sensor
networks, the nearby sensors are likely to have similar
measurements. To disambiguate events from both noise-
related measurement error and sensor fault, we exploit the
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fact that measurement noise and sensor faults are likely to
be stochastically unrelated, while event measurements are
likely to be spatially correlated. Our major theoretical
contribution is summarized as follows:

. In our theoretical analysis, the sensor fault prob-
ability is formally introduced into the optimal event
detection process. The optimal detection and sensor
fault correction are nicely coupled in the proposed
distributed event detection algorithm.

. We mathematically show that the optimal detection
error due to both sensor fault and measurement
error (for both the Bayesian and the Neyman-
Pearson performance criteria) decreases exponen-
tially with the increase of the sensor neighborhood
size. A minimum neighborhood size exists for a
given upper bound of the detection error.

Based on these theoretical results, we propose a fault-
tolerant Bayesian detection scheme that considers both
measurement error and sensor fault. The proposed algo-
rithm also selects minimum neighbors for a given detection
error bound such that the communication volume is
minimized during the fault correction. When the required
neighborhood size cannot be obtained for some sensors due
to low connectivity in the sensor network, an alternative
method is provided. In case the Bayesian detection is not
applicable, a Neyman-Pearson detection method is pre-
sented and discussed.

The remainder of the paper is organized as follows: In
Section 2, we present the Bayesian framework for distrib-
uted detection in wireless sensor networks and briefly
review some related work in this area. Theoretical analysis
of the proposed fault-tolerant detection scheme is presented
in Section 3. In Section 4, we mathematically show that the
optimal Bayesian detection error decreases exponentially
with neighborhood size n and there exists an minimum n

(thus, minimum energy consumption) for a given detection
error bound. The detail of the proposed energy-efficient
fault-tolerant detection algorithm is described in Section 5.
An alternative Neyman-Person method is discussed in
Section 6. In Section 7, we present our experiments and
results. Our conclusions are given in Section 8.

2 STATEMENT OF THE PROBLEM AND

RELATED WORK

In this section, we first describe the problem that we want to
solve. Then, we briefly review some related works in the
problem domain.

2.1 Statement of the Problem

N sensor nodes are deployed over an interested region to
perform event detection, i.e., to detect whether an interested
event has happened or not. In general, we assume that
sensor network covers the entire event region and the
sensors are fully connected to each other within their
communication radius. We also assume that each node
could determine its location through beacon positioning
mechanisms [9] or by exploiting the Global Positioning
System (GPS). Through a broadcast/acknowledge protocol,

each sensor node is also able to locate the neighbors within
its communication range.

A sensor node could make its binary decision (for
example, “event” or “no-event” for high chemical concen-
tration or normal situation, respectively) independently
based on its own measurement from the noisy environment.
The network considered is also likely to contain faulty
sensor nodes due to harsh environment and manufacturing
reasons. Normally, an event, if it happens, should be
detected as “event” by sensors at the location. The faulty
behavior we consider occurs when the detection decision is
converted to “no-event” due to the sensor fault or vice
versa. It is obvious that both noise-related measurement
error and sensor fault make the sensor decision unreliable,
i.e., a sensor may report “event” although it is not in an
event region or report “no-event” when it is actually in an
event region. Fig. 1 shows a sample scenario of the sensor
network we consider. It is clear that each sensor has its own
neighbors, which are in the event region or no-event region
or both (near to the boundary).

For simplicity of analysis in this paper, we assume the
ground truth is the same for all n neighbors of nodes i: If
node i is in an event region, so are its neighbors and vice
versa. Our assumption is valid for all sensors except the
sensors at the event boundary. In sensor networks deployed
with high densities, this assumption is reasonable as the
number of the boundary nodes are relatively small. How to
identify the boundary and process information accordingly
are challenging tasks for event detection in wireless sensor
networks, which is not included in this paper.

2.2 Related Works

Let us consider a two-layer detection system that consists of
n sensors and a fusion sensor (see Fig. 2 for details). When
the sensor observations are independent and identically
distributed (i.i.d.) given the unknown hypothesis, identical
binary quantizers are employed at the sensors to obtain
n binary decisions. These preliminary decisions are then
combined at the fusion sensor to make a final decision
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Fig. 1. A sample scenario: 900 sensors are distributed over an interested

region with the single event region (enclosed inside the square with the

bold dashed line). “�” denotes a healthy sensor, while “�” denotes a

faulty sensor.



regarding the unknown hypothesis (H0 or H1). Studies

show that such a detection process asymptotically achieves

the performance of centralized detection [10], [11], [12]. Let

xi denote the observation of the ith sensor, i ¼ 1; . . . ; n.

When Hj is true, xi follows the probability distribution

function pðxijHjÞ, j ¼ 0; 1. Let ui denote the binary decision

(0 or 1) of the ith sensor, which is the output of the

likelihood ratio threshold test [8],

pðxijH1Þ
pðxijH0Þ

>
H1

H0

<
�; ð1Þ

where � is the common threshold used for all sensor nodes.
The sensor nodes transmit their decisions to the fusion

center. Based on the received sensor decisions, the fusion

sensor makes the final decision u0 and the optimum fusion

rule in this case is a k-out-of-n rule [13], [14]. Letting u0 ¼ 0

if the fusion sensor decides H0 and letting u0 ¼ 1 if the

fusion sensor decides H1, we have

u0 ¼
1; u1 þ � � � þ un � k
0; u1 þ � � � þ un < k;

�
ð2Þ

where k is an integer between 1 and n. In our assumption,

all u0is are spatially correlated and belong to the same

neighbors. They have approximately the same measure-

ments from their local environment. It is reasonable to use

u0 for fault-tolerant correction in the following discussion.
For all the sensors, letting PF denote the identical false

alarm probability and PD the identical detection probability,

we have

PF ¼ P ðui ¼ 1jH0Þ ð3Þ

and

PD ¼ P ðui ¼ 1jH1Þ: ð4Þ

The quality of the fusion sensor decision u0 is measured

by the system false alarm probability QF and the system

detection probability QD,

QF ¼
Xn
i¼k

n
i

� �
Pi
F ð1� PF Þ

n�i; ð5Þ

QD ¼
Xn
i¼k

n
i

� �
Pi
Dð1� PDÞ

n�i: ð6Þ

Under the Bayesian detection framework, the probability
of detection error with n sensor nodes is given by

Pn
e ¼ q0QF þ q1ð1�QDÞ; ð7Þ

where q0 and q1 denote the prior probabilities of H0 and H1,
respectively.

Zhang et al. show that, given k, the probability of
detection error is a quasiconvex function of � and has a
single minimum that is achieved by the unique optimal �opt
[15]. The overall optimal solution is obtained by optimizing
ð�; kÞ pair via the SECANT algorithm [13].

More recently, Krishnamachari and Iyengar introduced a
fault-tolerant event detection method for wireless sensor
networks [6]. Based on the observation that the sensor faults
are likely to be stochastically uncorrelated, while event
measurements are likely to be spatially correlated, they
propose letting an individual sensor node communicate with
its n neighbors and using their binary decisions to correct its
own decision. A majority voting scheme is shown to be the
optimal decision scheme for fault correction in their work.
The scheme has the advantage of being completely distrib-
uted and localized—each node only needs to obtain informa-
tion from its neighbor sensors in making its decisions. In this
paper, we propose improving the effectiveness (in terms of
fault tolerance) and the efficiency (in terms of energy
consumption) of their approach by considering two addi-
tional important questions:

. How do we include the decision error caused by the
noisy measurement during fault-tolerant event
detection? In Krishnamachari and Iyengar’s work
[6], they only consider the sensor fault problem. The
measurement error is not discussed by assuming
that a preset threshold enables each sensor node to
make its own binary decision. However, the mea-
surement inaccuracy has direct impact on the effect
of fault correction. To achieve better detection
accuracy and better fault correction, a decision
scheme should take both measurement error and
sensor fault into consideration by optimizing the
threshold pair ðk; �Þ. Actually our study indicates
that both k and � need to be adjusted with sensor
fault rates to achieve the optimal detection. A
majority voting scheme does not hold its optimality
if H0 and H1 are not equally likely. Theorem 2 in [6]
is only a special case for q0 ¼ q1.

. How do we decide a proper neighborhood size n for
a sensor node? To our knowledge, this problem has
not been studied in the literature. Currently, the
neighborhood size n is usually determined by the
maximum communication radius of a sensor node.
In general, the detection performance should im-
prove with more neighbor sensors since more
observations are obtained for the same event.
However, increasing the number of active sensors
may cause energy consumption and traffic conges-
tion in wireless sensor networks, which ultimately
degrades the performance of the detection [16].
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The first problem is theoretically analyzed in Section 3. In

Section 4, we mathematically show that there exists a

minimum n for a given bound of detection error, which in

turn allows us to keep the communication volume at its

minimum during the fault correction.

3 THEORETICAL ANALYSIS OF FAULT-TOLERANT

DETECTION

In this section, we first discuss optimal distributed detection

without considering sensor fault. The sensor fault prob-

ability is then formally introduced and theoretical analysis

is provided.

3.1 Distributed Detection without Sensor Fault

Define two situations in event detection:

H0 : normal
H1 : event:

The objective of the distributed detection is to choose the

optimal thresholds (�; k) at each sensor, given q0, q1, and the

neighborhood size n (usually determined by the maximum

communication radius of a sensor node). Zhang et al.

studied this problem and their work can be summarized as

the following theorem without proof (refer to [13] for the

detail of the proof).

Theorem 1. For fixed n and k, the probability of detection error

Pn
e is a quasiconvex function of � and has a single minimum

that is achieved by the unique optimal �opt. � minimizes Pn
e if

it satisfies

ln
q1

q0
þ ln�þ ðk� 1Þln PD

PF
þ ðn� kÞln 1� PD

1� PF
¼ 0: ð8Þ

The optimal (�ð¼ ln�Þ; k) pair could be obtained based

on (8) via an optimization algorithm. Each neighborhood

sensor then makes its own decision with � and the fusion

sensor makes its final decision based on the k-out-of-n rule.

3.2 Detection with Sensor Fault

Let Pfð¼ � þ �Þ be the probability of the sensor fault. �

denotes the probability of type I sensor fault: Originally, an

event is not detected and the decision is converted to an

event detected due to the sensor fault. � denotes the

probability of type II sensor fault: An event is detected

originally and the decision is converted to an event

undetected by the sensor fault. Let ePPF and ePPD be false

alarm and detection probability, respectively, after the

consideration of sensor fault. We have

ePPF ¼ PF þ �ð1� PF Þ � �PF
¼ PF ð1� PfÞ þ �;

ð9Þ

ePPD ¼ PD þ �ð1� PDÞ � �PD
¼ PDð1� PfÞ þ �:

ð10Þ

Without loss of generality, let’s assume � ¼ � ¼ 1
2Pf . We

can write

ePPF ¼ PF ð1� PfÞ þ 1

2
Pf; ð11Þ

ePPD ¼ PDð1� PfÞ þ 1

2
Pf : ð12Þ

The system false alarm probability eQQF and the detection

probability eQQD are given by

eQQF ¼
Xn
i¼k

n
i

� � ePPF ið1� ePPF Þn�i; ð13Þ

eQQD ¼
Xn
i¼k

n
i

� � ePPDið1� ePPDÞn�i: ð14Þ

The probability of detection error ePPn
e to be minimized is

then

ePPn
e ¼ q0

eQQF þ q1ð1� eQQDÞ: ð15Þ

Since Pf is a constant, according to Theorem 1, when n is

fixed, for a given k, � minimizes ePPn
e if it satisfies

ln
q1

q0
þ ln�þ ðk� 1Þln

ePPDePPF þ ðn� kÞln
1� ePPD
1� ePPF ¼ 0 ð16Þ

or

ln
q1

q0
þ ln�þ ðk� 1Þln

PDð1� PfÞ þ 1
2Pf

PF ð1� PfÞ þ 1
2Pf

þ ðn� kÞln
1� PDð1� PfÞ � 1

2Pf

1� PF ð1� PfÞ � 1
2Pf
¼ 0:

ð17Þ

Similarly to the case without sensor fault, the optimal

threshold pair (�, k) for fault-tolerant distributed detection

could be obtained based on (17) via an optimization

algorithm.

4 ENERGY EFFICIENCY: HOW DO WE CHOOSE THE

NEIGHBORHOOD SIZE?

As discussed in the previous section, sensor nodes need to

communicate locally to make fault-tolerant detections. The

energy consumption during sensor node communication

may include transmitter circuit energy, transmitter ampli-

fier energy, and receive circuit energy [17]. To model the

energy consumed by a sensor node, factors such as

communication volume, transmission time, communication

distance, and communication protocol efficiency have to be

considered. If we could choose a minimum neighborhood

size n for a given detection error bound, the communication

volume during detection will be minimized and, conse-

quently, the energy consumption is reduced.
Under the Bayesian framework, the detection scheme

that optimizes the ð�; kÞ pair gives us the minimum

detection error Pn
e;min (or minPn

e ). We claim that Pn
e;min

decreases exponentially with the increase of neighborhood

size n. To prove this claim, we first introduce the Chernoff

Theorem [18], [19], [20] without proof.
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Theorem 2 (Chernoff). For a sequence of n i.i.d. observations

x ¼ ðx1; x2; . . . ; xnÞ, the minimum probability of detection

error is bounded by

Pn
e;min �

X
pðui ¼ 1jH0Þ�pðui ¼ 0jH1Þ1��

� �n
ð18Þ

for all 0 � � � 1, where pðui ¼ 1jH0Þ and pðui ¼ 0jH1Þ are

the probability density functions for false alarm and missing

detection, respectively.

We then claim:

Lemma 1. The minimum probability of detection error Pn
e;min

approaches 0 exponentially with infinite neighborhood size n

except for the extreme case that pðxijH0Þ ¼ pðxijH1Þ for all is.

Proof. Since Pn
e;min � ð

P
pðui ¼ 1jH0Þ�pðui ¼ 0jH1Þ1��Þn for

all 0 � � � 1, without loss of generality, let us choose

�� ¼ 1. The upper bound of Pn
e;min is then simplified to

ð
P
pðui ¼ 1jH0ÞÞn.

P
pðui ¼ 1jH0Þ is the probability of

false alarm and it satisfies 0 <
P
pðui ¼ 1jH0Þ < 1 except

for the extreme case of pðxijH0Þ ¼ pðxijH1Þ for all is. It

directly follows that the upper bound of Pn
e;min in (18)

approaches 0 exponentially as n approaches 1. We also

have Pn
e;min � 0.

Now, we have

0 � limn!1 P
n
e;min

� limn!1ð
P
pðui ¼ 1jH0Þ�

�
pðui ¼ 0jH1Þ1��

�
Þn ¼ 0:

ð19Þ

By the squeeze theorem, Pn
e;min ! 0 exponentially as

n!1. The proof is completed. tu

Proposition 1. Given sensor fault probability Pf , the minimum

probability of detection error ePPn
e;min approaches 0 exponentially

with infinite neighborhood size n except for the extreme case

that pðxijH0Þ ¼ pðxijH1Þ for all is.

Proof. According to Theorem 2, it is straightforward that

the following inequality still holds:

ePPn
e;min �

Xeppðui ¼ 1jH0Þ�eppðui ¼ 0jH1Þ1��
� �n

ð20Þ

for all 0 � � � 1, where eppðui ¼ 1jH0Þ and eppðui ¼ 0jH1Þ are

the probability density functions for false alarm and

missing detection, respectively, when considering the

sensor fault probability Pf . With Lemma 1, ePPn
e;min ! 0

exponentially as n!1. The proof is completed. tu
Remark 1. With Lemma 1 and Proposition 1, it is

straightforward that, for a given upper bound of the

detection error, the minimal neighborhood size nmin

exists.

With Remark 1, it is finally possible to perform an

energy-efficient fault-tolerant detection for a given bound of

detection error and better balance between detection

accuracy and energy consumption is achieved.

5 AN ENERGY-EFFICIENT FAULT-TOLERANT

DETECTION ALGORITHM

We propose a two-loop search algorithm to find the optimal

solutions for a given bound of detection error Pe;bound and a

sensor fault probability Pf . In the inner loop, the optimal (� ,

k) pair is obtained through numerical optimization for a

fixed n. In the outer loop, a binary search is employed to

find the minimum n that satisfies the given error bound.
Specifically, for a given Pf , we first find ePPF and ePPD based

on the known observation signal. eQQF and eQQD are then

obtained by (13) and (14). We set n at nmax initially and

compute the minimum detection error ePPn
e;min based on the

numerical solution of (17). Recall that ePPn
e;min is a decreasing

function of neighborhood size n, as stated in Proposition 1.

If ePPn
e;min � Pe;bound, the algorithm stops and outputs � , k, and

n; otherwise, we set n at 1
2nmax and repeat the above

computation. If ePPn
e;min goes beyond Pe;bound because neigh-

borhood size n is reduced too much, we set n ¼ 3
2n in the

next iteration.
The following sequence of steps illustrates our algorithm

in detail.

Input: q0, q1, detection error bound Pn
e;bound, sensor fault

probability Pf , and the maximum neighborhood size nmax
Output: optimal � , k, and n

n = nmax
Tmax = nmax
Nmax = nmax
Nmin = 0

WHILE TRUE

FOR k ¼ 1 TO n

FOR i ¼ k TO n

FOR EVERY �

Find eQQF ðn; i; k; ePPF ÞeQQDðn; i; k; ePPDÞ
END FOR

END FOR

Find ePPn
e;minðq0; q1; eQQF ; eQQDÞ

and corresponding �

END FOR
IF ePPn

e;minðq0; q1; eQQF ; eQQDÞ < Pn
e;bound

THEN Tmax = Nmax

Nmax = 1
2 ðNmax þNminÞ

n = Nmax

ELSE

IF n < Tmax
THEN Nmin = Nmax

Nmax = Nmax + 1
2 ðTmax �NmaxÞ

n = Nmax

ELSE RETURN � , k, n

END IF

END IF

END WHILE

Once we obtain the optimal � , k, and n, an energy-

efficient fault-tolerant distributed detection scheme is

proposed as follows:
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1. Based on the given error bound and sensor fault
probability, compute and set (preset before the
deployment or through broadcasting after the
deployment) � , k, and n in each sensor node.

2. Each sensor obtains its binary decision ui based on
its measurement and �ð¼ ln�Þ with threshold test.

3. Each sensor obtains the binary decisions of its
n neighbors u1; u2; . . . ; un (randomly selected within
the communication radius) and computes
u1 þ � � � þ un.

4. Each sensor makes its final fault-tolerant decision
based on the k-out-of-n rule.

In practical applications of wireless sensor networks,
some sensors may not have enough neighbors nmin (optimal
n) as required by the proposed algorithm. This could
happen when sensors are nonuniformly randomly de-
ployed and/or when sensors have low connectivity due to
the harsh environment or limited power. One straightfor-
ward solution is to deploy more sensors to achieve the
optimal solution. In the case that the additional deployment
is impossible, an alternative solution is to store m triples
ðn1; k1; �1Þ; ðn2; k2; �2Þ; . . . ; ðnm; km; �mÞ in each sensor node,
where ni < nj for i < j. For a sensor without enough
neighbors, a triple (ni; ki; �i) is used for the detection, where
ni is the largest value less than the optimal n. Even though
not optimal, the detection performance is still satisfactory in
our experiment (see Section 7 for details). In this situation,
when the number of sensors within a sensor communica-
tion radius is greater than the optimal number nmin, we
randomly choose nmin sensors among them as optimal
neighbors of this sensor. Otherwise, the optimal neighbors
of this sensor is ni.

In our theoretical analysis for fault correction, we assume
that all sensors transmit data correctly over a multiple
access channel (MAC). However, depending on the MAC
protocol used, communication errors may also affect the
performance of event detections. In its simplest form, the
communication error affects the decision making in a
similar way as the sensor fault, which reverses a sensor’s
original local decision. Noisy communication links could
thus be modeled as additional sensor faults in the detection
process. The optimal parameter triple (n; k; �) in the
proposed algorithm has to be computed accordingly, based
on the adjusted sensor fault probability.

6 THE NEYMAN-PEARSON APPROACH

In many practical situations, the prior probabilities q0 and q1

may be unknown. The Bayesian method discussed in the
previous sections is not appropriate in solving this kind of
problem. In these cases, we could employ the Neyman-
Pearson criterion and work with the probability of system
false alarm, QF , and the probability of system detection, QD,
in designing the detection rule. Usually, it is desirable to
make QF as small as possible and QD as large as possible.
Obviously, these are conflicting objectives. Thus, in the
Neyman-Pearson approach, the goal is to maximize QD

while keeping QF below or equal to an accepted level �. In
the following, we limit our discussion to binary decisions of
sensor nodes and k-out-of-n fusion rules.

We apply the Neyman-Pearson criterion to the detection

problem with different neighborhood size n. For a given n,

our goal is to choose the threshold pair (�, k) that yields the

maximal QD while keeping QF below an accepted value �.

The Lagrange multiplier method is used to solve this

constrained optimization problem. For the fixed k and n, the

system probability of detection error is a quasiconvex

function of � and the Lagrange multiplier method is

suitable [13]. We define the objective function as follows:

Lne ð�; sÞ ¼ 1�QD þ sðQF � �Þ; ð21Þ

where s is the Lagrange multiplier and s � 0. Lne ð�; sÞ is

minimized with respect to s and � for the fixed k and n.

Lemma 2. The minimum system probability of detection error

Lne;minð�; sÞ is a decreasing function of n.

Proof. Let s ¼ q0=q1, with (7) and some mathematical

manipulations, we have

Lne ð�; sÞ ¼
1

q1
Pn
e �

q0

q1
�: ð22Þ

and

Lne;minð�; sÞ ¼
1

q1
Pn
e;min �

q0

q1
�; ð23Þ

where q0 ¼ s
1þs and q1 ¼ 1

1þs . Since Pn
e;min is a decreasing

function of n, as proven in Lemma 1, so does Lne;minð�; sÞ.
The lemma is proven. tu
Similarly to the Bayesian method, with Lemma 2 we can

choose the minimum number of neighbor sensors with an

accepted false alarm rate � in the Neyman-Pearson method

if energy conversation is our top concern. To find the

optimal threshold pair (�, k), we solve the following set of

equations:

QF � � ¼ 0; ð24Þ

ln
1

s
þ ln�þ ðk� 1Þln PD

PF
þ ðn� kÞln 1� PD

1� PF
¼ 0; ð25Þ

or

eQQF � � ¼ 0; ð26Þ

ln
1

s
þ ln�þ ðk� 1Þln

PDð1� PfÞ þ 1
2Pf

PF ð1� PfÞ þ 1
2Pf

þ ðn� kÞln
1� PDð1� PfÞ � 1

2Pf

1� PF ð1� PfÞ � 1
2Pf
¼ 0;

ð27Þ

when sensor fault is considered.

7 EXPERIMENTS AND DISCUSSION

In this section, we present our experimental results for the

proposed detection algorithm. We consider the detection of

known signals in Gaussian noise. The event to be observed

by the sensor is xi ¼ si þ zi, where si ¼ �d is the interested

signal and zi is a Gaussian random variable with zero mean

and unit variance. Define
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H0 : si ¼ �d
H1 : si ¼ d:

ð28Þ

The log-likelihood ratio �i for this problem is �i ¼ 2dxi. The

sensor false alarm and detection probabilities are given by

PF ¼ Q
�

2d
þ d

� �
ð29Þ

and

PD ¼ Q
�

2d
� d

� �
; ð30Þ

where � is the log-likelihood ratio threshold and

QðzÞ ¼
Z 1
z

1ffiffiffiffiffiffi
2�
p e�

x2

2 dx: ð31Þ

Our objective is to find the optimal � , k, and n, given the

prior probabilities q0, q1, a detection error bound Pe;bound,

sensor fault probability Pf , and the maximum neighbor-

hood size nmax (determined by the maximum communica-

tion radius of a sensor node).
We first illustrate some interesting properties on the

relationship among Pn
e , Pn

e;min, n, and � without considering

sensor fault. Then, we present and discuss the performance

of the proposed detection scheme on several simulated

sensor networks.

7.1 Interesting Properties on Pn
e , Pn

e;min, n, and �

Fig. 3 shows the probability of detection error against the

log-likelihood ratio threshold � , with equal prior probabil-

ities (q0 ¼ 0:5, q1 ¼ 0:5), fixed d ¼ 1, and different neighbor-

hood size n. The (n, k) pairs in the figure indicate the

optimal fusion rule for the given n. “*” indicates the

minimum probability of detection error for the correspond-

ing (n, k) pair. The top pair (n ¼ 3; k ¼ 2) corresponds to the

curve with the highest “*” position; the second pair

(n ¼ 5; k ¼ 3) corresponds to the curve with a “*” in the

second highest position, and so on. From Fig. 3, we can see

clearly that:

. The optimal log-likelihood ratio threshold is always
at � ¼ 0 (or � ¼ 1) for equal prior probabilities.

. The minimum detection error decreases when n
increases, which confirms Lemma 1.

Fig. 4 gives another way to look at the minimum probability

of detection error, Pn
e;min, against different neighborhood

size n, which is included in Fig. 3. The exponential decrease

of Pn
e;min is obvious. The unequal prior probability case with

q0 ¼ 0:75 and q1 ¼ 0:25 is shown in Fig. 5 and Fig. 6. The

ðn; kÞ pairs and their corresponding curves are matched in

the same way as before. It is clear that the relationship

between Pn
e;min and n still holds for unequal prior

probabilities. We also notice that Pn
e;min is further reduced

for the same neighborhood size n when compared with the

equal prior probability case. Actually, our experiment

shows that the absolute difference between the two prior

probabilities jq0 � q1j is proportional to the reduction rate of
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Fig. 3. Probability of detection error Pn
e versus log-likelihood ratio

threshold � for the case of q0 ¼ 0:5, q1 ¼ 0:5, d ¼ 1, and Pf ¼ 0.

Fig. 4. Minimum probability of detection error Pn
e;min versus the

neighborhood size n for the case of q0 ¼ 0:5, q1 ¼ 0:5, d ¼ 1, and Pf ¼ 0.

Fig. 5. Probability of detection error Pn
e versus log-likelihood ratio

threshold � for the case of q0 ¼ 0:75, q1 ¼ 0:25, d ¼ 1, and Pf ¼ 0.



Pn
e;min. In other words, Pn

e;min decreases more quickly against

n with a larger jq0 � q1j. Fig. 7 shows that Pn
e;min decreases

even quicker with the increase of n for the case of q0 ¼ 0:9

and q1 ¼ 0:1. This result indicates that, if we have prior

knowledge about the events in advance, less energy

(smaller n) is needed to maintain the same level of detection

accuracy. We observe that Lemma 1 only holds for the

optimal solution solved from (8) and some suboptimal

solutions nearby, as shown in Fig. 3 and Fig. 5. In general,

the probability of detection error Pn
e is NOT always a

decreasing function of n. If a log-likelihood threshold � is

chosen outside the small interval around optimal � , the

detection error will actually increase as n increases. This

result provides a counterexample to the conjecture that the

more neighbor sensors, the better detection accuracy.

Clearly, the conjecture is wrong if the threshold is selected

inappropriately.

7.2 Detection Performance

We test the proposed detection scheme in several simulated

sensor networks. In all our experiment designs, the event

signal is randomly sampled from a Gaussian distribution

with the center at 1 and unit variance. The background

signal is randomly sampled from a Gaussian distribution

with the center at �1 and unit variance. The prior

probabilities for the background and event are set at q0 ¼
0:75 and q1 ¼ 0:25, respectively. We also assume that the

event region is in the 10 by 10 area at the bottom-left corner

of the operation zone. For the initial detection, each sensor

gives its local decision according to Step 2 of the proposed

detection scheme and obtains its final decision based on

Steps 3 and 4.
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Fig. 6. Minimum probability of detection error Pn
e;min versus the

neighborhood size n for the case of q0 ¼ 0:75, q1 ¼ 0:25, d ¼ 1, and

Pf ¼ 0.

Fig. 7. Minimum probability of detection error Pn
e;min versus the

neighborhood size n for the case of q0 ¼ 0:9, q1 ¼ 0:1, d ¼ 1, and Pf ¼ 0.

Fig. 8. Initial detection results with � ¼ 0:5964.

Fig. 9. Detection results after adding Pf ¼ 10% sensor fault.



7.2.1 Bayesian Detection

Fig. 8 shows the initial detection results (Step 2 of the
proposed detection scheme) with 400 sensors in total and
100 sensors in the event region. The log-likelihood ratio
threshold � is set at � ¼ 0:4064, based on (17). If the event is
detected by a sensor node, it is marked by a circle “	” in the
corresponding location; otherwise, the location is marked
by a dot “�”. We can see that the overall probability of
detection error is 11.75 percent. We simulated 10 percent
sensor faults by reversing the sensor decisions in Fig. 8
randomly, as shown in Fig. 9. A “þ” indicates that,
originally, an event is detected at the location and the
decision is converted to no-event due to sensor fault, while
a “�” represents the case of no-event detected originally.
The probability of detection error is increased to 18.75 per-
cent after introducing sensor fault. The final detection result
(Steps 3 and 4 of the proposed detection scheme) with n ¼ 5
and k ¼ 3 (computed based on (17)) is presented in Fig. 10.

After applying the k-out-of-n rule, many incorrect detec-

tions (including false alarm and missing detection) have

been corrected. The probability of detection error is reduced

to 5.75 percent. Fig. 11 shows final detection results with a

larger neighborhood (� ¼ 0:2482, n ¼ 9, k ¼ 5, and

Pf ¼ 10%). As expected, the probability of detection error

is reduced more (3.25 percent) as n increases. However, we

could still offer more than 94 percent detection accuracy by

choosing n ¼ 5 if energy conservation is our top priority.

Notice that the detection accuracy in our simulation is lower

than the theoretical estimation, which is mainly caused by

the confusions along the boundary of the event region (see

Figs. 10 and 11). As mentioned in Section 2.1, how to

identify the sensor nodes near the boundary and process

their information accordingly are still challenging problems

in event detections. We leave it for future research.
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Fig. 10. Final detection results with k-out-ot-n rule (n ¼ 5, k ¼ 3).

Fig. 11. Final detection resuls with k-out-of-n rule (n ¼ 9, k ¼ 5).

TABLE 1
Averaged Detection Errors of Sensor Networks

with 400 and 10,000 Sensor Nodes with Pf ¼ 10%
Using the Bayesian Scheme

N ¼ number of sensors, I:E ¼ initial detection error rate, FT:E ¼
detection error rate after adding sensor fault, and F:E ¼ final detection
error rate.

Fig. 12. Minimum probability of detection error Pn
e;min versus the

neighborhood size n for the case of q0 ¼ 0:9, q1 ¼ 0:1, d ¼ 1, and

Pf ¼ 0; 0:1.



We repeat the above experiment 200 times. The averaged
detection errors are shown in Table 1. The table also shows
our experiment results for a much larger sensor network
(with 10; 000 sensors). In all cases, the detection errors have
been greatly reduced. The effectiveness of the proposed
algorithm is obvious. Notice that the number of necessary
communications during fault correction is given by N � n,
thus more energy will be saved by choosing a smaller n for
a larger sensor network (larger N).

Fig. 12 shows that, with the same n, how sensor fault
probability Pf affects the minimum detection error ePPn

e;min

and how an appropriate threshold obtained from (17) can
improve the detection performance. The lowest curve
(dotted) shows ePPn

e;min versus n with Pf ¼ 0. The highest
curve (dash-dotted) shows ePPn

e;min versus n with Pf ¼ 0:1
and with the threshold � set based on (8) (without
considering sensor fault probability explicitly). The middle

curve (solid) shows ePPn
e;min versus n with Pf ¼ 0:1, but, in

this case, � has been computed based on (17). It is clear that,
by choosing the threshold pair (� , k) with the proposed
scheme, the detection performance is improved. Fig. 13
shows the probability of detection error ePPn

e against thresh-
old � with unequal prior probabilities (q0 ¼ 0:75, q1 ¼ 0:25),
d ¼ 0:5, Pf ¼ 0:12, and different neighbor size n. It is clear
that the minimum detection error (marked by “*” )
decreases when n increases, which confirms Proposition 1.
It is also interesting to notice that the optimal k (i.e., kmin)
¼ 3; 4; 5; 6; 7; 8, respectively, for n ¼ 3; 5; 7; 9; 11; 13. The
majority voting rule ðkmin ¼ 1

2nÞ is NOT the optimal fusion
rule, in this case, any more. Actually, our experiment shows
that, when Pf is small, for example, when Pf � 0:09 in the
above case (q0 ¼ 0:75, q1 ¼ 0:25, and d ¼ 0:5), the majority
voting is the optimal fusion rule. However, when sensor
fault rate Pf becomes larger, for example, Pf ¼ 0:12 in
Fig. 13, the optimal k also increases and the majority voting
rule loses its optimality. Our experiment also shows that, in
the particular case of equal prior probabilities, majority
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Fig. 13. Probability of detection error Pn
e versus the neighborhood size n

for the case of q0 ¼ 0:75, q1 ¼ 0:25, d ¼ 0:5, and Pf ¼ 0:12.

Fig. 14. Optimal log-threshold � versus sensor fault rate Pf for the case

of q0 ¼ 0:75, q1 ¼ 0:25, d ¼ 0:5, and Pf ¼ 0:12.

Fig. 15. Initial detection results with � ¼ 1:359.

Fig. 16. Detection results after adding Pf ¼ 10% sensor fautl.



voting rule is always the optimal fusion rule for all Pf . In
other words, Theorem 2 in [6] is only a special case for
q0 ¼ q1 when both measurement error and sense fault are
considered in fault corrections. From (17), it is clear that the
optimal pair (� k) is directly affected by Pf . Fig. 14 shows Pf
versus the optimal thresholds (� k) with unequal prior
probabilities (q0 ¼ 0:75, q1 ¼ 0:25), fixed d ¼ 0:5, and n ¼ 7.
First of all, notice that the discontinuity of � results from the
fact that k can only take an integer value in ½12n; n
. Second,
we can see clearly that, for each k, threshold � increases
with Pf . In general, the sensor fault probability Pf increases
with time after the deployment. The optimal pair (� k)
should be modified to reflect the changes. It can be expected
that, when the threshold � and k are adaptively adjusted
with time in a sensor network, a better detection perfor-
mance can be achieved. Again, for the equal prior
probability case, � is fixed for all Pf .

7.2.2 Neyman-Pearson Detection

To compare the performance of the Neyman-Pearson
approach with the Bayesian method, we conduct our

experiments with the same data used for the Bayesian
detection experiments. Fig. 15 shows the initial detection
results with the Neyman-Pearson approach. The log-like-
lihood ratio threshold � is set at � ¼ 1:359 based on (26) and
(27) with false alarm rate � ¼ 10%. The initial detection error
is 13.75 percent. After adding 10 percent sensor fault, the
detection error increases to 19.75 percent, as shown in
Fig. 16. The final detection result with n ¼ 9 and k ¼ 4
(computed based on (26) and (27)) is presented in Fig. 17.
After applying the k-out-of-n rule, the detection error is
reduced to 4.75 percent. If we compare Fig. 17 (the Neyman-
Pearson approach) with Fig. 11 (the Bayesian approach), it
is clear that the detection performance for the Bayesian
method is better than the Neyman-Pearson with the same
neighborhood size n ¼ 9. The underlying reason is that the
Neyman-Pearson method seeks optimal detection with an
accepted false alarm rate �. In its optimization, s ¼ q0=q1 is
also optimized in (24), (25) or (26), (27) and is fixed after the
optimization. It is obvious that, if actual q0=q1 is not the
same as the optimized q0=q1, the performance of the
Neyman-Pearson method is not as good as the Bayesian
approach. However, in the case that q0 and q1 are unknown,
the Neyman-Pearson method does provide an alternative
solution. We perform the experiment 200 times. The
averaged detection performance is reported in Table 2.
Table 2 shows clearly that the detection error decreases as n
increases, which confirms our proof in Lemma 2.
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Fig. 17. Final detection results with k-out-of-n rule (n ¼ 9, k ¼ 4).

TABLE 2
Averaged Detection Errors of Sensor Networks with 400 Sensor

Nodes and Pf ¼ 10% Using the Neyman-Pearson Scheme

N ¼ number of sensors, I:E ¼ initial detection error rate, FT:E ¼
detection error rate after adding sensor fault, and F:E ¼ final detection
error rate.

TABLE 3
Averaged Detection Errors of Sensor Networks (400) without Enough Neighbors

The required number of neighborhood sensors is nine, but 	 sensors only have three neighborhood sensors. Pf ¼ 10%, � ¼ 10%, and 	 ¼ 0%, 10%,
20%, 30%, 40%, 50%, where N ¼ number of sensors, I:E ¼ inital detection error rate, FT:E ¼ detection error rate after adding sensor fault, and
F:E ¼ final detection error rate.



7.2.3 Detection without Enough Neighbors

We perform additional experiments for both the Bayesian
and Neyman-Pearson approaches to evaluate the detection
performance when some sensors do not have enough
neighbors. We assume that the minimum number of
neighbors is nine for a given detection error bound. For
simplicity, we also assume that each sensor can only have
nine or three neighbors. Sensors with a different number of
neighbors use different triples (� , n, k). Specifically, for
sensors with nine neighbors, the triples (� ¼ 0:2482, n ¼ 9,
k ¼ 5) and (� ¼ 1:359, n ¼ 9, k ¼ 4) are used for the
Bayesian and Neyman-Pearson approaches, respectively,
while the triples (� ¼ 0:5964, n ¼ 3, k ¼ 2) and (� ¼ 1:338,
n ¼ 3, k ¼ 2) are used for sensors with only three neighbors.
Let 	 denote the proportion of the number of sensors with
only three neighbors. We simulate situations with 	 ¼ 0%,
10%, 20%, 30%, 40%, and 50%. The experiments are
conducted 200 times for each 	 and the averaged results
are reported in Table 3. The experimental results demon-
strate that the final detection performances decrease when 	
increases for both Bayesian and Neyman-Pearson ap-
proaches. When 	 increases from 0 percent to 50 percent,
the detection error rate increases from 4.46 percent to
8.65 percent for the Bayesian method and from 5.61 percent
to 9.69 percent for the Neyman-Pearson approach.

8 CONCLUSIONS AND FUTURE RESEARCH

In this paper, we study the fault correction problem for
distributed event detection in a wireless sensor network. In
our theoretical analysis, the sensor fault probability is
formally introduced into the optimal detection process. We
also mathematically show that the optimal fault-tolerant
detection error (for both the Bayesian and the Neyman-
Pearson performance criteria) decreases exponentially with
the increase of the neighborhood size. Based on the
theoretical work, a distributed fault-tolerant detection
scheme is proposed to achieve the optimal detection
performance. In the proposed scheme, the neighborhood
size, n, of fault correction is chosen based on the given
detection error bound such that better balance between
detection accuracy and energy usage is obtained.

Our experiments show that, with the proposed detection
algorithms, detection error could be greatly reduced even
with both measurement error and sensor fault. Currently,
there is no communication protocol designed specifically for
sensor fault corrections. To validate our theoretical work, we
plan to propose a communication protocol for fault correc-
tions and implement the proposed detection algorithms on
sensor network simulators, such as PowerTOSSIM [21].

The next step after event detection is to aggregate the
detection results and transmit them to the base station, a
task which typically requires fusion sensors. The number of
fusion sensors needed usually depends on the area of the
interested region and the communication range of an
individual sensor node. Many protocols have been pro-
posed in the literature to route the information from sensors
to the base station. LEACH [22], for example, is a clustering-
based protocol that utilizes randomized rotation of local
cluster-heads. On the other hand, we could also divide the

entire region into many spatial coherence regions (SCR) [23]
and randomly select one fusion sensor in each SCR. The
advantage of this approach is that we could avoid the
overhead energy cost for clustering.
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