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Abstract

Object graphs help developers understand the runtime structure of an object-oriented system, in
terms of objects and their runtime relations (points-to, call, or dataflow, depending on the intent
of the diagram). Ideally, an object graph is sound and shows all possible objects and the relations
between them. The object graph should also be hierarchical to scale and convey architectural ab-
straction. Achieving soundness requires a static analysis, but architectural hierarchy is not available
in code written in general-purpose programming languages. To achieve hierarchy in a statically
extracted object graph, we leverage ownership types in the code. We then abstractly interpret the
annotated program and extract a global, sound, hierarchical object graph with dataflow communi-
cation edges that show the flow of objects due to field reads, field writes, and method invocations.
We formalize the static analysis using a constraint-based specification and prove that the object
graph is sound.
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1 Introduction

During software evolution, reverse-engineered diagrams of the code structure and of the runtime
structure help developers to understand the system in order to modify it. Diagrams of the code
structure are supported by many tools. Diagrams of the runtime structure, however, are more
challenging and less mature.

One challenge with diagrams of the runtime structure is soundness, i.e., showing all possible
objects and all possible relations between them. Achieving soundness requires static analysis since,
by definition, dynamic analysis shows partial diagrams from a finite number of executions. Another
challenge is to create a graph that scales and supports program understanding. A flat object graph,
with its profusion of objects, does not meet this challenge. One solution is to use hierarchy, which
provides both high-level and detailed understanding.

Architectural hierarchy is not observable in legacy object-oriented code, so we follow a previ-
ous approach [2] and use ownership types in the code, specifically, the Ownership Domains type
system [3]. To support legacy code, we define annotations that implement the type system, using
available language support for annotations. Developers use the annotations and specify, within the
code, their design intent in the form of strict encapsulation, logical containment and architectural
tiers. These annotations enable a static analysis to extract a sound, global, hierarchical Ownership
Object Graph (OOG) [2]. An OOG provides architectural abstraction by ownership hierarchy and
by types, where architecturally significant objects appear near the top of the hierarchy and data
structures are further down.

In related work, we evaluated in a controlled experiment if OOGs, as diagrams of the runtime
structure, help developers with program comprehension during coding activities, and thus comple-
ment widely-used class diagrams [5, 4]. We found that developers who used OOGs succeeded on
code modification tasks, took less time, or explored less irrelevant code compared to developers who
used only class diagrams or who just explored the code. In our previous experiment, developers
wondered why the OOG did not show some relations between objects. The OOG showed only
points-to edges due to field references that capture persistent relations between objects. In addi-

tion to points-to edges, developers need usage edges that capture more transient relations between



objects [10]. In this paper, we add to the OOG usage edges that make visually obvious the flow of
objects in the program, and that we refer to as dataflow communication.

For instance, in object-oriented code that implements the Observer design pattern, under-
standing “what” gets notified during a change notification is crucial for understanding the system.
“What” does not usually mean a class, “what” means a particular instance. Indeed, with many
design patterns, developers need to understand the various instances in the system, and object
graphs give insights into instances better than class diagrams. To understand what instances point
to what other instances, points-to edges are useful. To understand not just “what” gets notified
but also “what kind” of notification the subject of the notification sends to its observers, usage
edges may be useful.

Contributions. In this paper, we propose a static analysis to extract a hierarchical object
graph with usage edges showing dataflow communication. Our contributions are:

e We formalize the analysis using a constraint-based specification, showing the static and dy-

namic semantics;

e We prove the soundness of the extracted object graph;

e We evaluate our analysis on an extended example; we compare an OOG with dataflow edges
to a diagram of the runtime structure with dataflow communication drawn by an expert, and
to an OOG with points-to edges.

Outline. The rest of this report is organized as follows. In Section 2, we describe the challenges
of designing a static analysis that extracts a runtime structure. In Section 3, we define dataflow
communication. In Section 4, we formalize our analysis, and prove its soundness. We introduce
a small example, and describe the analysis on a worked example in Section 6. We discuss related

work in Section 7 and conclude.

2 Challenges of Static Analysis

We first discuss the challenges of extracting object graphs statically. At runtime, the structure
of an object-oriented program can be represented as a Runtime Object Graph (ROG), where nodes

represent objects, i.e., instances of classes, and edges represent relations between objects, such as



one object calling another object’s methods. A sound static analysis extracts an object graph

that approximates all possible ROGs, for any program execution. We represent the extracted

object graph as an OGraph, where nodes are OObjects and edges are OEdges. An OObject is a

canonical object that represents multiple runtime objects. Similarly, an OEdge is a canonical edge

that represents runtime dataflow communication between the corresponding runtime objects. An

OGraph has the following requirements:

Object soundness. The OGraph must show a unique representative for each runtime object.
While one OObject can represent multiple runtime objects, the same runtime object cannot
map to two separate OObjects. It would be misleading to have one runtime entity appear
as two boxes (two components) on an architectural diagram. Then one could assign the
two components different values for a key trustLevel property and potentially invalidate the
analysis results.

Aliasing. The static analysis must soundly handle possible aliasing in the program by enforcing
the unique representatives invariant. For two variables in the program that may alias and
refer to the same runtime object, the analysis must create a single OObject.

Edge soundness. If there is a runtime dataflow communication between two runtime objects, the
OGraph must show an OEdge between the representatives of these objects.

Summarization. An ROG can have an unbounded number of runtime objects. For example, in
the presence of recursive types, the ROG might have an unbounded depth. The OGraph must
be a finite representation of all ROGs and must have a finite depth. The static analysis must
stop creating new nodes in the OGraph at some level, and instead use already created nodes.
A common heuristic is for the analysis to stop when it gets to a node of the same type as a
node it previously created.

Hierarchy. A global OGraph must convey architectural abstraction by object hierarchy and sup-
port both high-level and detailed understanding of the runtime structure. It must show
architecturally significant OObjects near the top of the hierarchy and OObjects representing
data structures further down.

Precision. The analysis must not merge objects excessively. For example, an OGraph that repre-
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class Main{ 1 class A{
A a; C c; 2 B b; Cc; D d; E e;
void main (){ 3 A(CC c){
main = new Main(); 4 //no dataflow communication
main.run(); 5 //field initialization
} 6 this.c = c;
void run (){ 7 }
a = new A(c); 8 void m1(){
//no dataflow communication 9 //method call (a2sd)
a.m1(); //method call 10 d.setB(b);
¥ 11 }
} 12 B m2(){
13 //method call (d£>a)
14 return d.getB();
15 ¥
main:Main 16 ¢ 304 -
17 //field read (b—a)
18 return b.c;
19 }
20 void mé4 (){
21 //field write (a>b)
Legend: 99 b.c = c;
2A | object 23 b
24 D m5(0{
—> reference 5 //method call (a2re,ase, era)
S dataflow 26 return e.me(b,c);
c 27 }
28}

Figure 1: Example of export and import dataflow communication.
sents all the runtime objects with one node is sound but very imprecise. Ideally, the OGraph
must have no more OEdges than soundness requires. Like any sound static analysis, how-
ever, the OGraph may have false positives and may show OObjects or OEdges that do not

correspond to a runtime object or runtime relation, due to infeasible paths in the program.

3 Dataflow Communication

Definition of dataflow communication: Let a and b be two objects. Dataflow communication
exists from a to b if a reads or writes to b’s fields or calls b’s methods.

In object-oriented code, a dataflow communication between two references a and b corresponds
to field writes, field reads, or method invocations. Since the flow can be bidirectional, we distinguish

between import and export dataflow.



Import dataflow communication: An import dataflow communication exists from the source b
of type B to the destination a of type A if a receives data from b. That is, there is a method ma of

A such that ma refers to b.f or uses the result returned by a method mb of B.

Export dataflow communication: An export dataflow communication exists from the source a
of type A to the destination b of type B if one of b’s field f may be modified when one of a’s methods
1s invoked. That is, there is a method ma of a such that ma contains the statement b.f = c or
b.mb(c), where c is in the scope of ma, i.e., a field of A, an argument of ma, an object instantiated
by ma, or an object returned by another method invoked by ma.

To understand the above definitions, consider the example in Figure 1, which has the code for
the classes Main and A, and the corresponding flat object graph. For brevity consider that all the
variables are correctly initialized, we do not include the code for the classes B. .E. In the object
graph, the nodes corresponds to objects, and there are two types of edges. Straight arrows means
that an object refer another object, while curved arrows correspond to dataflow communications
between objects. The curve arrows are labeled with the type of the data communicated between
objects.

Dataflow communication exists due to the statements of the methods of A, m1 () tom5(). Import
dataflow communication exist from b to a and from d to a due to the field read and method invo-
cation expressions of m3() and m2(), respectively. Also, export dataflow communication exist from
a to b and from a to d due to the field write and method invocation expressions of m4 () and m1(),
respectively. Due to only one method invocation expression in m5(), two export dataflow commu-
nication exist from a to e, and due to the same expression, an import dataflow communication
exists from e to a.

On the other hand, in the last statement of run(), the invocation of m1 () does not correspond to
any import or export dataflow communication, since the method has no arguments, and it returns
void. Also, there is no dataflow communication from main to a even though the constructor of A
has an argument. Dataflow communication definitions ignore object allocation because we consider
creation and usage of objects as separate relations, and we distinguish between field initialization

in a constructor and field write. That is why, there is no dataflow communication between main



I, 0Fe:T, fields(Ty) =T f
IS,0Fe:T T <:T;
IS, 0Fefi=¢€:T

[T-WRITE]

S[¢] = C<p>(v) fields(C<p>) =T f
S = St — C<p>([v/vi]v)]
0 fi=v;8 ~ v 8

[R-WRITE]

O+ ep; S — ep; S
OFeo.fi=e;S —eyfi=er; S

[RC-WRITE-RCV]

O+ ep; S — e S
OFv.fi=e;;S s uv.fi=ep S

[RC-WRITE-ARG]

Figure 2: Field write semantics.

and a and between a and c.

4 Formalization

4.1 Abstract Syntax

We formally describe our static analysis using Featherweight Domain Java (FDJ), which models
a core of the Java language with ownership domain annotations [3]. To keep the language simple
and easier to reason about, FDJ uses Featherweight Java, which ignores Java language constructs
such as interfaces and static code.

We adopt the FDJ abstract syntax (Fig. 3) but with the following changes. We exclude cast
expressions and domain links, which are part of FDJ, but not crucial to our discussion. We also
include a field write expression e.f = €/, which can lead to dataflow communication. (Fig. 2)

In FDJ, C ranges over class names; T ranges over types; f ranges over field names; v ranges
over values; d ranges over domain names; e ranges over expressions; x ranges over variable names; n
ranges over values and variable names; S ranges over stores; £ and 6 ranges over locations in a store;
0 represents the value of this; a store S maps locations £ to their contents; the set of variables

includes the distinguished variable this of type T}p;s used to refer to the receiver of a method; the



CT := cdef

cdef == class C<@, > extends C'<a>
{dom; T f; C(T" f',T f)
{super(f'); this.f = f;} md }

dom = [public]| domain d;

md Tr m(T T) Typis {return eg;}

x |new C<p>(e) |e.f |e.f=¢

|em(e) | £ |fpe

x| v

n= « | n.d | SHARED

C<p>

locations

= 0 — C<l.d>(D)

¢t - T

r — T

Figure 3: Simplified FDJ abstract syntax [3].
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result of the computation is a location ¢, which is sometimes referred to as a value v; S[¢] denotes
the store entry of ¢; S[¢,i] denotes the value of i*" field of S[{]; S[¢ — C'<¥'.d>(7)] denotes adding
an entry for location £ to S; a and (8 range over formal domain parameters; m ranges over method
names; p ranges over formal domain parameters, actual domains, or the special domain SHARED; the
expression form £1> e represents a method body e executing with a receiver £; an overbar denotes a
sequence; the fixed class table C'T" maps classes to their definitions; a program is a tuple (CT', e)

of a class table and an expression; I' is the typing context; and 3 is the store typing.

4.2 Data Type Declarations

Our analysis produces a hierarchical object graph (OGraph), which has nodes representing
objects and domains, and edges representing dataflow communication (Fig. 4). The OGraph is a
triplet G = (DO, DD, DE), where DO is a set of OObjects, and DD maps a pair (O, C::d) to
an ODomain D, i.e., DD maintains a mapping from a local domain or a domain parameter d of
an OObject O to an actual domain D. Each F in DF is a directed edge from a source Oy, to a
destination Ogs, and the label C' is the class of the object being communicated. The last label is a
flag, and it states whether the OEdge represents an import or an export dataflow communication.

Multiple edges with different labels might exists between two OObjects.



Ly =
Lg =

LI U{ (Esrc,édst) = {E}}
LE U{ (esr07€dst) — {E}}

G € OGraph := ( Objects = DO, Domains = DD, Edges = DFE )
D € ODomain = (Id = D;y, Domain = C::d )
O € OObject n= ( Type = C<D>)
E € OEdge = ( From = Oy, To = Oy, Class = C,Flag = Imp |Exp )
DD x=0 | DDuU{ (0,C:d)— D}
DO x=0 | DOU{O}
DE x=0 | DEU{E}
T =0 ] Yu{C<D>}
H =0 | HU{l{— O}
K =0 | Ku{td— D}
0
0

Figure 4: Data type declarations for the OGraph.

Our analysis distinguishes between different instances of the same class C' that are in different
domains, even if created at the same new expression. In addition, the analysis treats an instance of
class C' with actual parameters p differently from another instance that has actual parameters p'.
Hence, the data type of an OObject uses C<D> instead of just a type and an owning ODomain.
We follow the FDJ convention and consider an OObject’s owning ODomain as the first element
Dy of D. As a result of the aliasing precision provided by ownership domains, our analysis avoids
merging objects excessively. It only merges two objects of the same class if all their domains are
the same. The context Y records the combination of class and domain parameters C'<D> analyzed
in the call stack to avoid non-termination of the analysis due to recursive calls.

In addition to the OEdges that have OObjects as source and destination, the OGraph has own-
ership edges. The OGraph representation is well-formed with respect to the ownership relations
declared in the code using the annotations. An ownership edge states that an OObject O is in D,
or that O owns a domain D. The OGraph captures this hierarchy using the DD map. Given a
mapping {(0,C"::d) — D} in DD, D is a child of O, i.e., O — D. Since domains are inherited
across classes [3], the class C of O can be a subclass of C" where d is declared. In the presence of

recursive types, ownership edges may create cycles.

10



To invoke the analysis, a developer picks a root class, which is instantiated into a root object.
The root class can take only one domain parameter to represent the owning domain. Typically, the
root object is in the global ODomain Dgsgprep, the root of the OGraph.

Although a domain d is declared by class C, each instance of C' gets its own runtime domain
¢.d. For example, if there are two distinct object locations ¢ and ¢ of class C, then the analysis
distinguishes between £.d and #'.d. Since an ODomain represents a runtime domain ¢;.d;, one domain
declaration d in the code can create multiple ODomains D; in the OGraph. We qualify a domain d
by the class that declares it, as C'::d. Since no class declares the SHARED domain, we qualify it as

::SHARED.

Instrumentation. The maps H, K, L, and Lg are part of the instrumented dynamic semantics
(Fig. 4). H maps a location ¢ to the corresponding OObject, and K maps a runtime domain ¢.d
to an ODomain. The multi-valued maps L; and Lg map a pair of locations ({sy., £4st) to a set of
OEdges {E'}. We use two maps for edges because a pair (H[{1], H[(2]) can be associated with an
import edge from H[{1] to H[ls], or with an export edge from H[(1] to H[{].

Notation. For a map M, a key k, and a value v, we use M[k| to denote the lookup of k, and
M’ = Mk ~ v] for adding an entry for k to M. For a multi-valued map M, we use the notation
M’ = Mk — {v}] for adding an entry for k to M. If the map already has an entry for k, the

resulting value is the union of the existing value set and {v}.

Static Semantics. We formalize our static analysis using a constraint-based specification, as a
set of inference rules, then prove that the OGraph is sound, i.e., it has all the required OObjects,
ODomains, and OEdges.

In this context, soundness means that we can build a map between a ROG and an OGraph.
Soundness consists of object soundness and edge soundness. With object soundness, every runtime
object maps to a unique representative OObject in the OGraph. With object soundness, every
runtime edge maps to a unique representative OEdge in the OGraph. To build the maps, we
instrument the FDJ dynamic semantics. We map every newly created runtime object to an OObject.
Also, for every field read, field write, or a method invocation, we map the corresponding runtime

edge to an OEdge.
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In FDJ, a program is a tuple (CT,e) that consists of a class table CT', which maps classes to
their definitions, and an expression e. Our analysis starts with a root expression e,4, that explicitly
instantiates the root class Croot. The analysis result is the least solution G = (DO, DD, DE) of

the following constraint system:

0,0, DO,DD,DE t (CT, eroot)

The analysis creates the OObject O, and its owning ODomain Dsyarep,

Dgpapep = (Ds, ::SHARED ) Oroot = (Or, Croot <Dsuarep>)

then abstractly interprets e,o0+ in the context of Oopt:

0,0, DO,DD,DE ..., €root

The judgement form for expressions is as follows:

I',Y,D0,DD,DE oy e

The O subscript on the turnstile captures the context-sensitivity, and represents the context object
that the analysis uses to abstractly interpret e. The H subscript is a map used by the dynamic
semantics and the store typing rule in the static semantics (not shown). For readability, we omit
H when not in use. CT(C') and CT(Object) represent a lookup of a class C' and the class Object
in the class table, and is an implicit clause in all the static rules. (We list these clauses once at the
top of Fig. 5 to avoid repetition.)

In Dr-NEw, the analysis interprets a new object allocation in the context of O. The analysis
first ensures that DO contains an OObject O¢ for the newly allocated object. Then, DF-NEwW
ensures that DD has a representative ODomain D; for each domain parameter p; passed to the
constructor of the class C. Based on the binding of each formal domain parameter «; to actual p;,

DD maps each «; to a corresponding D; in the context of O¢ ((O¢, ;) — D;) (Fig. 5).

12



CT(C) = class C<a, > extends C'<a> { T f; dom; ...; md; }

CT(0Object) = class Object<a,> { }

Vi € 1..|p| D; = DD[(O,p;)] params(C) =@
Oc = { C<D> ) {O¢} € DO a; €

{(Oc,ai) = Di}y € DD {(Oc,pi) = D;} € DD

DO, DD, DE ¢ ddomains(C,O¢)
Vm € md mbody(m,C<p>) = (T: T, er)
C<D>¢7Y = {z:T, this: C<p>},YU{C<D>},DO,DD,DE Fo_ er
I,Y,D0,DD,DE Fo e
— [DF-NEW]

I',Y,DO,DD,DE t¢o new C<p>(e)

V(domain d;) € dom Dj = (Diq,, C:dy) {(O¢,C::d;) — D;} C DD
DO, DD, DE \¢ ddomains(C’,O¢)

. [Aux-DowMm]
DO, DD, DE ¢ ddomains(C, O¢)

O, € DO  Op=(C<D>) C<:C'
Viel.]p/| D= DD|O,p) D! =D,
[AUux-OBi1] ! v : [(/ E’)] : [DF-LookuP]
DO, DD, DE t¢ lookup (C'<p'>) = {Ok }re1..s-

DO,DD,DE ¢ ddomains(Object, O¢)

eo: C<p> (T fx) € fields(C<p>)
e1: Cl<p”> Cl<p”> <: Ty

eo : C<p> (Tx fr) € fields(C<p>) .
DO, DD, DE ¢ import(C<p>,Tk) DO, DD, DE ¢ export(C<p>,Ci<p’>)
.Y, DO,DD,DE o e I.Y,DO,DD,DE+Fo ey T,Y,DO,DD,DE Fo e
[DF-READ] [DF-WRITE]
.Y, DO, DD, DE Fo eo.fr — e1

T,Y,DO,DD,DE to eo.fi

DO,DD, DE ¢ lookup (Tsre) = {O; }icl..sz
DO,DD,DE I_Oi lookup (Tlabel) = {Oj}jel..sz’
Vie l.szVj € l.sz O; = (C;j<D>) {(0;,0,Cj, I C DE
! = 52 0, = (G ) 5o Imp)} € [AUX-IMPORT]

DO, DD,DE o mport (Tsrcu ﬂabel)

DO, DD, DE to lookup (Tast) = {O;}ie1. sz
DO, Dl)7 DE FO lookup (Tlabel) = {Oj}jel..sz’
Viel.szVjel.s? O =(C;<D>) {(0,0;,C;, E C DE
€152 V) € st 0, = (C<D>) (0.0 ConBm} CDE o

DO,DD,DE to export (Tyst, Tiapel)

e : C<p> mtype(m,C<p>) =T — Tr
DO, DD, DE ¢ import(C<p>,Tr)
Vk e l.|e| ex : Ty, Ty <: Ty T.eT DO, DD, DE t¢ export(C<p>,Ty)

I',Y,DO,DD,DE ¢ e I'Y,DO,DD,DEtpe
— [DF-INVK]
I,Y,DO,DD,DFE ¢ eg.m(e)
Figure 5: Static semantics. Additional rules (DF-VAR, DF-Loc, DF-CONTEXT, DF-SIGMA) are in [20].

Then, DF-NEW uses the auxiliary judgement AUX-DOM to ensure that DD has an ODomain

corresponding to each domain that C locally declares ((O¢, C::d;) — Dj). AuX-DoM recursively

13



includes inherited domains from base classes as well. AUX-OBJ1, the base case of the recursion,
deals with the class Object, for which Aux-OBJ1 does nothing, because Object has no fields,
domains, or methods in FDJ.

DrF-NEW then obtains each expression er in each method m of C, and recursively processes er
in the context of the new OObject O¢. To avoid infinite recursion, before DF-NEW analyzes eg, it
checks if the combination of the class C' and actual domains D have been previously analyzed by
looking for this combination in Y. If this combination does not exist, DF-NEW extends T with the
current combination. As a side note, T tracks previously analyzed OObjects only at the call stack
level. It does not do so globally across the program because similar combinations of the same class
and domain parameters can occur in different contexts, and must be analyzed separately. Finally,
Dr-NEW analyzes each argument of the constructor. Since our analysis distinguishes between a
field initialization in a constructor and a field write, DF-NEW does not require dataflow edges in
DFE.

DF-LOOKUP defines the auxiliary judgement lookup that returns the set of the OObjects Oy,
in DO such that the class of Oy, is C’ or one of its subclasses. It also ensures that each domain
D; of Oy, corresponds to D}, a domain associated with O in DD. The second condition increases
the precision of our analysis, because lookup returns only a subset of all the objects of class C’ or
its subclasses in DO. From this subset, our analysis picks the source or destination OObjects, and
finds the class representing the label of an OEdge.

The auxiliary judgements AUX-IMPORT and AUX-EXPORT ensure import and export edges
between the context OObject O and the OObjects O;, where O; is the result of lookup (Ty.), and
lookup (Tyst), respectively. The direction of the edge is from O; to the context O for AUX-IMPORT,
and from the context O to O; for AUX-EXPORT. To identify an edge’s label, AUX-EXPORT calls
lookup in the context of O, while AUX-IMPORT calls the second lookup in the context of O;. As a
result, there could be multiple edges with different labels between the same two OObjects, depending
on what lookup returns.

Dr-READ and DF-WRITE abstractly interpret field read and field write expressions, respec-

tively, and use AUX-IMPORT and AUX-EXPORT. Both auxiliary judgements take the type ey as
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[DF-VAR] [DF-Loc]
I'Y,DO,DD,DE to x I'Y,DO,DD,DE o ¢

Oc =H[| T,Y,DO,DD,DEVto, e
I,Y,D0,DD,DE o (ve

[DF-CONTEXT]

Ve € dom(S),%[¢] = C<p>  H[{] =0 = {(C<D>) € DO
Vm. mbody(m,C<p>) = (T : T, er) {z:T, this : C<p>},0, DO, DD, DE ¢ er

[DF-SIGMA]
DO,DD,DE tFcrp £

Figure 6: Static semantics (continued).

the first argument, and pass it to lookup to set the source and destination OObjects. For the la-
bel, DF-READ uses the type of the field fi, while DF-WRITE uses the type of the right-hand side
expression e1. The labels are the classes of these types or one of their subclasses.

DrF-INVK abstractly interprets method invocation expressions. First, it ensures the existence of
an import edge from the receiver of the method to the context OObject O. The label of the import
edge is the class of the return type, or one of its subclasses. Next, for each argument e, DF-INVK
ensures the existence of an export edge from O to the receiver of the method. The label of each
export edge is the class of the argument or one of its subclasses. The rule ensures export edges
only for a method invocation with at least one argument. Finally, the rule evaluates recursively
the expressions ey and e.

DF-VAR, and Dr-Loc, and the rest of the rules complete our formalization and make the
induction go through (Fig. 6). DF-CONTEXT analyzes expressions of the form ¢1>e. The context
for analyzing e changes from O to O¢, where O¢ is the result of looking up the receiver ¢ in
H. Finally, the induction requires an augmented store typing rule, DF-SIGMA, to ensures that
the method bodies have been analyzed for all the locations ¢ in the store, and that every ¢ has
a corresponding OObject in DO. To denote all the objects in the store, we use the CT" subscript

instead of O.

Dynamic Semantics. To complete the formalization, we instrumented the dynamic semantics
(Fig. 7). The instrumentation extends the dynamic semantics of FDJ [3] (the common parts are

highlighted), but is safe since discarding it produces exactly the FDJ dynamic semantics. The
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t¢dom(S) S =S[t— C<p>(D)]
G = (DO, DD, DE)

< _

0.
Oc = (C<D>) Oc € DO H/:H[E%Oc]
V(domain d;) € domains(C<p>) D; = DD[(O¢, C::d;)] K' = K[(.d; — Dj]

0 l—‘new C<p>W); S| H;K;L;;Lg ~¢|6;S H;K'; Li; Lp

[IR-NEW]

S[f] = C<p>(®)  fields(C<p>)=T f
O=H]A] Oy=H[] T,=Ci<p/> T;eT
E =(0,0,Cy,,Imp) € DE C, <: C; "= L1[(¢,0) —y {E}]

GI—;H;K;LI;LE WG;H;K;LII;LE

Sit] = C<p>(v) fields(C<p>) =T f
S = St — C<p>([v/vi])]
O=H[] Oy=H[] T;,=Ci<p/> T;€T
E=(0,04C,,Exp) € DE C, <: C; "= = Lg[(0,0) —y {F}]

9|_§H§K§LI§LE ~aglv; S Hy K Ly Ly

S[] = C<p>(m)  mbody(m,C<p>) = (T, en)|
O = HI[f] Oy = H[/] mtype(m,C<p>) =T — Tg Tr = Cr<p/>
E = (OZ,O,CJ/Q,Imp> € DE C}g <:CRgr L/I = L[[(ﬁ, 9) =y {E/}]
vk € 1‘?’ Ty, = Ck<]7> Ey = <0,0g,C]/€,Ewp> € DE C,/C <: C}
L = Lp((0,0) —u {Ex}]

0 F; H; K5 Lr; Le Wg‘fb [v/z,¢/this]er; S
0|_§H§K§LI§LE ~a|v; S} H;K;Li; Ly

Figure 7: Instrumented dynamic semantics (core rules).

[IR-READ]

[IR-WRITE]

— [IR-INVK]
sH K Ly Ly

[IR-CONTEXT]

instrumented evaluation rule is of the following form:

OFe;S;H;K;L;;Lg ~qe; S H K, /I?L/E

where G= (DO, DD, DE) is the statically computed object graph, and ~»¢ means that the ex-
pression e evaluates to €’ in the context of @, the value of this. The dynamic semantics keep G
unchanged, but change the store S and the maps H, K, L, and L.

IR-NEW adds a new location £ to the store S, where ¢ maps to an object of type C' with the
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specified ownership domain parameters, and the fields set to the values ¥ passed to the constructor.
The rule extends H by mapping ¢ and the OObject O¢ from DO. The rule requires that each
actual domains p; passed during instantiation corresponds to an actual domain D; of O¢. Next,
the rule extends K such that for all the domains C::d;, the pair (O¢, C::d;) has a corresponding
D;in DD.

IR-READ and IR-WRITE ensure that an OEdge F exists between the context OObject O and
the receiver Oy. They use 6 and ¢ to lookup these OObjects in H. They also ensure that the
edge label C,, is a subclass of the field class C;. Finally, the rules extend the maps L; and L,
respectively, by adding E' to the set of edges associated with (¢, #) in Ly, and (0, ¢) in Lg.

IR-INVK ensures that an import OEdge E’ exists from the receiver O, to the context O, having
as the edge’s label a subclass of the return class Cr. IR-INVK also ensures that an export OEdge Ej,
exist from O to Oy for every parameter, having as edge label a subclass of the method’s parameter
class Ck. The rule uses 8 and ¢ to lookup O and Oy in H . It extends both L; and Lg by adding
E’ to the set of import edges between the locations ¢ and # in L;, and by adding each Ej, to the
set of export edges between the locations # and ¢ in Lg.

When the method expression reduces to a value v, IR-CONTEXT propagates v outside of its
method context. This rule does not affect the execution of the program.

Finally, the dynamic semantics include standard congruence rules. The congruence rules are
similar to those in FDJ [3] (Fig. 8). In addition, there are two congruence rules for field-write:
IRC-WRITE-RCV and IRC-WRITE-ARG. IRC-WRITE-RCV states that the receiver expression eg

reduces to ¢, while IRC-WRITE-ARG states that the right-hand side expression e; reduces to €}.
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Ot e;S;H; Ky L L ~¢ ey S’ H' K's Ly L
0 - new C<p>(v1. i—1,€i,€i41.n); S H; K L; Lp ~q
new C<p>(vi_i—1,€;, €i41.n); S H'; K'; L Ly,

[IRC-NEW]

Ot ey;S;H; K; Lj; L ~¢ eé;S’;H/;K/; b Ll
Ot eo.fi; S; H; K Lis Lg ~¢
eg.fi;S';H';K'; 'I;L'E

[IRC-READ]

O eo; S;H; K; L Lp ~¢ ey S H K Ly Ly
OFeo.fi=e1;S;H;K; Ly Lg ~q
co-fi = e S H K's L L

[IRC-WRITE-RCV]

Ot e1;S; H; K; Ly, Ly ~¢ éy; 8 H K Ly Ly
OFov.fi=e;S;H;K;Li; Lp ~¢
v.f;=ey S H K L Ly

[IRC-WRITE-ARG]

Ot ey S;H; K; Lj; Lg ~¢ 66;5/;H/;K/; b Ll
0 Feg.m(€);S; H; K; Li; Ly ~q
eg-m(€); S H'; K's Ly; Ly

[IRC-RECVINVK]

OFe;; S;H;K;Lr; L e;; S H' K's LY L,
. LB e S D 2P IRC-ARGINVK]
9 [ v.m(vl,,i_l, €, ei+1”n); S; H; K; L[; LE ade

/ . Ql. /. I A
’U-m(vl..i—lyeiaei+1..n)7s aH 7K ﬂLIﬂLE'

OF e S;H K; L Ly ~q €5 S H K Ly L
OFl>eS;H; K, Li; Ly ~¢
(€S H K L Ly

[IRC-CONTEXT]

Figure 8: Instrumented dynamic semantics (congruence rules).
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Recursive Types. The analysis must handle recursive types which lead to unbound number
of nodes in the OGraph. As an example, consider a class QuadTree, which declares a field nwQT
of type QuadTree in its OWNED private domain (Fig. 9). To get a finite OGraph and ensure the
analysis terminates, the analysis could stop expanding an OGraph after a certain depth. However,
truncating the recursion at an arbitrary depth may fail to show when a child object beyond the
visible depth communicates to external objects. Instead, the analysis creates a cycle in the OGraph

when it reaches a similar context. There are two possible choices: to unify objects or to unify

domains.
Main<SHARED> main = new Main<SHARED>(); I 1| rTTTTTo 1|
class Main<OWNER> { :_S_I-I_AR_E_D _ :_S_I-I_AR_EP _
domain OWNED; ; ;
QuadTree<this.OWNED> aQT; T
ctor() { Main
return new QuadTree<this.0OWNED>(); &
; [ ommen |
) | omen |
class QuadTree<M> { ;
domain OWNED; aQT:
QuadTree<OWNED> nwQT; QTree
ctor() { *
i . po—=—a
) return new QuadTree<this.OWNED>(); ' OWNED =
- ad
} Legend: - ;
Obiject: nwQT:
Type QTree
r ----- - EEEEEEER EEEEEEEN
=DOMAIN = Fe=-==1
| S, 4 LOWNED ,! ‘/
—»  ownership
(a) unifying objects (b) unifying domains

Figure 9: Handling recursive types, revised from [1, Figure 2.22].

The analysis creates objects until it detects that it is creating objects similar to the one it
created before. In this case, the analysis uses an existing similar object. One can imagine multiple
notion of similarity; it can be any equivalence relation as long as the number of dissimilar objects
is finite. We adopt the following similarity relation between two objects a and b: a and b are of the

same type, including actual domain parameters (C'<D>). Unifying objects is problematic, because
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Oyoot dummy receiver
{(Oy0t, SHARED)+— SHARED} C DD
T={1%

//Analyzing (line 1) in the context of Orpor:

0;0; DO, DD, DE ¢,,,, new Main < SHARED >)()

CT(Main) = class Main<0OWNER> {
domain OWNED;
QuadTree<this.OWNED> aQT;
ctor() { return new QuadTree<this.OWNED>(); }

}

In Df-New:

0 == Oroot

this == 6,

DO == [Oroot]

DD == [(Oyoot, SHARED)+ SHARED; ]
DFE == []

C == Main

i ==
a; == Main: :0WNER

p; == ::SHARED

D; == DD[(Oyoot, ::SHARED)] == SHARED

O¢ == Main<SHARED>

{ Main<SHARED> } C DO

{ (Main<SHARED>, Main::0WNER )+~ SHARED,
(Main<SHARED>, ::SHARED )+~ SHARED } C DD

// In Auz—Dom:

DD == [(Oyoot, ::SHARED)~ SHARED;

(Main<SHARED>, Main::0WNER )+~ SHARED;
(Main<SHARED>, ::SHARED )+ SHARED; ]

dom == [domain QWNED]

j ==

C::D; == Main: :0WNED

Oc == Main<SHARED>

D; == ODomain(main.OWNED, Main::0WNED)

{ (Main<SHARED>, Main::0WNED) + main.OWNED } C DD

Figure 10: Applying DF-NEW on the QuadTree example. First pass: the analysis creates the OObject for
main (line 1) and the ODomain main.OWNED.

for two objects to be similar, it is necessary to detect they have the same owning ODomain. But,
if the ODomain has a unique owning OObject, the problem is circular. Moreover, in order to add
edges, we lookup objects in a given domain by their type.

Since recognizing domains is important, we adopt the solution of unifying domains. It is simpler
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//Back in Df-New, analyze recursively constructor body as if it were a method:
T = { Main<SHARED> }
// In contezt O, where O = O¢ above, i.e., Main<SHARED>, analyze:

I;7; DO; DD; DE o new QuadTree<this.OWNED>()

CT(QuadTree) = class QuadTree<M> {
domain OWNED;
QuadTree<0OWNED> nwQT;
ctor() {
return new QuadTree<this.OWNED>();
}
}
// In Df-New:
O == Main<SHARED>
this == main
C == QuadTree
DO == [O,oor; Main<SHARED>]
DD == [(Opot, ::SHARED)—> SHARED;
(Main<SHARED>, Main::0WNER) ~ SHARED;
(Main<SHARED>, ::SHARED )+ SHARED;
(Main<SHARED>, Main::0WNED) ~ main.OWNED; 1]

i==1
p; == Main::0WNED
a; == QuadTree::M

D; == DD[(Main<SHARED>, this.0OWNED)] = main.0OWNED
Oc¢ == QuadTree<main.0OWNED>

{ QuadTree<main.OWNED>} C DO

{ (QuadTree<main.QWNED>, QuadTree::M)+— main.0WNED,
(QuadTree<main.OWNED>, Main::0WNED)+— main.OWNED

} € DD

// In Auz—Dom:

DD == [(Oyoot, ::SHARED)~ SHARED;

(Main<SHARED>, Main::0WNER) ~ SHARED;
(Main<SHARED>, ::SHARED )+~ SHARED;

(Main<SHARED>, Main::0WNED) ~ main.OWNED;
(QuadTree<main.0OWNED>, QuadTree::M)+— main.0WNED;
(QuadTree<main.0OWNED>, Main::0WNED)~— main.OWNED; 1]
dom == [domain QWNED]

j ==

C::D; == QuadTree: :0WNED

O¢ == QuadTree<main.0QWNED>

D; == ODomain(main.OWNED.aQT.OWNED, QuadTree: :0WNED)
{(QuadTree<main.0OWNED>, QuadTree::0WNED)+> main.OWNED.aQT.OWNED }C DD

Figure 11: Applying DF-NEW on the QuadTree example. Second pass: the analysis creates the OObject
for aQT (line 6) and the ODomain main.OWNED.aQT.OWNED.
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//Back in Df-New, analyze recursively constructor body as if it were a method:

YT = { Main<SHARED>, QuadTree<main.OWNED> }

// In contezxt O, where O = O¢ above, i.e., QuadTree<main.OWNED>, analyze:
I;7; DO; DD; DE o new QuadTree<this.OWNED>()

CT(QuadTree) = class QuadTree<M> {

domain OWNED;

QuadTree<0OWNED> nwQT;

ctor() { return new QuadTree<this.OQWNED>(); }
}
// In Df-New:
O == QuadTree<main.0QWNED>
this == aQT
DO == [O;ot; Main<SHARED>; QuadTree<main.OWNED>]
DD == [(Opot> ::SHARED)—> SHARED;
(Main<SHARED>, Main::0WNER) ~ SHARED;
(Main<SHARED>, ::SHARED )+ SHARED;
(Main<SHARED>, Main::0WNED) ~ main.OWNED;
(QuadTree<main.0WNED>, QuadTree::M)—> main.OWNED;
(QuadTree<main.OWNED>, Main::0WNED)+— main.OWNED;
(QuadTree<main.0OWNED>, QuadTree: :0WNED)+ main.OWNED.aQT.OWNED; ]
C == QuadTree

i==1
p; == QuadTree: :0WNED
a; == QuadTree::M

D; == DD[ (QuadTree<main.OWNED>, QuadTree::0WNED)]= main.OWNED.aQT.0OWNED
O¢ == QuadTree<main.0OWNED.aQT.O0WNED>

{ QuadTree<main.OWNED.aQT.OWNED> } C DO
{ (QuadTree<main.QWNED.aQT.OWNED>, QuadTree::M)+ main.0OWNED.aQt.0OWNED,
(QuadTree<main.OWNED.aQT.OWNED>, QuadTree::0WNED)— main.OWNED.aQt.OWNED } C DD

// In Auz—Dom:

DD == [(Oyoot, ::SHARED)~— SHARED;

(Main<SHARED>, Main::0WNER) ~ SHARED;

(Main<SHARED>, ::SHARED )+ SHARED;

(Main<SHARED>, Main::0WNED) ~ main.OWNED;

(QuadTree<main.0WNED>, QuadTree::M)—> main.OWNED;

(QuadTree<main.0OWNED>, Main::0WNED)~— main.OWNED;

(QuadTree<main.0OWNED>, QuadTree: :0WNED)+— main.OWNED.aQT.OWNED;
(QuadTree<main.OWNED.aQT.0OWNED>, QuadTree::M)+—> main.OWNED.aQt.OWNED;
(QuadTree<main.OWNED.aQT.OWNED>, QuadTree::0WNED)~— main.OWNED.aQt.OWNED; ]

dom == [domain QWNED]

j ==

C::D; == QuadTree: :0WNED

O¢ == QuadTree<main.0OWNED.aQT.0QWNED>

D; == ODomain(main.OWNED.aQT.OWNED, QuadTree::0WNED) //reuse

{ (QuadTree<main.OWNED.aQT.OWNED>, QuadTree::0WNED) ~ main.0OWNED.aQt.OWNED } C DD
Figure 12: Applying DF-NEW on the QuadTree example. Third pass: the analysis creates the OObject for
nwQT (line 13), and reuses the ODomain main.OWNED.aQT.OWNED
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//Back in Df-New, analyze recursively constructor body as if it were a method:
YT = { Main<SHARED>, QuadTree<main.OWNED>, QuadTree<main.OWNED.aQT.OWNED> }
// In contezt O, where O = O¢ above, i.e., QuadTree<main.OWNED.aQT.OWNED>, analyze:

I;7; DO; DD; DE o new QuadTree<this.OWNED>()

// In Df-New:

O == QuadTree<main.0OWNED.aQT.OWNED>

this == nwQT

DO == [O,ot; Main<SHARED>; QuadTree<main.OWNED>; QuadTree<main.OWNED.aQT.OWNED>]
DD == [(Oyoot, ::SHARED)~ SHARED;

(Main<SHARED>, Main::0WNER) +~ SHARED;

(Main<SHARED>, ::SHARED )+ SHARED;

(Main<SHARED>, Main::0WNED) ~ main.OWNED;

(QuadTree<main.0OWNED>, QuadTree::M)—> main.OWNED;

(QuadTree<main.OWNED>, Main::0WNED)+— main.OWNED;

(QuadTree<main.0OWNED>, QuadTree::0WNED)+— main.OWNED.aQT.OWNED;
(QuadTree<main.0OWNED.aQT.0OWNED>, QuadTree::M)+—> main.OWNED.aQt.0OWNED;
(QuadTree<main.OWNED.aQT.0OWNED>, QuadTree::0WNED)~ main.OWNED.aQt.OWNED; ]
C == QuadTree

i ==

p; == QuadTree: :0WNED

a; == QuadTree::M

D; == DD[ (QuadTree<main.0OWNED.aQT.OWNED>, QuadTree::0WNED)]= main.OWNED.aQT.OWNED
O¢ == QuadTree<main.0OWNED.aQT.OWNED> // Reuse

{ QuadTree<main.0OWNED.aQT.OWNED > } C DO

{ (QuadTree<main.0WNED.aQT.OWNED >, QuadTree::M)+ main.0OWNED.aQT.OWNED,
(QuadTree<main.0OWNED.aQT.0OWNED >, QuadTree::0WNED)~ main.OWNED.aQT.OWNED} C DD
// In Auz—Dom:

DD == [(Opot, ::SHARED)—> SHARED;

(Main<SHARED>, Main::0WNER) ~ SHARED;

(Main<SHARED>, ::SHARED )+~ SHARED;

(Main<SHARED>, Main::0WNED) ~ main.OWNED;

(QuadTree<main.0OWNED>, QuadTree::M)+— main.0WNED;

(QuadTree<main.0OWNED>, Main::0WNED)~— main.OWNED;

(QuadTree<main.OWNED>, QuadTree: :0WNED)+~ main.OWNED.aQT.OWNED;
(QuadTree<main.0OWNED.aQT.0OWNED>, QuadTree::M)— main.0OWNED.aQt.OWNED;
(QuadTree<main.OWNED.aQT.0OWNED>, QuadTree::0WNED)~ main.OWNED.aQt.OWNED; ]

dom == [domain OWNED]

j ==
C::D; == QuadTree: :0WNED

D; == ODomain(main.OWNED.aQT.0OWNED.nwQT.OWNED, QuadTree: :0WNED)

{ (QuadTree<main.QWNED.aQT.OWNED>, QuadTree::0WNED) + QuadTree<main.OWNED.aQT.0QWNED>} C DD
//Back in Df-New:

T = { Main<SHARED>, QuadTree<main.OWNED>, QuadTree<main.OWNED.aQT.OWNED> }
QuadTree<main.OWNED.aQT.OWNED> € Y //STOP.

Figure 13: Applying DF-NEW on the QuadTree example. Forth pass: the analysis terminates when
QuadTree<main.OWNED.aQT.OWNED> is found in T

to recognize that two ODomains have the same underlying domain declaration C'::d, than to recog-

nize similar objects. The analysis creates a cycle in the OGraph when the same ODomain appears as
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Main<SHARED> main = new Main<SHARED>();
OObject (nain, SHARED, Main) |
analyze(main, [Main::0WNER—SHARED])

this—main

[Main: : OWNER— SHARED |
class Main<OWNER> {
domain OWNED;

ODomain(main.0OWNED, Main::OWNED)
OObject (main.OWNED.aQT, main.OWNED, QuadTree)‘

QuadTree<OWNED> aQT;
ctor() {
return = new QuadTree<OQWNED>() ;

analyze(main.OWNED. aQT, [QuadTree:MF+Main:OWNED])‘

}
}

thiSF+main.OWNED.aQT‘
[QuadTree:MP%Main:OWNED]‘

class QuadTree<M> {
domain OWNED;

ODomain(main.0OWNED.aQT.0OWNED, QuadTree: :0WNED)

OObject (main.OWNED. aQT.OWNED.nwQT, main.OWNED.aQT.OWNED, QuadTree)‘

QuadTree<0OWNED> nwQT;
ctor() {
return = new QuadTree<OQWNED>() ;

analyze(main.OWNED.aQT.OWNED.nwQT, [QuadTree:MF%QuadTree:OWNED])‘

}
}

this — main.OWNED.aQT.OWNED.nwQT]|
[QuadTree:M QuadTree:OWNED]\

class QuadTree<M> {
domain OWNED;

ODomain(main.0OWNED.aQT.0OWNED, QuadTree::0WNED)
OObject (main.OWNED.aQT.OWNED.nwQT, main.OWNED.aQT.OWNED, QuadTree)‘

QuadTree<OWNED> nwQT;
ctor() {
return = new QuadTree<OQWNED>() ;
analyze(main.OWNED.aQT.OWNED.nwQT, [QuadTree:M +— QuadTree:DWNED])‘

}
}

Figure 14: Worked example with recursive types, revised from [1, Figure 2.24].

the child of two OObjects. This justifies an ODomain not having a unique owning OObject (Fig. 4).

In the QuadTree example, the analysis does four passes over DF-NEW and AUX-DOM. In the
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first two passes, the analysis creates two new OObject instances while interpreting the new ex-
pressions (Fig 9 line 1 and line 6) and two new ODomain instances while interpreting the domain
declarations (Fig 9 line 3 and line 10). The details of each pass are in Fig. 10 and Fig. 11. In each
pass, the context O changes to O¢ while analyzing the body of ctor.

In the third pass, the analysis creates a new OObject QuadTree<main.OWNED.aQT.OWNED,
but while interpreting the domain declaration QuadTree::0WNED, the analysis reuses the ex-
isting ODomain main.OWNED.aQT.OWNED created during the second pass. Two constraints are
ensuring this reuse. First, in the constraint (Oc,p;) — D; C DD of Df-New O¢ is
QuadTree<main.OWNED.aQT.OWNED> and p; is the domain QuadTree::0WNED. Consequently, the
analysis ensures that the pair (QuadTree<main.OWNED.aQT.OWNED>, QuadTree::0WNED) maps to
main.OWNED.aQT.OWNED in DD. Second, while ensuring the constraint (Oc,C :: dj) — D; C
DD of Aux-Dom, the analysis encounters again the pair (QuadTree<main.0OWNED.aQT.OWNED>,
QuadTree: :OWNED). This justifies why, the analysis reuses the main.OWNED.aQT.0OWNED ODomain
instead of creating a new one (Fig 12). By detecting the same ODomain, the analysis can make the
OObject QuadTree<main.0OWNED.aQT.OWNED> to be both the parent and the child of an ODomain,
thus creating a cycle.

In the forth pass, the analysis reuses the existing OObject QuadTree<main.OWNED.aQT.OWNED>
as O¢ to ensure that {O¢} € DO and, similarly to pass 3, the analysis reuses the existing ODomain
main.OWNED.aQT.OWNED. Next, since Oc == O and the condition C<D> ¢ T is unsatisfied, the

analysis terminates (Fig. 13).
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4.3 Soundness

An OGraph is a sound approximation of a ROG, represented by a well-typed store S, if the
OGraph relates to the ROG as follows:
Object soundness. There is a map H that maps each object £ in S to exactly one representative
OObject in the OGraph. Similarly, there is a map K such that each runtime domain ¢.d has exactly
one representative ODomain in the OGraph.
Edge soundness. If there is a dataflow communication from an object ¢; to ¢3 in a ROG, with
their representatives OObjects O1 and O in the OGraph, then there are two maps L; and Lg that
map the pair (¢1, ¢3) to a set of OEdges in the OGraph that represent the dataflow communication
between O7 and Os.

To relate the dynamic and the static semantics of the analysis, we define an approximation rela-
tion (DF-APPROX) between a runtime state (S,H,K,L;,Lg) and an analysis result (DO, DD, DE).
It ensures that the runtime objects, runtime domains and runtime edges are consistent with their

representatives in the statically extracted OGraph.
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Approximation Relation (Df-Approx).

VXS, (S,H,K,Li,Lp) ~ (DO, DD, DE)
<~
V¢ edom(S), [ = C<l'.d>
=
H[f] = Oc = (C<D>) € DO
and V0.d; € r.d Kll}.dj] = Dj = (Dja;,d;) € rng(DD)
and Vd; € domains(C<l.d>)

and V. € dom(H), fields(S[lsre]) = Tore f
Vm. mtype(m, X[lsy]) =T — Tr
VT € {Tsre} U{Tr} Ty = Cp<p>
Ey € Li[(Csre, 0)] By, = (H[lsrc], H[(], C, Imp) € DE C, <: Cy,
and Vs € dom(H), fields(X[last)) = Tust [
Vm. mtype(m, X[lyst]) =T — Tr
VT € {Tus} U{T} T = Co<p>

Ey € Lp[(4,lys)] Ex = <H[f],H[€d8t],C;€,Eﬂjp> € DE C']/c <: Cy

DF-APPROX states that given a well-typed store S of a program and an OGraph (DO, DD, DE)
of the same program, there are maps H, K, L;, and Lg, such that H maps each runtime object
¢ in the store to a unique OObject O¢ from DO, K maps each runtime domain £.d; in the store
to a unique ODomain D;, and L; and Lg map each pair of runtime objects (£, £) and (¢, £gst)
to OEdges from DE. DF-APPROX ensures the consistency of these mappings with the ownership
relation, and with the dataflow communication.

The last two conditions relate runtime dataflow communication back to field reads, field writes,

and method invocations that produce the corresponding import and export edges in DE. L; maps
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a runtime dataflow communication from a runtime object £4.. to another runtime object ¢ back
to an import OEdge E; from DE. By our definition of import dataflow communication, E; exists
in DE due to a field read or a method invocation expression that has /.. as its receiver. The
condition also ensures that the edge’s label is a subclass of Cy, the class of a field of £,..’s class, or
the return class of a method of 4,,.’s class.

Similarly, Ly maps a runtime dataflow communication from a runtime object ¢ to another
runtime object £45 back to an export OEdge Ej from DFE. By our definition of export dataflow
communication, F exists in DFE due to a field write or a method invocation expression that has
L4s: as its receiver. The condition also ensures that the edge’s label is a subclass of Cy, the class of

a field of £44’s class, or the class of a parameter on a method of £44’s class.

Theorem: Dataflow Object Graph Soundness.

If G = (DO, DD, DE)
DO, DD, DE F (CT, ér0r)
Ve, o b e;0,0,0,0,0 ~~¢ e; S; H; K Ly Ly
XFS
then DO,DD,DFE \-cr,g 2

(S,H,K,L;,Lg) ~ (DO,DD, DE)

where ~~¢, relation is the reflexive and transitive closure of ~~¢ relation, and 6y is the location of
the first object instantiated by €,00:. To prove the Object Graph Soundness theorem, we prove the
Dataflow Preservation and Dataflow Progress theorems, which extend the standard FDJ Preserva-

tion and Progress. The common parts are highlighted.
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Theorem: Dataflow Preservation (Subject reduction).

i
DO,DD,DE Forg S
0,0, DO, DD, DE t¢ e
(S,H,K,L;,Lg) ~ (DO,DD, DE)
4 '_§H§K§LI§LE G ;H’;K’;L};L’E

then ‘there exists ¥ DY and T' <: T such that‘

0,0k T and '+ 5’

(8", H'.K',L},Ly) ~ (DO, DD, DE)
0,0,DO,DD,DE o €

and DO, DD, DE l_CT,H E/

Theorem: Dataflow Progress.

y 5 a7 eT]

DO,DD,DE \crg ¥

0,0, DO,DD,DE ko e

(S,H,K,L;,Lg) ~ (DO,DD,DE)
then either

or else 9 ;S| H; K; Li; Lp ~q | €58 [ H's K's L; Lg
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4.4 Theorem: Dataflow Preservation (Subject reduction)

If

0,2,0Fe:T

DO, DD, DE For g ¥

0,0, DO,DD,DE ¢ e

(S7H7K7LI7LE) ~ (DO,DD,DE)

0+|e;SEH; K; L Lp ~c | ¢S H K L L
then

‘there exists ¥' DX and T' <: T such that 0,%',0+¢e : T and X'+ 5’
(S"H' K', /I, L/E) ~ (DO,DD,DEFE)

0,0, DO,DD,DE ¢ €

and DO, DD, DE l_CT,H E/

The Dataflow Preservation theorem extends the FDJ Type Preservation theorem (the common parts
are highlighted). Those parts are proved by induction over the derivation of the FDJ evaluation
relation : e; S ~ ¢€'; 5.

Proof: We prove preservation by induction on the instrumented evaluation relation

OFe; S;H:K;Lr;Lg ~qe; S H K /I;L/E

The most interesting cases are IR-NEw, IR-READ (page 32), IR-WRITE (page 33), and IR-INVK
(page 34).

Case Ir-New: e = new O</'.d>(7), and €/ = /.
To Show:
(1) (', ', K', I}, ;) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE +o ¢’
(3) DO, DD, DE For gy 3
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0F e S;H; K;L; Lp ~q € 5/§H/§K/§L/1§L/E By assumption

(S,H,K,L;,Lg) ~ (DO,DD,DE) By assumption
Ve € dom(S), B(¢) = C<l'.d> Since X + §
H[#) = O = (C<D>) € DO By DF-APPROX
v05.d; € 0".d K[0.d;] = Dj = (D4, ,d;) € rng(DD) By DF-APPROX
Vd; € domains(C<0'.d>) K[0.d;] = D; = (D;a,,d;)

{(0,d;) = D;} € DD By DF-APPROX

Ve € dom(H), fields(X[lsre]) = Tore f,
Vm. mtype(m, X[lse]) =T — Tg
VT € {Tsre} U{TR} Ty = Crp<p>
E}, € Li[(lsre,0)] = (H[lsrc), H[O], Cp., Imp) € DE  C}, <: Cy, By DF-APPROX
Vlgs € dom(H), fields(S[last]) = Tust
Vm. mtype(m, S[lgs]) =T — Tg
VT € {Tust} U{T} T = Cr<p>

Ey € Lg[(0,44s)] = (H[0)], H[l4st), C,, Exp) € DE  C}, <: Cy, By DF-APPROX
Oc¢ = (C<D>) € DO By sub-derivation of IR-NEwW
S"' = S[t — C<p>(v)] By sub-derivation of IR-NEwW
H' = H[l — O¢] By sub-derivation of IR-NEwW
p="0.dViecl.[.d D; = K|[{.d] By sub-derivation of IR-NEW
V(domain d;) € domains(C<p>) D; = DD[(Oc¢,d;)]
K' = K|[l.d; — Dj] By sub-derivation of IR-NEW
"=L; Ly=Lg By sub-derivation of IR-NEW
IO and T' <:T s.t. 0,5 ,0F¢€ : T and X' - 5 By FDJ Type Preservation
Y] = Cp<ll.d> By ¥ - &'
(8" H',K' L, L";) ~ (DO,DD, DE) By DF-APPROX

This proves (1).

0,0,DO,DD,DE - ¢ By Dr-Loc, since ¢/ =/
This proves (2).

DO,DD,DE Forg ¥ By assumption
Ve € dom(S), X[¢] = Cy<p> By sub-derivation of DF-SiGMA
H[l) = Oy = (Cy<Dy>) € DO By sub-derivation of DF-SIGMA
Vm. mbody(m, Co<p>) = (T: T, er) By sub-derivation of DF-SIGMA
{z:T, this: C,;<p>},0,D0,DD,DE o, eg By sub-derivation of DF-SiGMA
Oc = (C<D>) € DO By sub-derivation of IR-NEW
S = S[t — C<p>(v)] 31 By sub-derivation of IR-NEW
H' = H[l — O¢] By sub-derivation of IR-NEW
0,0,DO,DD,DE ¢ e By assumption with e, T below

e =new C</.d>(v), and T = ()



Vm. mbody(m,C<p>) = (T : T, egr) By sub-derivation of DF-NEW

C<D>¢ YT —

{Zz:T,this : C<p>},Y U{C<D>},DO,DD,DE ¢ er By sub-derivation of DF-NEW

{z:T,this : C<p>},0,D0,DD,DE to,, er
Ve € dom(S"),¥'[¢] = Cp<p>
H'[{] = Oy = (Cy<D;>) € DO
Vm. mbody(m,Cy<p>) = (T : T, er)
{z:T, this: C,<p>},0,D0,DD,DE o, eg

By Df-Strengthening Lemma

By above

DO,DD,DE ter g X By Dr-SIGMA with above H' and ¥’

This proves (3).

Case Ir-Read: e = /(.f;, and ¢/ = v;.
To Show:
(1) (S',H', K", L, L) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE o ¢
(3) DO, DD, DE Foppp 3

Ot e;S;H; KLy L ~¢ e S H; K L Ly
(S,H,K,L;,Lg) ~ (DO, DD, DE)
Ve € dom(S), B(0) = C<V.d>
H[9] = O = (C<D>) € DO
v05.d; € 0".d K[0.d;] = Dj = (D4, d;) € rng(DD)
Vd; € domains(C<0'.d>) K[0.d;] = D; = (D;a,,d;)
{(0,d;) — D;} € DD
Vlsre € dom(H), fields(S[lsre]) = Tore [,
Vm. mtype(m, X[ls]) =T — Tr
VT € {Tsre} U{TR} Ty = Crp<p>
B}, € Li[(bsre, 0)] = (H[lsre], H[O), Oy, Imp) € DE - Cp, <: Gy
Vst € dom(H), fields(X[last]) = Tust f,
Vm. mtype(m, X[lys)) =T — Tr
VT € {Tyst} U{T} T} = Crp<p>
By € Lp[(8,Las)] = (H[8), H[last], Cl, Exp) € DE C, <: Cy,
=S H =HK =K, L',y =Lg
S[f] = Cv<p>(0) fields(Co<p>)=T' f
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By assumption
By assumption
Since X+ S

By Dr-APPROX
By Dr-APPROX

By Dr-APPROX

By DF-APPROX

By Dr-APPROX
By sub-derivation of IR-READ
By sub-derivation of IR-READ



O=H[9] Oy=H[] T =Ci<p> By sub-derivation of IR-READ
E' ={(04,0,C,,Imp) € DE C, <: C; By sub-derivation of IR-READ

"= L[(¢,0) —y {E'}] By sub-derivation of IR-READ
Vlsre € dom(H'), fields(X[lsrc]) = Tore f,

vm. mtype(m, X [lse]) =T — Tr

YTy € {Tsre} U{TR} Tj = Cx<p>
E; € LY[(Uspe,0)] = (H'[lsrc), H'[6), Cp,, Imp) € DE Cj, <: Cj, By above, since ¥/ =%

(8" H',K' L, L’y) ~ (DO,DD, DE) By DF-APPROX
This proves (1).

0,0, DO,DD,DE F¢ € By Dr-Loc, since €' = v;
This proves (2).

DO,DD,DE t-cr.p 2 By assumption
S'=S H =H By sub-derivation of IR-READ
DO,DD,DE ter g ¥ By Dr-SIGMA with the above H' and ¥’ = %

This proves (3).

Case Ir-Write: e=/(.f;=v,and e =v
To Show:
(1) (', /', K', I}, ;) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE to ¢’
(3) DO, DD, DE For gy 3

OFe;S;H;K;L;;Lg ~ge€; S H; K'; L Ly By assumption
(S,H,K,L;,Lg) ~ (DO,DD,DE) By assumption
Ve € dom(S), X(¢) = C<l.d> Since ¥ - §
H[§] = O = (C<D>) € DO By DF-APPROX
V0;.d; € 0".d K[0;.d;] = Dj = (Djq,,d;) € rng(DD) By DF-APPROX
Vd; € domains(C<0'.d>) K[0.d;] = D; = (D;q,,d;)

{(0,d;) = D;} € DD By DF-APPROX

Vlsrc € dom(H), fields(X[lsrc]) = Tore f,
VYm. mtype(m, X[lse]) =T — Tg
VT € {Tore} U{TR} Ty = Cr<p>
E}. € Li[(bsre,0)] = (H[lsre), H[A],Cr,, Imp) € DE Cj, <:Cy, ~ By DF-APPROX
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Vlast € dom(H)7 fzelds(E[@dst]) = m 77
Vm. mtype(m, X[lys)) =T — Tr
VT € {Tust} U{T} T, = Cy<p>

Ey € Lg[(0,045)] = (H[0), H[l4s), Cy., Exp) € DE C}, <: C}, By DF-APPROX

H =HK =K, L) =1L; By sub-derivation of IR-WRITE
S[f] = Cv<p>(0) fields(Co<p>)=T' f By sub-derivation of IR-WRITE
S" = S[t — Cp<p>([v/v]0)] By sub-derivation of IR-WRITE
O=H[l] O,=H[| T =Ci<p'> By sub-derivation of IR-WRITE
E ={(0,04,C,,Exp) € DE C, <:C; By sub-derivation of IR-WRITE
s = Lg[(0,0) =y {E}] By sub-derivation of IR-WRITE
IO and T' <:T s.t. 0,5 ,0F¢€ : T and X' - 5 By FDJ Type Preservation
Y =C<l.d> Y-S

Vst € dom(H'), fields(X'[last]) = Tust f5
Vm. mtype(m, X [lgs]) =T — Tr
VT € {Tyst} U{T} T) = Cp<p>
Ey € L'5[(0,44s)] = (H'[0], H [L4st), Ct., Exp) € DE C}, <: Cy, By above
(S H',K', L}, L'y) ~ (DO,DD, DE) By DF-APPROX
This proves (1).

0,0, DO,DD,DE ¢ € By Dr-Loc, since € = v;
This proves (2).

DO,DD,DE \crug 2 By assumption
Ve € dom(S),X[l] = Cy<p>

H[l] = Oy = (Cy<D;>) € DO

Vm. mbody(m,Cy<p>) = (Z: T, eg)

{z: T, this: Cy<p>},0, DO, DD, DE ¢, er By sub-derivation of DF-S1GMA
H =H By sub-derivation of IR-WRITE
S[f] = C<p>(®) fields(C<p>)=T f By sub-derivation of IR-WRITE
S' = St — C<p>([v/vi]D)] By sub-derivation of IR-WRITE
DO,DD,DE ter g ¥ By DF-SIGMA with the above H' and ¥’ =%

This proves (3).

Case Ir-Invk: e = {.m(v), and ¢ = ¢ > [0/T,{/this]er
To Show:
(1) (8", H',K', L}, L) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE ¢ ¢
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(3) DO, DD, DE Ferp g ¥

OFe;S;H;K;L;;Lg ~¢g€;S;H; K'; L Ly
(S,H,K,L;,Lg) ~ (DO,DD,DE)
Ve € dom(S), X(¢) = C<l.d>
H[#] = O = (C<D>) € DO
V0'.d; € 07.d K[0).d;] = D; = (Dja,, d;) € rng(DD)
Vd; € domains(C<0'.d>) K[0.d;] = D; = (D;q,,d;)

{(0,d;) = D;} € DD
Vpre € dom(H), fields(S[lure]) = Tore T,

Vm. mtype(m, X[ls]) =T — Tr

VT € {Tsre} U{TR} Ty = Crp<p>
By, € Li[(bsre, 0)] = (Hlsre], H[O), Oy, Imp) € DE - Cp, <: Cy

Vlast € dom(H), fields(X[last]) = Tust

VYm. mtype(m, X[lys)) =T — Tr

VT € {Tysi} U{T} Ty = Cp<p>
Ey € Lg((0,4as)] = (H[0], H[last), Ck, Exp) € DE O}, <: Cy,

S'=S H=H K=K
S[¢] = Cy<p>(w) mbody(m,Cy<p>) = (T,eR)
H[)=0 H[] =0,
mtype(m,Cy<p>) =T — Tp Tr = Cr<p/>
E' = (04,0,C%,Imp) € DE Cp <: Cg

7= Li[(£,0) =y {E'}]
Viel.[T| T, = Ci<p’> E; ={(0,0,Cl,Exp) € DE C|<:C;
Ly = Lp[(0.0) =u {Ei}]
IO and T' <:T s.t. 0,5, 0F¢€ : T and X' - 5
Y] = Cp<ll.d>
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By assumption
By assumption
Since X F S

By Dr-APPROX
By DF-APPROX

By Dr-APPROX

By DF-APPROX

By Dr-APPROX

By sub-derivation of IR-INVK
By sub-derivation of IR-INVK
By sub-derivation of IR-INVK
By sub-derivation of IR-INVK
By sub-derivation of IR-INVK
By sub-derivation of IR-INVK
By sub-derivation of IR-INVK
By sub-derivation of IR-INVK
By FDJ Type Preservation
s



VWsre € dom(H"), fields(X [lsre]) = Tsre f,
Vm. mtype(m, ¥ [lsc]) =T — Tg
VT € {Tore} U{TR} Tp = Cr<p>

E;, € Ly [(Usre,0)) = (H'[bsye], H'[0], Cp, Imp) € DE  C}, <: Cy, By above

Vst € dom(H'), fields(X [last]) = Tast f
Vm. mtype(m, X [lgs]) =T — Tr
VT, € {m} U {T} T = Cr.<p>

Ek € L/E[(Hagdst)] = <Hl[6]7 H,[edstL C’,;,Exp> € DE C;C < Ck By above

(S H',K',L},L'y) ~ (DO,DD, DE)
This proves (1).

0,0,DO,DD,DE ¢ e
e=L0m(v) e=4{ €=
¢ = (> [v/7,0/this]er
0, X, 0Fe:T

S]]

'OY andT' <:T s.t. 0,¥ .0 :T and X'+ 5’

eo: Ty Top=Cor<p>
mtype(m, Cy<p>) =T — Tr
0,0, DO, DD, DE Fo e
0,0,DO,DD,DE o €
{z:T,this: Cy<a, B>}, 8, 0Fer: T Tr<:T
S[l] = Cy<d, d'> (D)
mbody(m, Cy<d,d'>) = (T, eR)
N[f] = Co<d,d'> = Ty
eo : Cp<d,d' >
mtype(m, Cy<d,d'>) =T — Tg
v Ta
T, <: [v/%,¢/this|T
there are some D<d> and T}, so that:
Ty <: Tr and Cy<d,d’> <: D<d>
so that {7 : T,this : D<d>}, 3,0 eg: Tk
there exists T, Ts <: T s. t. [0/, {/thisleg : Ts
Ts <:Tp and Th <: Tg
Tg <:Tgr
Take T =T’ = Ty in FDJ Preservation
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By Dr-APPROX

By assumption

By assumption

By assumption

By assumption

By FDJ Type Preservation
By sub-derivation of DF-INVK
By sub-derivation of DF-INVK
By sub-derivation of DF-INVK
By sub-derivation of DF-INVK
By FDJ MethOK:

By sub-derivation of IR-INVK
By sub-derivation of IR-INVK
Since eg = ¢, by T-Store

Since eg = ¢, by T-Store

Since ey = ¢, by T-Store

By inversion

For some T, and T

By Method Lemma

By Method Lemma

By Method Lemma

Since term substitution preserves typing
By above

By transitivity of <:



{z:T,this: Cy<d,d’>},0,DO,DD,DE o, er By DF-SIGMA

O¢ = H[{] By Dr-Sicma
0,0, DO, DD, DE to ¢ By Dr-Loc
0,0,DO,DD,DE to,, [v/T,¢/this]er By Df-Substitution Lemma
0,0, DO, DD, DE \-¢ £ [0/, £/this]er By DF-CONTEXT

This proves (2).

DO,DD,DFE Fcrp ¥ By assumption
S'=SH =H By sub-derivation of IR-INVK
DO,DD,DE For g ¥ By DF-SIGMA with the above H and ¥’ =%

This proves (3).

Case Ir-Context: e=/pv,and e =v
To Show:
(1) (S',H', K", L, L) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE ¢ ¢
(3) DO, DD, DE Foppp 3

(S,H,K,L;,Lg) ~ (DO,DD,DE) By assumption

S"=S H =HK =K, L;=L;,L'y=Lg By sub-derivation of IR-CONTEXT

This proves (1).

0,0,DO,DD,DE o € By Dr-Loc, since ¢/ = v

This proves (2).

DO,DD,DE For.g 2 By assumption
S'=8H =H By sub-derivation of IR-CONTEXT

DO,DD,DE ter g ¥ Take ¥/ = %

This proves (3).

Case Irc-New: e = new C<p>(v1.i_1,€i,€i+1.n), and € = new C<p>(v1_i_1,€, €i41.n)-
To Show:
(1) (¢

(2) 0,

(3) D

H'.K', L}, L;) ~ (DO, DD, DE)
%, DO,DD,DE o ¢
0,DD,DE Forg ¥
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Ot e;S;H;K;L;;Lg ~qge; S H K Ly Ly By sub-derivation of IRC-NEW
(8" H',K' L}, L'y) ~ (DO,DD, DE) By induction hypothesis
This proves (1).

Ot e;S;H;K;Li;Lg ~¢g e S H K Ly Ly By sub-derivation of IRC-NEW
0,0, DO, DD, DE ¢ e By induction hypothesis
0,0,DO,DD, DE +¢ new C<p>(v1.—1, €}, €it1.n) By DF-NEw

This proves (2).

Ot e;S;H;K;L;;Lg ~qge; S H K Ly Ly By sub-derivation of IRC-NEW
DO,DD,DE Fer g X By induction hypothesis, take ¥’ = X
This proves (3).

Case Irc-Read: e = e.fy, and € = ¢. f.
To Show:
(1) (S',H', K", L, L) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE ¢ ¢
(3) DO, DD, DE Fop.pp 3

Ot ey;S;H;K;Li; L ~¢ ey S H; K LY Ly, By sub-derivation of IRC-READ
(8" H',K' L', L";) ~ (DO,DD, DE) By induction hypothesis
This proves (1).

Otey;S;H; K;Li; Lg ~¢ 66; S H': K’ L/I; L}; By sub-derivation of IRC-READ
0,0, DO, DD, DE ¢ ¢, By induction hypothesis
0,0, DO, DD, DE t¢ ef. fx By DrF-READ

This proves (2).

OFey;S;H;K;Li; Lg ~¢g ey S H; K LY Ly By sub-derivation of IRC-READ
DO,DD,DFE ¢t p )3 By induction hypothesis, take ¥/ = &
This proves (3).

Case Irc-Write-Rev: e = (eg.fr, = e1), and € = (e).fr, = e1).
To Show:
(1) (', /', K', I}, ;) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE to ¢’
(3) DO, DD, DE Forpp 3
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OFey;S;H; K; Ly Ly ~¢ ey S H K L Ly By sub-derivation of IRC-WRITE-RcvV
(8" H' K' L), L'y) ~ (DO,DD, DE) By induction hypothesis
This proves (1).

OFey;S;H; Ky Li; Lg ~¢g ey, S, H; K' L Ly By sub-derivation of IRC-WRITE-RCV

0,0, DO, DD, DE o ¢ By induction hypothesis
0,0,D0,DD,DE Fo e By DF-WRITE
0,0, DO, DD, DE to e.fr = €1 By Dr-WRITE

This proves (2).

OFep;S;H; K; L Lp ~¢ ey S H K L Ly By sub-derivation of IRC-WRITE-RcvV
DO,DD,DE ter g Y By induction hypothesis, take ¥’ = ¥
This proves (3).

Case Irc-Write-Arg: e = (v.fy =e1), and € = (v.fy, = €]).
To Show:
(1) (S',H', K", L, L) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE o ¢
(3) DO, DD, DE Foppp 3

Ot e;S;H; Ky Li; Lg ~¢ €); S H; K'; L L, By sub-derivation of IRC-WRITE-ARG
(S H' ,K' L', L"y) ~ (DO,DD, DE) By induction hypothesis
This proves (1).

Ot e;S;H;K;Li; Lg ~g ey, S, H; K L Ly, By sub-derivation of IRC-WRITE-ARG
0,0, DO, DD, DE ¢ ¢} By induction hypothesis
0,0, DO, DD, DE Fo e.fx = €] By DF-WRITE
This proves (2).

Ot e;S;H;K;Li; Lg ~¢g ey, S, H; K L Ly By sub-derivation of IRC-WRITE-ARG
DO,DD,DE ter g Y By induction hypothesis, take ¥/ = &
This proves (3).

Case Irc-Recvinvk: e = eg.m(€), and ¢’ = ¢.m(e).
To Show:
(1) (', ', K', I}, ;) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE to ¢’
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(3) DO, DD, DE Ferp g ¥

Ot ey;S;H;K;Li; L ~¢ ey S H; K LY Ly, By sub-derivation of IRC-RECVINVK
(8" H',K' L, L’y) ~ (DO,DD, DE) By induction hypothesis
This proves (1).

OFeop;S;H; K;Li; Lp ~¢ ey S H K L Ly By sub-derivation of IRC-RECVINVK

0,0, DO, DD, DE ¢ ¢, By induction hypothesis
0,0, DO,DD,DE o € By Dr-INVK
0,0, DO, DD, DE t¢ ej.m(e) By Dr-INVK

This proves (2).

OFey;S;H;K;Li; Lg ~¢g ey S H; K LY Ly By sub-derivation of IRC-RECVINVK
DO,DD,DE teor g ¥ By induction hypothesis, take ¥/ = ¥
This proves (3).

Case Irc-Arcinvk: e = v.m(vy i_1,€i,€it11.n).and € = v.m(vy ;—1,€},€i41.n)-
To Show:
(1) (', ', K', I}, ;) ~ (DO, DD, DE)
(2) 0,0, DO, DD, DE to ¢’
(3) DO, DD, DE For gy 3

OFe;S;H; K;Li;Lg ~qg e S H K Ly Ly By sub-derivation of IRC-ARGINVK
(8" H',K' L}, L'y) ~ (DO,DD, DE) By induction hypothesis
This proves (1).

OFe;S;H;K;Li;Lp ~¢ e S H K Ly Ly By sub-derivation of IRC-ARGINVK
0,0, DO, DD, DE ¢ € By induction hypothesis
0,0, DO, DD, DE Fo v.m(vy i—1,€}, €it1.n) By DF-INVK

This proves (2).

OFe;S;H;K;L;;Lg ~qgeées; S H K Ly Ly By sub-derivation of IRC-ARGINVK
DO,DD,DE Fcr, g )3 By induction hypothesis, take ¥/ = &
This proves (3).

Case Irc-Context: e = {>ep, and ¢/ = {>¢].
To Show:
(1) (S',H', K", L, L) ~ (DO, DD, DE)
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(2) 0,0, DO, DD, DE t¢ ¢
(3) DO, DD, DE berpy X

0+ eo;S; H: K; Li; L ~q eg; S H's K' L L
(8" H',K', L, Ly) ~ (DO, DD, DE)
This proves (1).

0+ eo;S;H; K;Li; Lp ~q ey S H K'; Ly Ly
O, = HI[]

0,0, DO, DD, DE +o, €

0,0, DO, DD,DE o (> el

This proves (2).

0 eo; S3H; K Ly L ~a e S's H' K’ Ly L

DO,DD,DE ter g ¥
This proves (3).
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By sub-derivation of IRC-CONTEXT
By induction hypothesis

By sub-derivation of IRC-CONTEXT
By induction hypothesis

By induction hypothesis

By Dr-CONTEXT

By sub-derivation of IRC-CONTEXT
By induction hypothesis, take ¥/ = &



4.5 Theorem: Dataflow Progress

If

>ES

DO,DD,DE tcr.g &

0,0, DO,DD,DE t¢ e
(SSH,K,L;,Lg) ~ (DO,DD,DE)
then

either | e 1s a value

or else 01| e; Sk H; K; L Lp ~ | €S H' K5 L L

Proof: We prove progress by derivation of (),), DO, DD, DE o e, with a case analysis on the
last typing rule used. The most interesting cases are DF-NEw, DF-READ (page 43), DF-WRITE
(page 45), and DF-INVK (page 47).

Case DF-NEW :e = new C<p>(e).

Subcase € =7 that is e = new C<p>(7). Take ¢’ = ¢, then IR-NEW can apply.
To show:
(1) Vie|ld| D;=K|l.d]
(2) Oc = (C<D>) O¢ € DO
(3) Vd; € domains(C<l'.d>) D; = DD[(O¢,d;)]

(SSH,K,L;,Lg) ~ (DO,DD,DE) By assumption
Ve € dom(S), S[f] = C<T.d> SFS
H[l] = O¢c = (C<D>) € DO By DF-APPROX
Vli.dj e 0.d K[l;.dj] = Dj = (Dig;, d;) € rng(DD) By DF-APPROX
Vd; € domains(C<{'.d>) K[l.d;] = D; = (Djq,,d;)

{(O¢,d;) — Dy;} € DD By DF-APPROX

This proves (1).
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CT(C) = class C<a, 3> extends C'<a> ... {T f; dom; ...

®7®7D07DD7DE l_oe
Vie1.[p| D; = DD[(O,p;)]

params(C) =@

Oc = (C<D>) {0¢} C DO

This proves (2).
{(Oc,;) — D;} C DD
{(Oc¢,pi) = Di} € DD

DO,DD,DE o ddomains(C,O¢)

This proves (3).

; md; }

By assumption
By sub-derivation of DF-NEW
By sub-derivation of DF-NEW
By sub-derivation of DF-NEW

By sub-derivation of DF-NEW
By sub-derivation of DF-NEW
By sub-derivation of DF-NEW

By Df-Domains Lemma

Subcase ¢ = new C<p>(v1.;—1,€;,€i+1.n) - Then IRC-NEW can apply.

T, DO, DD, DE Fo ¢

0t ei;S;H; K; Ly Lp ~¢ S, H' K' L Lg

0 - new C<p>(v1.i—1,€i,€i41.n)S; H; K; Li; LE ~q
new C<p>(vy_i_1,€},€ir1.n); S H; K's L Ly,

By sub-derivation of DF-NEW
By induction hypothesis

By Irc-NEW
This proves (2).

{(O¢, ;) — D;} € DD

{(O¢,pi) = Di} € DD

DO,DD,DE ¢ ddomains(C,O¢)
Take € = new C<p>(v1.i_1,€; €it1..n)

By sub-derivation of DF-NEW
By sub-derivation of DF-NEW
By sub-derivation of DF-NEW

By Df-Domains Lemma

Case DF-VAR :e=ux.
Not applicable since variable is not a closed term.

Case DF-LOC :e="/.

e is a value.

Case DF-READ

receiver eg is a value.

: e = eg.f;. There are two subcases to consider depending on whether the

Subcase ¢g = . Then e =/1.f;

To show:
(1) O = H[f)
(2) Oy = H[/]

(3) E=1(04,0,C,,Imp) € DE C, <: C;
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DO, DD, DE Fery
vl € dom(S),X[l] = C'<p>
H[{'|=0" =(C'<D’>) € DO
H[0] = O = (Og;q, C<D>) € DO
H[{] = Oy = (Oriq, Co<Dy>) € DO
this proves (1), and (2).

(S,H,K,L;,Lg) ~ (DO,DD,DE)
Ve € dom(S), B(¢) = C<l'.d>
H[#] = O = (C<D>) € DO
v0).d; € 0".d K[0.d;] = Dj = (D4, d;) € rng(DD)
Vd; € domains(C<0'.d>) K[0.d;] = D; = (D;q,,d;)

{(0,d;) = D;} € DD
Vlsre € dom(H), fields(S[lsy]) = Tre [,

Vm. mtype(m, X[ls]) =T — Tr

VT € {Tsre} U{TR} Ty = Crp<p>
By, € Li[(Csre,0)] = (H[lsrc], HIB], C, Imp) € DE - Cj, <: Cy,

Vst € dom(H), fields(X[lyst)) = Tust f,

Vm. mtype(m, X[lys)) =T — Tr

VT € {Tyst} U{T} T} = Crp<p>
Ey € Lg[(0,045)] = (H[0), H[l4st), Cy., Exp) € DE C}, <: C},

0,0, DO,DD,DE o {.f;
fields(S[0) =T f
Since ey = £ € dom(H)
0: 30 = Co<p> (T} f;) € fields(Co<p>) T = C;<p'>
DO, DD, DE t¢ import(X[(], T})
0,0,DO,DD,DE o ¢
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By assumption

By sub-derivation of DF-SiGMA
By sub-derivation of DF-SIGMA
Since 6 € dom/(S)

Since £ € dom(S)

By assumption
Since X+ S

By Dr-APPROX
By Dr-APPROX

By Dr-APPROX

By DF-APPROX

By Dr-APPROX
By assumption
By FDJ T-Store

By sub-derivation of DF-READ
By sub-derivation of DF-READ
By sub-derivation of DF-READ



Take l4.. = £.
0: [0 = Co<p> (T f;) € fields(Co<p>) T} = Ci<p'> By above sub-derivation
Vm. mtype(m,2[f]) =T — Tr
VT, € {T"Y U{TR} T = Cp<p’>
(H[0), H|[0],C}, Imp) € DE Cj, <: Cy By above DF-APPROX
Take T}, = T} € T",C; = Cy, and C, = C},, this proves (3).

Subcase e) = ¢.f;. That is, ey is not a value
From IRC-READ:

OFey; S;H; K; Ly Lp ~gey; S H K L Ly By induction hypothesis
OFey.fi;S;H; Ky Ly Ly ~gey-fi; S H; K's L Ly By Irc-READ

Take €' = ¢{. f;.

Case DF-WRITE : e = (ey.f; = e1). There are three subcases to consider depending on
whether the receiver ey, and e; are values.

Subcase ¢y = ¢, and e; =v. Then e = ({.f; =v)

To show:
(1) O = H[f)
(2) Oy = H[{]

(3) E=(0,04,Cy, Exp) € DE C, <: C;
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DO, DD, DE Fery
vl € dom(S),X[l] = C'<p>
H[{'|=0" =(C'<D’>) € DO
H[0] = O = (Og;q, C<D>) € DO
H[{] = Oy = (Osq, Co<Dy>) € DO
this proves (1), and (2).

(S,H,K,L;,Lg) ~ (DO,DD,DE)
Ve € dom(S), B(¢) = O<l'.d>
H[#] = O = (C<D>) € DO
v0).d; € 0".d K[0.d;] = Dj = (D4, d;) € rng(DD)
Vd; € domains(C<0'.d>) K[0.d;] = D; = (D;q,,d;)
{(0,d;) = D;} € DD
Vlsre € dom(H), fields(X[lsre]) = Tyre [,
Vm. mtype(m, X[ls]) =T — Tr
VT € {Tsre} U{TR} Ty = Crp<p>
B}, € Li[(lsre, 0)] = (H[lsyc), H[0], C, Imp) € DE - Cj, <: Cy
Vst € dom(H), fields(X[lyst]) = Tust f,
Vm. mtype(m, X[lys)) =T — Tr
VT € {Tyst} U{T} T} = Crp<p>
Ey € Lg[(0,045)] = (H[0), H[l4st), Cy., Exp) € DE C}, <: C},
0,0, DO, DD, DE o £.f; = v
Since ey = £ € dom(H)
0: %[0 = Co<p> (T] f;) € fields(Cy<p>) =T f T, = C;<p/>
v:Xp] = Cp<p’> Xv] <: T}
DO, DD, DE t¢ export(X[¢], X[v])
0,0,DO,DD,DE o ¢
0,0,DO,DD,DE to v
Take £45; = £.
0: %[0 = Co<p> (T] f;) € fields(Cy<p>) =T f T, = C;<p/>
Vm. mtype(m,X[0]) =T — Tg
VT, € {T'YU{T} T, = Cr<p”>
(H[0], H[(], C},, Exp) € DE  C}, <: Cy,
Take T}, = T} € T",C; = Cy, and C, = C},, this proves (3).

€1 = V!
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By assumption

By sub-derivation of DF-SIGMA
By sub-derivation of DF-SIGMA
Since 6 € dom(S)

Since £ € dom(S)

By assumption
Since X+ S

By Dr-APPROX
By Dr-APPROX

By Dr-APPROX

By DF-APPROX

By Dr-APPROX

By assumption:

By sub-derivation of DF-WRITE
By sub-derivation of DF-WRITE
By sub-derivation of DF-WRITE
By sub-derivation of DF-WRITE
By sub-derivation of DF-WRITE

By the sub-derivation above

By above DF-APPROX



Subcase ¢y = €. Then e = (¢).f; = e1)

From IRC-WRITE-RCV:

Ot ey S;H; Ky Li; Lg ~¢ ey; S’ H K's Ly Ll By induction hypothesis
OFey.fi=e;S;H;K;Li;Lg ~¢ey.fi=e; S H; K's L Ly, By IRC-WRITE-Rcv
Take €' = (e.fi = e1).

Subcase ¢y) = v, and e; =¢}. Then e = (v.f; = €})
From TRC-WRITE-ARG:

I'Y,DO,DD,DE o e
OFe;S;H;K;Li; Lg ~¢gey; S, H; K L Ly

By sub-derivation of DF-WRITE

By induction hypothesis
OFv.fi=e;;S;H;K;L;; Lg ~gv.fi=¢€,; S H; K L Ly By IRC-WRITE-ARG
Take € = (v.f; = €}).

Case DF-INVK :e = eg.m(€). There are three subcases to consider, depending on whether
the receiver ey, or the arguments € are values.

Subcase ¢y = ¢, and e =7 that is e = £.m(7)

To show:
(1) O = H[f]
(2) Oy = H[/]

(3) mtype(m, Co<p>) =T — Tg Tp = Cr<p/>
E' = (04, 0,Cg,Imp) € DE Ci <: Cp
(4)Vie l.|T| T; = Ci<p"> E; = (0,0,,C!,Exp) € DE C! <:C;
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DO, DD, DE Fery

vl € dom(S),X[l] = C'<p>
H[{'|=0" =(C'<D’>) € DO
H[0] = O = (Og;q, C<D>) € DO
H[{] = Oy = (Oriq, Co<Dy>) € DO
this proves (1), and (2).

(S,H,K,L;,Lg) ~ (DO,DD,DE)
Ve € dom(S), B(¢) = C<l'.d>
H[§] = O = (C<D>) € DO
v0).d; € 0".d K[0.d;] = Dj = (D4, d;) € rng(DD)
Vd; € domains(C<0'.d>) K[0.d;] = D; = (D;q,,d;)

{(0,d;) = D;} € DD
Vlsre € dom(H), fields(S[lsy]) = Tre [,

Vm. mtype(m, X[ls]) =T — Tr

VT € {Tsre} U{TR} Ty = Crp<p>
By, € Li[(Csre,0)] = (H[lsrc], HIB], C, Imp) € DE - Cj, <: Cy,

Vst € dom(H), fields(X[lyst)) = Tust f,

Vm. mtype(m, X[lys)) =T — Tr

VT € {Tyst} U{T} T} = Crp<p>
Ey € Lg[(0,045)] = (H[0), H[l4st), Cy., Exp) € DE C}, <: C},

0,0, DO, DD, DE o £.m(3)
0: 30 = Cp<ll.d>
mtype(m,Co<l/.d>) =T — Tp Tr = Cr<p/>
DO,DD,DE t¢ import(X[¢],Tr)
Vi € 1..[v] v; : Blvs] E[vi] <: T; DO, DD, DE ¢ export(X[¢], X[v;])
0,0,DO,DD,DE o ¢
0,0,DO,DD,DE to v
Take lgpe = L.
mtype(m, L)) =T — Tr Tr = Cr<p'>
fields(X[0) =T f
VT € {T"Y U{TR} T = Cr<p”>

(H[{),H[A],C}, Imp) € DE Cj, <: Cy
Take Ty = Tr,Cr = C) and C = C}, this proves (3).
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By assumption

By sub-derivation of DF-SiGMA
By sub-derivation of DF-SIGMA
Since 6 € dom/(S)

Since £ € dom(S)

By assumption
Since X+ S

By Dr-APPROX
By Dr-APPROX

By Dr-APPROX

By DF-APPROX

By Dr-APPROX

By assumption

By sub-derivation of DF-INVK
By sub-derivation of DF-INVK
By sub-derivation of DF-INVK
By sub-derivation of DF-INVK
By sub-derivation of DF-INVK
By sub-derivation of DF-INVK

By above sub-derivation
By FDJ T-Store

By above DF-APPROX



Take L4 = £.
mtype(m,S{])) =T — Tr T; = C;<p’> By above sub-derivation
fields(S[)) =T f By FDJ T-Store
VT, € {T'YU{T} T} = Cp<p”>

(H[0], H[¢], C},, Exp) € DE  C}, <: Cy, By above DF-APPROX
Take Vi € 1.T. T, =T; € T, C; = Cy, and C; = C},. This proves (4).

Subcase ey = ¢, that is e = e};.m(€).
From IRC-Recvinvk
0+ 66; S;H;K;Li; L ~~¢ eg; S H': K’ ’I; L'E By induction hypothesis
0+ ey.m(e);S;H; K; Li; Lg ~¢ eg.m(e); Ss H; K's L Ly By IRC-Recvinvk

Take ¢ = ej.m(€).

Subcase ¢y = v that is e = v.m(vy -1, €, €i41.n)-
From IRC-Arglnvk:

I'Y,DO,DD,DE \¢ ¢; By sub-derivation of Df-Invk
OFe;S;H;K;Li; Lg ~qg e S H; K's L Ly By induction hypothesis
O Fvm(viio1,ei,€ir1.0);S; Hy K Lis L ~¢

v.m(vy i—1,€5 ei01.0); S H; K' L Ly By IRC-Arglnvk

/ /
Take ¢ = v.m(vi i—1,€;, €it1.n)-

Case DF-CONTEXT :e = {p>ey. there are two subcases to consider, depending on whether
eg is a value

Subcase ¢; is a value thatise=/p>u.
From IR-CONTEXT:
Then IR-CONTEXT can apply. Take ¢/ = v.

Subcase ¢j is a value thatise=/> 66.
From IRC-CONTEXT:

O ey;S; H; K;Lp; L~ ey S, H'; K'; L Ly By induction hypothesis
OF{l>ey;S;H;K;Li; Lg ~¢ (>ey; S H; K L Ly, By IRC-CONTEXT
Take € = {1 €.
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- [DF-REFLEX]
OrFeS;H;K;Li; Lg ~¢e;S;H; Ky Ly; L

0t e S H; K Ly Lp ~¢ €3 8" H' K" L L
0+ S H" K" Ly Ly ~q €8s H K Ly L

Dr-TRANS
HFE;S;H;K;L[;LE wée,;S/;H/;K/; iﬁL/E [ ]

Figure 15: Reflexive, transitive closure of the instrumented evaluation relation

4.6 Theorem: Object Graph Soundness

If
G = (DO, DD, DE)
DO, DD, DEF (CT, eroot)
Ve, 0pFe;0,0,0,0,0 ~& e;S;H; K Ly L
XS
then
DO, DD, DE Fcry &
(S,H,K,L;, L) ~ (DO, DD, DE)

where ~»¢, relation is the reflexive and transitive closure of ~»¢ relation (Fig. 15). 6y is the location
of the first object instantiated by eoot.
To prove the Object Graph Soundness theorem, we need to show:
(1) DO,DD,DE Focr.p ¥
(2) (S,H,K,L;,Lg)~ (DO,DD,DE)
Proof: The proof is by induction on the ~7, relation. There are two cases to consider: 1

Case Df-Reflex
Since S =0 :
(S,H,K,L;,Lg) ~ G
Immediately, from DF-SIGMA store constraint with S = (:
DO,DD,DE Fory S

Case Df-Trans
By assumption:
0o Fe;0;0;0;0;0 ~¢ e;S; H; K5 Ly Ly
Since S =0 :
0,0,0,0,0) ~ G

By inversion of DF-TRANS:

!The soundness proof follows similar steps to the one of points-to analysis [1].
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0o - e;0;0;0;0;0 ~% €8s H'; K'; Ly Ly
By induction hypothesis:

(8" H; K", L}, L’;) ~ G
By inversion of DF-TRANS:

Oo - €' S H K L L ~q e; S H K Ly L
By preservation:

(S;H;K;L;Lp) ~G

By assumption:

0o Fe;0;0;0;0;0 ~¢ e, S; H; K Ly Ly
Since S =0 :

0,0,0,0,0) ~G
By inversion of DF-TRANS:

0o F e;0;0;0;0;0 ~% e; S"s H's K’y L Ly,
By induction hypothesis:

DO,DD,DE ber g ¥
By inversion of DF-TRANS:

Oo ¢S H K" L Ly ~ge; S;H; K; Lr; Li
By preservation:

DO,DD,DE Forg 2

4.6.1 Lemmas

To prove the Progress and Preservation theorems, we use the following lemmas. We intended to
use the first four lemmas, (i.e. the import and export lemmas) in the Progress theorem proof. How-
ever, we complete the Progress proof without their use. We keep them for backward compatibility
with the previous version of this report.

Df-Substitution Lemma.
If
ru{z: Ty}, %,0Fe: T
ru{z:Ty},Y,DO,DD,DE ¢ €
I,%,0+7v: T, where T, <: [v/Z)Ty
then
[,%,0F [v/Zle: T for some T' <: [v/Z|T
I,Y,DO,DD,DE ¢ [v/Z]e
Proof: By induction on the I';'T, DO, DD, DFE F¢ e relation. |

Df-Weakening Lemma.
If
Y, DO,DD,DE Fp e
then
I, Yu{C<D>},DO,DD,DE,Fo e
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Proof: By induction on the I'; T, DO, DD, DE F¢ e relation.

Df-Strengthening Lemma.
If
I',0,DO,DD,DE o new C<p>(v)
Vi€ l.[p| D;= DD[(O,p;)]
I',Yu{C<D>},DO,DD,DE, - ¢
then
)Y, DO,DD,DE o e
Proof: By induction on the I'; T, DO, DD, DE k¢ e relation.

Df-Domains Lemma.
If
0, X, 0Fe:T
S
DO,DD,DE Fery
0,0, DO,DD,DE o new C<p>(v)
(S,H,K,L;,Lg) ~ (DO, DD, DE)
DO,DD,DE t¢ ddomains(C, O¢)
Vi€ l.[p| D; = DD[(O,p;)]
Oc = (C<D>) {O¢} € DO
then
Vd; € domains(C<p>) Dj = DD[(O¢,d;)]
Proof: By induction on the DO, DD, DE t¢ ddomains(C,O¢) relation.
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Differences with earlier versions of this work. Our formalization refines the one in Raw-
shdeh’s thesis [16]. Our analysis does not consider creational edges, it focuses on usage edges only.
We completed the formalization of the static and dynamic semantics, and proved progress, preser-
vation, and soundness. We defined the approximation relation, and used the additional maps Lj
and Lg to track import and export edges.

Differences with points-to analysis. Our formalization is similar to the one for the points-to
analysis [1, Section 3.2 and 3.3]. The two analyses create the same object-domain hierarchy, but
the analysis in this paper shows additional edges that are missing from an OOG with points-to
edges. The key differences in the formalization deal with generating the dataflow edges and the
soundness proof. The previous work made a simplistic assumption about dataflow edges, namely
that they can be approximated by reverting points-to edges, but the assumption turned out to be

imprecise.
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5 Addressed Challenges

We discuss how our analysis addressed each challenge in Section 2.

Object soundness. The OGraph shows a unique representative for each runtime object. We built
the map H from runtime object to an OObject, and proved that each runtime object ¢ has
a unique representative OObject (Section 4.6). We detailed the steps of building the map in
the IR-NEW inference rule of dynamic semantics (Fig. 7).

Aliasing. Ownership domains ensures the aliasing invariant: two objects in different domains
cannot alias. The analysis create separate OObjects for different parent ODomain. Although
the code may show only one domain declaration domain d followed by a new expression
newC<d,...>, the analysis creates distinct ODomains depending on the context 00bject O
in which the domain declaration is analyzed. For two variables of the same type, that may
refer to the same runtime object, the analysis shows a unique representative C<D> in DO.
The condition O¢ = (C<D>) {O¢} C DO in DF-NEW ensures this.

Edge soundness. If there is a runtime dataflow communication between two runtime objects,
the OGraph must show an OEdge between the representatives of these objects. We built the
maps L; and Lg that map each pair of runtime objects (¢1, ¢2) to an OEdge between the
representative of 1 and ¢5 in the map H, and we provided the soundness proof (Section 4.6).
We detailed the steps of building the maps in the IR-READ, IR-WRITE, IR-INVK inference
rules of dynamic semantics(Fig. 7).

Summarization. In the presence of recursive types, the analysis stops creating new ODomains
when the a domain declaration is analyzed using the same context. The analysis reuses an
existing ODomain and creates a cycle with respect to ownership edges in the OGraph, which
ensures a finite representation and a finite depth for the ROG (Fig. 5|DF-NEwW, Aux-DoM]).
In an extended example, we show the detailed steps of the analysis while analyzing a QuadTree
recursive type (Section 4.2).

Hierarchy. The extracted OGraph contains a hierarchical organization of objects given by the own-
ership edges. A OObject has domains, which contain other objects to form its substructure,

and so on. The OGraph provides abstraction by ownership hierarchy when it shows archi-
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tecturally significant objects near the top of the hierarchy, and instances of data structures

further down.

Precision. To avoid excessive merging of objects, the analysis relies on the aliasing precision

5.1

provided by ownership domains. We map runtime objects in distinct runtime domains are
mapped to distinct OObjects. The analysis also uses ownership domains to increase the
precision of dataflow communication edges. While extracting OEdges, the analysis relies on
Df-Lookup. For a variable of type C’<p>, Df-Lookup returns only a subset of all the objects
of class C’ or its subclasses in DO. The analysis uses these results to determine the source

and destination OObjects, and the class representing the edge label (Fig. 5[DF-LOOKUP]).

Analysis Invariants

The analysis might create multiple ODomains for a single domain declaration C::d. As an
exception, for top-level domain declarations, the analysis creates a single ODomain.

The analysis might create multiple OObjects for a single expression new.

The analysis might create a single OObject for multiple new expressions in the code, when
the same class is instantiated multiple times. The new expressions might be scattered over
multiple methods in different classes.

For one field expression the analysis might create multiple import edges, depending on the
result of lookup on the type of the receiver.

The analysis does not create an export dataflow communication edge for a method invocation
expression when the method has no arguments.

The analysis does not create an import dataflow communication edge for a method invocation
expression when the method returns void.

In the presence of recursive types, the analysis reuses ODomains and creates a cycle in the

ownership structure of the OGraph.
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6 Evaluation

6.1 Running Example

As a running example, we use a small system that follows a Document-View architecture and
implements the Observer design pattern. We refer to this example as Listeners, and we selected
it because empirical data shows that developers often struggle while understanding listeners in

object-oriented code [11].

Code structure. The code consists of several classes and uses various base classes, as is common in
object-oriented code. The entry point of the application is the Main class, which instantiates Model,
PieChart, and BarChart. Model extends the Listener, and contains the information displayed
in the charts. BarChart and PieChart extend the BaseChart abstract class, which subsequently
extends Listener. BaseChart and Model have a field of type List that represents a collection of
objects of type Listener (Fig. 16). An instance of Model exchange messages of type MsgMtoV and
MsgVtoM with instances of BarChart and PieChart.

Ownership domain annotations To express the Document-View architecture, Main defines two
domains DOC and VIEW. The object model is in DOC, while the objects barChart and pieChart
are in VIEW. Next, Listener has a declaration of a public domain DATA for messages. Model and
BaseChart declare the private domain OWNED for collections of Listener objects registered for
notification. BarChart and PieChart inherit the OWNED domain from BaseChart. As a public
domain, DATA gives access to messages, while the collections in OWNED are strictly encapsulated.
Objects and domains. DATA is inherited from the abstract class Listener by all its sub-
classes. Therefore, the OOG shows three distinct domains: barChart.DATA, pieChart.DATA, and
model .DATA. Similarly, the OOG shows three distinct domains: barChart.0WNED, pieChart .OWNED,
and model.OWNED. Since each object is in exactly one domain, the OOG shows three distinct List
objects, where two of them correspond to one new expression in BaseChart.

Dataflow Communication Edges. The dataflow edges in the OOG correspond to field reads,
field writes, and method invocations. An export dataflow edge exists from main to model due to

the method invocation model.addListener (barChart), and the edge is labeled with the type of
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the argument, in this case BarChart. An export dataflow edge exists from model to barChart
and to pieChart due to the method invocation 1.update(mTOv). In the code the type of the
receiver 1 is Listener; however, the OOG shows only the objects in VIEW as destinations. The
OOG also shows two export dataflow edges corresponding to the field write listeners.value = 1.
The source is model, the destination is 1isteners1, while the labels are BarChart and PieChart,
respectively. The import dataflow edges from listenersi to model correspond to the field read
listeners.value in the Model class. Similarly to the export dataflow edges the edge labels are
BarChart and PieChart.

According to our definition, the analysis does not create an export edge if the method has no
argument. The reason for this decision is that the analysis should create the same edges for a field
read expression and for a method invocation that simply returns an alias to a field. Also, the analysis
does not create import edges if the return type of the method is void. That is why, the analysis
does not create an edge for the method invocation model.notifyObservers(). An illustration of
the analysis on the Listeners example is available in the companion technical report [20].

Our static analysis extracts a hierarchical object graph that distinguishes between different
instances of Listener, and depicts the dataflow communication between objects. The object
graph conveys architectural abstraction by organizing objects hierarchically with the architecturally
significant objects such as BarChart, PieChart and Model at a higher level of the hierarchy, and

low-level objects such as collections and messages at a lower level (Fig. 17(a)).

Discussion. The resulting object graph makes visually obvious the dataflow communication occur-
ring in the program. For example, the object graph shows two dataflow edges labeled MsgMtoV from
model to barChart and pieChart, and two edges labeled MsgVtoM, from barChart and pieChart to
model. Indeed, such communication is common in a Document-View architecture, followed by this
example. An object graph with points-to edges does not show this communication since model does
not have a field of type BarChart or PieChart. Although the objects representing messages appear
in the object graph, namely mTOv:MsgMtoV and vTOm:MsgVtoM, they have no incoming or outgoing
dataflow edges. The graph still shows the classes of the messages as edge labels, which makes

visually obvious the transient relations between model, barChart, and pieChart (the highlighted
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1 class Main<OWNER> {

2 public domain DOC, VIEW;

3 BarChart <VIEW, DOC> barChart new BarChart ();
4 PieChart <VIEW, DOC> pieChart = new PieChart ();
5
6

Model<DOC, VIEW> pieChart = new PieChart ();

void rum (){
BarChart

7 model.addListener (barChart); //(main———>model)
8 model .notifyObservers (); //no dataflow

9 }

10}

11 class BarChart <OWNER, M> extends BaseChart <OWNER, M> {}
12 class PieChart <OWNER, M> extends BaseChart <OWNER, M> {}
13 class BaseChart <OWNER, M> extends Listener <OWNER> {

14 domain OWNED;

15 List <OWNED, Listener <M>> listeners = new List ();
16}

17 abstract class Listener <OWNER> {

18 public domain DATA;

19 abstract void update (Msg<DATA> msg);

20 }

21 class Model<OWNER, V> extends Listener <OWNER> {

22 domain OWNED;

23 List <OWNED, Listener <V>> listeners = new List ();
24 void addListener (Listener <V> 1) {

25 //(modelfzﬂzgiglistenersl, modellﬁéﬁfiilistenersl)
26 listeners.value = 1;

27 }

28 void notifyObservers () {

29 MsgMtoV<DATA> mTOv = new MsgMtoV();

30 //(ZistenerslEﬁﬂzﬂiimodel, ZistenerslizngEQmodel)
31 Listener<V> 1 = listeners.value;

32 //(modelﬂﬁﬁkﬁﬂ;barChart, modelﬂﬁﬁ%ﬂi;pieChart)

33 1.update (mTOV);

34 }

35  }

36 class List<OWNER, T<ELTS>> {//generic type T
37 T<ELTS > value; // ELTS 4s a domain parameter
38}

Figure 16: Listeners code fragments. The full code is in the companion technical report [20].
edges in Fig. 17).

Furthermore, the object graph shows three distinct objects of type List, which contain objects
of the abstract type Listener. The dataflow edges to the List objects result from the analysis
of the method invocations listeners.add (1) inside the methods addListener(Listener 1), in
BaseChart and Model, respectively. From just reading these statements, it is not clear “what kind”
of objects are added to each collection. But the object graph makes visually obvious (as edge labels)

that in BaseChart, the reference 1 represents Model objects, while in Model, 1 represents BarChart
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Figure 17: Dataflow communication for Listeners. Interesting edges are highlighted.

or PieChart objects. These labels are more precise than the base class Listener, the declared

type of 1 in the code.

Collapsed OOG. Having a hierarchical representation allows expanding or collapsing the substruc-
ture of selected objects to control the level of visual detail. For example, only the substructure of
barChart is visible, while the substructures of pieChart and model are collapsed (Fig. 17(b)). A
(4) symbol indicates than an object has a collapsed substructure. While collapsing, the visualiza-
tion also lifts the parent-child dataflow edges to the nearest visible ancestor, which makes the graph
less cluttered. That is, if there is an edge between low-level objects that are elided, the edge is
recursively lifted to the nearest visible ancestor. The nested box visualization allows us to collapse
an object’s substructure and reduce the number of objects at the top level [1, Section 3.4]. We also

show the underlying representation because we explain how to extract it.

6.2 Notation.

We use the following notation: obj.DOM refers to either a public or a private domain DOM inside
object obj. We effectively treat a domain as a field of an object, e.g., main.DOC; obj1.DOM.obj2
refers to the object obj2 inside the domain DOM of obj1, e.g., main.DOC.model; C::d refers to a
domain d qualified by the class C that declares it. The first domain parameter corresponds to the

owning domain, and we call it OWNER. We use capital letters for domain names to distinguish them
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from other program identifiers.
The analysis calls the analyze method for every expression e, with the bindings p; — D;, and
the context O:

analyze(e,[...,pi — D;,...],0)

When it encounters inheritance, analyze recursively analyzes the base class of the current class (in
that case, we do not show the parameter e).

A boxed statement represents the analysis step performed while analyzing the preceding state-
ment. When a boxed statement precedes a class declaration, it includes the mapping of formal
domain parameters to actual domains, and the context OObject O. Consecutive boxed statements
correspond to consecutive analysis steps.

For example, when the analysis encounters a method invocation expression, it calls lookup
multiple times to find the type of the receiver expression, the type of method arguments, and the
return type. Next, it creates dataflow edges, and continues in the body of m. For brevity, we

include only the most interesting lookup calls.

6.3 Worked Example.

Our analysis starts with the developer selecting the root type, in this case, the Main class
(Fig. 18). The analysis creates the OObject (O0) for the main object allocation. Then, it ana-
lyzes Main in the context of main. Before analyzing Main, the analysis maps all formal domain
parameters, if any, to their corresponding ODomains in the OGraph. In this case, the analysis maps
MAIN::OWNER to the global domain ::SHARED. The analysis also tracks the context OObject O.

The analysis continues inside Main and finds that the first statement is a domain declaration. In
response, it creates two ODomains: DOC and VIEW. Next, for the object allocation statement of the
barChart object, the analysis creates an OObject (O1), and proceeds to analyze the class BarChart,
mapping O to main.VIEW.barChart. It also maps the domain parameter BarChart::OWNER to
main.VIEW, and BarChart::M to main.DOC.

Next, the analysis covers BarChart and its base class BaseChart in the context of the

OObject barChart (Fig. 19). The analysis proceeds into the base class BaseChart map-
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10
11

12

13

14
15
16

17

18

19
20
21

22

23

24
25

Main<SHARED > main = new Main ();

OObject (main, Main<SHARED>)‘ (00)

analyze ( new Main<OWNER>(), [Main::OWNER — SHARED], O + main )

[Main::0WNER+—> ::SHARED], O~ main|

class Main<OWNER> {
public domain DOC, VIEW;

ODomain (main.DOC, Main::DOC)| (D1)

ODomain (main.VIEW, Main::VIEw)‘ (D2)

BarChart <VIEW, DOC> barChart = new BarChart ();
OObject(main.VIEW.barChart, BarChart<main.VIEW, main.DOC>) | (01)

analyze(new BarChart<OWNER, M>(), [BarChart::OWNER +— main.VIEW, BarChart:M — main.DOC], O +—
main.VIEW.barChart)

// continue to Fig. 19

PieChart <VIEW, DOC> pieChart = new PieChart ();
OObject(main.VIEW.pieChart, PieChart<main.VIEW, main.DOC>) | (02)

analyze(new PieChart<OWNER, M>(), [PieChart::OWNER — main.VIEW, PieChart::M — main.DOC], O +—
main.VIEW.pieChart)

// The analysis is similar to barChart, omitted for brevity

Model<DOC, VIEW> model = new Model();
OObject(main.DOC.model, Model<main.DOC, main.VIEW>) | (03)

analyze(new Model<OWNER, V>(), [Model::OWNER — main.DOC, Model::V — main.VIEW],O —
main.DOC.model)

// continue to Fig. 20

Figure 18: Abstractly interpreting the program, starting with the root class Main.

ping BaseChart::OWNER to main.VIEW, and BaseChart:M to main.DOC while the context O re-
mains unchanged. Inside BaseChart, the analysis encounters two domain declarations: domain
OWNED and public domain DATA. As a result, it creates a private and a public ODomains for
barChart. Next statement is an instantiation of the class List, the analysis creates the OObject
main.VIEW.barChart.OWNED.listeners (O4) inside the barChart.0WNED domain. Since List has
no domain declarations or new statements, the analysis backtracks to BaseChart, and then further
on to Main.

The analysis of class PieChart, its base class BaseChart, and its List is similar to BarChart,

so we omitted it for brevity.
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18

19
20
21

22

23
24
25
26
27

‘[BarChart:OWNER + main.VIEW, BarChart::M — main.DOC], O + main.VIEW.barChart
class BarChart <OWNER, M> extends BaseChart <OWNER, M> {
‘analyze([BaseChartuOWNER + main.VIEW, BaseChart::M — main.DOC], O — main.VIEW.barChart)

public void update(Msg<DATA> msg) {...}
}

|[BaseChartuOWNER + main.VIEW, BaseChart::M + main.DOC], O +— main.VIEW.barChart

class BaseChart <OWNER, M> extends Listener <OWNER> {
domain OWNED;

|ODomain(main.VIEw.barChart.OWNED, BaseChart : : OWNED) | (D3)

public domain DATA;
|()Donwin(main.VIEw.barChart.DATA, BaseChart::DATA)| (D4)

List <OWNED, Listener <M>> listeners = new List ();

OObject(main.VIEW.barChart.0OWNED.listeners, List<main.VIEW.barChart.OWNED,
Listener<main.DOC>)

(04)

analyze(new List<OWNER, ELTS>(), [List::OWNER +— main.VIEW.barChart.OWNED, List::ELTS
+— main.DOC], O + main.VIEW.barChart.OWNED.listeners)

[List::0WNER +— main.VIEW.barChart.OWNED, List::ELTS + main.DOC], O
—main.VIEW.barChart.OWNED.listeners

T = Listener | //generic type

class List<OWNER, T<ELTS>> {
T<ELTS> value; // ELTS is a domain parameter for list elements

Figure 19: Abstractly interpreting the program (continued): BarChart, BaseChart and List.

Back in Main (Fig. 18), the analysis creates the OObject main.DOC.model (O3) corresponding to
the instantiation of the class Model inside the ODomain DOC. Then it proceeds to analyze Model in
the context of main.DOC.model (Fig. 20). The analysis maps the domain parameter Model::0WNER
to main.DOC, and Model::V to main.VIEW. Similar to BaseChart the analysis creates a private and a
public ODomain OWNED and DATA, and an OObject main.DOC.model.0OWNED.listeners. Note that
the analysis distinguishes between the listeners object owned by model, and the one owned by
barChart although they are both instances of List.

Next, the analysis encounters the method invocation main.run() (Fig. 21). In this case, O

correspond to main. Inside run(), the analysis encounters model.addListener (barChart), and it
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11

12

13

‘[ Model::OWNER +— main.DOC, Model::V + main.VIEW], O + main.DOC.model

class Model<OWNER, V> extends Listener <OWNER> {
domain OWNED;

‘ODomain(main.DDC.model.DWNED, Model::OWNED)‘ (D9)

public domain DATA;
‘ODomain(main.DOC.model.DATA, Model::DATA)‘ (D10)

List <OWNED, Listener <V>> listeners = new List ();

OObject (main.DOC.model .OWNED.listeners, List<main.DOC.model.OWNED,
Listener<main.VIEW>>)

(06)

analyze(new List<OWNER, ELTS>(), [List::ELTS ~ main.VIEW, List::OWNER —
main.DOC.model.OWNED], O ~— main.DOC.model.OWNED.listeners)

} [List::0WNER +— main.DOC.model.OWNED, List::ELTS + main.VIEW], O
—main.DOC.model.OWNED.listeners

T = Listener | //generic type

class List<OWNER, T<ELTS>> {

T<ELTS> value; // ELTS is a domain parameter for list elements

Figure 20: Abstractly interpreting the program (continued): Model and List.

changes the context to main.DOC.model. This method invocation introduces an export edge (E1)
from main to model because main exports an object of type BarChart to model as the argument of
addListener(Listener). For edge label, the analysis calls lookup and finds one OObject of type
BarChart<main.VIEW, main.DOC>, main.VIEW.barChart.

Inside addListener(Listener) of Model, the analysis encounters listeners.add(l).
A first lookup call returns the OObject listeners of type List<main.DOC.model.OWNED,
Listener<main.VIEW>>, i.e., the object of type List of the ODomain model.0OWNED, which is a
collection of elements of type Listener, and each element of the collection is of the ODomain
main.VIEW (Fig. 22). A second lookup returns the OObject barChart and, the analysis adds an
OEdge (E2) between model and listeners labeled using BarChart. At this point the analysis
backtracks to Main (Fig. 21).

Similar to the previous analyzed statement, the analysis of the method invocation

model.addListener (pieChart) creates two edges labeled PieChart: from main to model (E4),
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1 main.run();
2 |analyze(main.run(), [Main::OWNER — SHARED], O +— main)

3

4 public class Main<OWNER> {

5 ..

6 public void run() {

7

8 model.addListener (barChart);

0 analyze(model .addListener (barChart), [Model::OWNER +— main.DOC, Model:V +—»
main.VIEW], O + main.DOC.model

0 OObject (main.DOC.model, Model<main.DOC, main.VIEW>) € lookup(Model<main.DOC,
main.VIEW>)

11 OEdge(main, main.DOC.model, BarChart, Exp) | (E1)

12 // continue to Fig. 22

13

14 model.addListener (pieChart);

15 // The analysis is similar to model.addListener (barChart)

16 // Omitted for brevity

17 OEdge(main, main.DOC.model, PieChart, Exp) | (E4)

18

19 barChart .addListener (model) ;

20 analyze(barChart.addListener (model), [BaseChart::OWNER +— main.VIEW, BaseChart:M —
main.DOC], O +— main.VIEW.barChart)

" OObject (main.VIEW.barchart, BarChart<main.VIEW, main.DOC>) €
lookup(BarChart<main.VIEW, main.DOC>)

22 OEdge(main, main.VIEW.barChart, Model, Exp) | (E7)

23 // continue to Fig. 23

24

25 pieChart.addListener (model);

26 // The analysis is similar to barChart.addListener (model)

27 // Omitted for brevity

28 OEdge(main, main.VIEW.pieChart, Model, Exp) | (E9)

29

30 model.notifyObservers ();

a1 analyze(model .notifyObservers(), [Model::OWNER +— main.DOC, Model::V +— main.VIEW], O

’ + main.DOC.model)

32 // continue to Fig. 24

33

34 barChart .notifyObservers () ;

. analyze(barChart .notifyObservers(), [BaseChart::OWNER +— main.VIEW, BaseChart:M —
main.DOC], O +— main.VIEW.barChart)

36 // continue to Fig. 25

37

38 pieChart .notifyObservers ();

39 // The analysis is similar to barChart.notifyObservers ()

40 // Omitted for brevity

11 }

42 }

Figure 21: Abstractly interpreting the program, class Main.

64



10

11

13
14
15
16
17

14

15

16
17

‘[ModeleWNER +— main.DOC, Model::V +— main.VIEW], O + main.DOC.model
class Model<OWNER,V> extends Listener <OWNER> {

|1:BarChart<main.VIEw, main.DOC>

public void addListener (Listener<V> 1) {
listeners.add(1l);

analyze(listeners.add(1l), [List::0WNER ~— main.DOC.model.OWNED, List::ELTS
main.VIEW], O +— main.DOC.model.OWNED.listeners)

OObject (main.DOC.model.OWNED. listeners, List<main.DOC.model.OWNED,
Listener<main.VIEW>>) € lookup(List<main.DOC.model.OWNED, Listener<main.VIEW>>)

OEdge (main.DOC.model, main.DOC.model.OWNED.listeners, BarChart, Exp) |(E2)

}

} [List::0WNER ~ main.DOC.model.OWNED, List::ELTS — main.VIEW], O
—main.DOC.model.OWNED.listeners

T = Listener| //generic type

class List<OWNER, T<ELTS>> {
T<ELTS> value; // ELTS is a domain parameter for list elements
public void add(T<ELTS> value) {...}

Figure 22: Abstractly interpreting the program (continued): Model addListener method.

[BarChart::OWNER + main.VIEW, BarChart::M + main.DOC], O + main.VIEW.barChart
class BarChart <OWNER, M> extends BaseChart <OWNER, M> {

analyze([BaseChart::OWNER +— main.VIEW, BaseChart::M +— main.DOC], O —
main.VIEW.barChart)

public void update (Msg<DATA> msg) {...}
}

‘[BaseChartxOWNER + main.VIEW, BaseChart::M + main.DOC], O +— main.VIEW.barChart
class BaseChart <OWNER, M> extends Listener <OWNER> {

[1 : Model<main.DOC, main.VIEW> |
public void addListener (Listener <M> 1) {
listeners.value = 1; // field write - export dataflow communication

OObject(main.VIEW.barChart.OWNED.listeners, List<main.VIEW.barChart.OWNED,
Listener<main.DOC>>) € lookup(List<main.VIEW.barChart.OWNED, Listener<main.DOC>>)

OEdge(main.VIEW.barChart, main.VIEW.barChart.OWNED.listeners, Model, Exp) [(E8)

Figure 23: Abstractly interpreting the program (continued): BaseChart addListener method.
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[Model::OWNER + main.DOC, Model:V + main.VIEW], O + main.DOC.model
class Model<OWNER,V> extends Listener <OWNER> {

public void notifyObservers () {
MsgMtoV<DATA> mTOv = new MsgMtoV();

OObject (main.DOC.model .DATA.mTOv, MsgMtoV<main.DOC.model.DATA>) 7

analyze(new MsgMtoV<OWNER>(), [MsgMtoV::OWNER — main.DOC.model.DATA], O +—
main.DOC.model.DATA.mTOv)

Listener<V> 1 = listeners.value; //field read - import dataflow communication

OObject(main.DOC.model.OWNED. listeners, List<main.DOC.model.OWNED,
Listener<main.VIEW>>) & 1ookup(List<main. DOC.model.0OWNED, Listener<main.VIEW>>)

OObject (main.VIEW.barChart, BarChart<main.VIEW, main.DOC>) €
lookup(Listener<main.VIEW>)

OObject(main.VIEW.pieChart, PieChart<main.VIEW, main.DOC>) €
lookup(Listener<main.VIEW>)

OEdge (main.DOC.model.0OWNED.listeners, main.DOC.model, BarChart, Imp) |[(E11)

OEdge (main.DOC.model.OWNED.listeners, main.DOC.model, PieChart, Imp) |[(E12)

1.update (mTOv);

analyze(l.update (vTOm) , [BarChart::0WNER — main.VIEW, BarChart::M +— main.DOC], O
+— main.VIEW.barChart)

OObject (main.VIEW.barChart, BarChart<main.VIEW, main.DOC>) €
lookup(Listener<main.VIEW>)

OEdge(main.DOC.model, main.VIEW.barChart, MsgMtoV, Exp) | (E13)

analyze(l.update (vTOm) , [PieChart::0WNER — main.VIEW, PieChart::M +— main.DOC], O
— main.VIEW.pieChart)

OObject(main.VIEW.pieChart, PieChart<main.VIEW, main.DOC>) €
lookup(Listener<main.VIEW>)

OEdge(main.DOC.model, main.VIEW.pieChart, MsgMtoV, Exp) | (E14)
}

Figure 24: Abstractly interpreting the program (continued): Model notifyObservers method.

from model to listeners (E5).

For barChart.addListener (model) and pieChart.addListener(model), the analysis cre-
ates two OEdges labeled with Model: from main to barChart (E7), and from main to pieChart
(E9). In both cases, the analysis encounters statement listeners.value = 1 in the addListener

method of the class BaseChart. In response to this field write statement, the analysis
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[BarChart::OWNER + main.VIEW, BarChart::M + main.DOC], O + main.VIEW.barChart
class BarChart <OWNER, M> extends BaseChart <OWNER, M> {

analyze([BaseChart::OWNER +— main.VIEW, BaseChart::M +— main.DOC], O —
main.VIEW.barChart)

public void update (Msg<DATA> msg) {...}
} | [BaseChart::OWNER +—> main.VIEW, BaseChart::M +— main.DOC], O + main.VIEW.barChart
class BaseChart <OWNER, M> extends Listener <OWNER> {

public void notifyObservers () {
MsgVtoM<DATA> vTOm = new MsgVtoM();

OObject (main.VIEW.barChart .DATA.vTOm, MsgVtoM<main.VIEW.barChart.DATA>) ((08)

analyze(new MsgVtoM<OWNER>(), [MsgVtoM::OWNER ~— main.VIEW.barChart.DATA], O —
main.VIEW.barChart.DATA.vTOm)

Listener<M> 1 = listeners.getFirst (); //generates <import dataflow communication

analyze(listeners.getFirst(), [List::0WNER — main.VIEW.barChartl.OWNED, List::ELTS
+ main.DOC], O + main.VIEW.barChart.OWNED.listeners)

OObject(main.VIEW.barChart.OWNED.listeners, List<main.VIEW.barChart.OWNED,
Listener<main.DOC>>) & lookup(List<main.VIEw.barChart.OWNED, Listener<main.DOC>>)

OObject (main.DOC.model, Model<main.DOC, main.VIEW>) € lookup(Listener<main.DOC>)

OEdge(main.VIEW.barChart.OWNED.listeners, main.VIEW.barChart, Model, Imp) [(E15)

1.update (vIOm);

analyze(l.update (vT0Om) , [Model::OWNER +— main.DOC, Model:V + main.VIEW], O +—
main.DOC.model)

OObject (main.DOC.model, Model<main.DOC, main.VIEW>) € lookup(Listener<main.DOC>)

OEdge(main.VIEW.barChart, main.DOC.model, MsgVtoM, Exp) | (E16)

[List::0WNER + main.VIEW.barChart.OWNED, List::ELTS +~ main.DOC], O
—main.VIEW.barChart.0OWNED.listeners

T = Listener | //generic type

class List<OWNER, T<ELTS>> {
T<ELTS> value; // ELTS is a domain parameter for list elements
public T<ELTS> getFirst() { return value; }

Figure 25: Abstractly interpreting the program (continued): BaseChart notifyObservers method.

calls lookup with the parameter List<main.VIEW.barChart.OWNED, Listener<main.DOC>>, and
List<main.VIEW.pieChart.OWNED, Listener<main.DOC>>, respectively. The resulting OObjects
are the two 1isteners owned by barChart and pieChart, respectively, and in each case, the anal-

ysis creates an OEdge labeled with Model (i.e., the actual type of 1): from barChart to listeners
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(E8), and from pieChart to its owned listeners (E10) (Fig. 23).

Back in run(), the analysis processes three method invocations notifyObservers() with dif-
ferent receivers (Fig. 21). Since the method has no parameters, the analysis does not include
additional OEdge from main to the receivers. The analysis continues in the notifyObservers()
methods of Model, BarChart, and PieChart.

While analyzing notifyObservers() of Model in the context of model (O), the analysis en-
counter the first statement, a class instantiation, and it creates a new OObject (O7) mTOv in the
public domain DATA of model (Fig. 24).

The second statement contains the field read expression listener.value. In response, the
analysis calls lookup twice. First lookup searches for object of type List in model.OWNED, while
the second lookup searches for objects of type Listener<main.VIEW>. For the first call lookup
returns listeners, while for the later call, lookup returns two OObjects: barChart and pieChart.
As a result, the analysis creates two OEdges from listeners to model, one labeled with BarChart
(E11), and the other labeled with PieChart (E12). Note that if the second lookup would not have
been performed, the label would be Listener, which can be interpreted as any of the five classes
extending Listener: Model, BarChart, PieChart or BaseChart. Therefore, by calling lookup,
the analysis produces more accurate labels. Another observation is that the field read expression
introduces an import edge, and O is the destination of the edge, while in the previous cases O was
the source.

The third and last statement contains the method invocation 1.update(mTOv). The analysis
calls again lookup searching for OObjects of type Listener<main.VIEW>. The result are the two
OObjects barChart and pieChart. The analysis includes two OEdges labeled as MsgMtoV: from
model to barChart (E13), and from model to pieChart (E14).

Since the update methods are empty, the analysis returns to Main and proceeds to
notifyObservers() with barChart as receiver (O) (Fig. 25). The method is implemented in the
superclass BaseChart, and the analysis performs the similar steps as previously discussed with two
major differences. First, the second statement is the method invocation 1isteners.getFirst() in-

stead of field read. The getFirst () method returns an alias to the value field. After a first lookup
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identifies 1isteners as the receiver of getFirst (), the analysis calls a second lookup searching for
OObjects of type Listener<main.DOC>, which corresponds to the returned type of getFirst().
The result of the second lookup is model, and its class constitutes the edge label. As for field read,
O is the destination of the OEdge from listeners to barChart (E15). Second, the analysis looks
up the OObjects of a subtype of the local variable 1 in the method invocation 1.update (vTOm), and
it finds only one OObject in the main.DOC domain (i.e., model). Therefore, it creates the OEdge
from barChart to model labeled with MsgVtoM (E16).

The analysis concludes with the method invocation pieChart.notifyObservers(), and its
corresponding implementation from BaseChart. The analysis performs the same steps previously

discussed in the context of pieChart (O).

6.4 Graphical notation.

In the visualization of the OOG, we graphically distinguish between objects and domains by
using a rectangle-shape to represent an object and a dashed rectangle-shape to represent a domain.
We further distinguish between public and private domains using a thin dashed border for a public
domain, and a bold dashed border for a private domain. In all cases, we label each rectangle with
the name of the object or domain that corresponds to it. We represent the dataflow edges with
a red solid arrow, and the ownership edges from domains to objects and vice-versa with a black
arrow. We display as a root the SHARED domain, which constitutes the root node of the graph.
The only object SHARED we display is the first object instantiated when the application starts, in
our case main. On the dataflow edges, we also display the class of the object passed through the
dataflow (Fig. 26). Developer can also opt for the hierarchical view (Fig. 27), hide the low level

objects, and visualize only the dataflow communication between the high level objects (Fig. 28).
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7 Related Work

Our work focuses on extracting one type of information, namely usage relationships, i.e., an
object is using a method or a field of another object. We discuss how the related analyses address

the challenges we listed above (Section 2).

Dataflow Communication. Andersen’s static analysis extracted dataflow and points-to infor-
mation from programs written in C [6], and was extended to object oriented code [13, 19] including
Java [17]. These analyses determined the memory locations that may be modified by the execution
of a statement. A dataflow edge means that an object a owns a reference to an object ¢, and
passes it to an object b, or an object a owns a reference to an object b, from which it receives a
reference to an object ¢ which only b knew before [17]. However, the results of these analyses are
flat graphs [17, 8] and the analyses did not attempt to be sound. In contrast, our analysis extracts
hierarchical object graphs, with a relatively small number of top-level objects [1].

Sensitivity. An object graph analysis can be flow-, context-, or object-sensitive. A flow-sensitive
analysis considers the order in which methods are called. A context-sensitive analysis analyzes the
methods for each context under which a method is invoked. Object-sensitive analyses for points-to
and dataflow edges addressed the aliasing and precision challenges [19, 13]. However, the analysis
might not scale for a large number of references. Such an analysis worked well for on-demand
based approaches which refined the references analyzed [18]. Seeking a tradeoff between soundness
and precision, our analysis considers ownership domains as contexts and distinguishes objects of
the same type but in different domains. That is, our analysis is domain-sensitive, and object- and

flow-insensitive.

Dynamic analyses. Object graphs were extracted by analyzing heap snapshots [14, 15], and
execution traces [12]. Lienhard analyzed execution traces and extracted an Object Flow Graph
(OFG) in which edges represent objects, and nodes represent code structures: classes, and groups
of classes [12]. OFG analysis addressed aliasing challenge, and linked objects to field read, field
write, and method invocation expressions in the code, the same expressions used by our analysis.

Since one class corresponds to one OFG node, an OFG is unable to show the communication between
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different instances of the same class and does not meet the soundness challenge. One advantage
of dynamic analysis is that it does not require annotations. However, it can only infer a strict,
owner-as-dominator hierarchy, which is limited in representing some design idioms [3]. Ownership
domains support both strict encapsulation and logical containment (through public domains) and
thus can express arbitrary design intent without restricting accessibility. In addition, a dynamic

analysis requires extensive graph summarization to obtain an abstracted object graph [15, 7].

Annotation-based static analyses. Lam and Rinard [9] proposed a type system and a static
analysis where by developer-specified annotations guide the static abstraction of an object model by
merging objects based on tokens. Their approach supports a fixed set of statically declared global
tokens, and their analysis shows a graph indicating which objects appear in which tokens. Since
there is a statically fixed number of tokens, all of which are at the top level, an extracted object
model is a top-level architecture that does not support hierarchical decomposition, thus limiting
the scalability of the object model. In addition to their object model, Lam and Rinard extract
models for “subsystem access”, “call/return interaction”, and “heap interaction”, which is similar
to the dataflow information our analysis extracts. From the challenges we listed in Section 2, they
addressed aliasing, summarization in the presence of recursive types, and precision supported by
tokens. Our approach extends Lam and Rinard’s both to handle hierarchical object graphs and to

support object-oriented language constructs such as inheritance.

8 Conclusion

We proposed a static analysis to extract a hierarchical object graph with dataflow commu-
nication edges that show usage relations between objects. We formalized the analysis following
ownership domains and Featherweight Domain Java, and proved its soundness. We evaluated our
analysis on an extended example and showed that the dataflow edges extracted by our analysis are

similar to the ones drawn by developers who are reasoning about security.
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APPENDIX

A Source Code of Listeners Example

1
2 class Main<OWNER> {

3

4 public domain DOC, VIEW;

5 BarChart <VIEW, DOC> barChart = new BarChart ();
6 PieChart <VIEW, DOC> pieChart = new PieChart ();
7 Model<DOC, VIEW> model = new Model();

8

9 public void run() {

10 model.addListener (barChart);

11 model.addListener (pieChart);

12 barChart .addListener (model);

13 pieChart .addListener (model);

14

15 model.notifyObservers ();

16 barChart .notifyObservers () ;

17 pieChart .notifyObservers ();

18 }

19

20 public static void main(String[]<SHARED [SHARED]> args){
21 Main <SHARED> main = new Main ();

22 main.run();

23 }

24}

26 class BaseChart <OWNER, M> extends Listener <OWNER> {
27 domain OWNED;

28 List <OWNED, Listener <M>> listeners = new List ();
29

30 public void addListener (Listener<M> 1) {

31 listeners.value = 1;

32 }

33

34 public void notifyObservers () {

35 MsgVtoM<DATA> vTOm = new MsgVtoM();

36 Listener<M> 1 = listeners.getFirst ();

37 1.update (vIOm);

38 }

39}

40

41 class BarChart <OWNER, M> extends BaseChart <OWNER, M> {
42 public void update (Msg<DATA> msg) {...}

43}

44

45 class PieChart <OWNER, M> extends BaseChart <OWNER, M> {
46 public void update (Msg<DATA> msg) {...}

47}

48

49
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I';3:0 + this : C<p’> a € params(C) p=c«
;350 F qual(p) = C:«

[QUAL-PARAM]

[QUAL-SHARED]
I';33; 0 F qual(SHARED) = ::SHARED

Figure 29: Qualify domains rules.

//generic type T

class List<OWNER, T<ELTS>> {
T<ELTS> value; // ELTS ts a domain parameter for list elements
public T<ELTS> getFirst() { return value; }

}

class Model<OWNER, V> extends Listener <OWNER> {
domain OWNED;
List <OWNED, Listener <V>> listeners = new List ();

public void addListener (Listener<V> 1) {
listeners.add(1l);
}

public void notifyObservers () {
MsgMtoV<DATA> mTOv = new MsgMtoV();
Listener<V> 1 = listeners.value;
1.update (mTOv);
}

}

}
abstract class Listener <OWNER> {
public domain DATA;

public abstract void update (Msg<DATA> msg);
}

B Auxiliary judgements

Figure 29 shows the definitions we use to qualify a domain p by the class C' that declares it.
In the context of I', ¥, and 6, QUAL-VAR qualifies n.d as C'::d. This judgement also applies to the
case when n is this and p = this.d. QUAL-PARAM qualifies a formal domain parameter « as C'::«,
where C is the class of this. Since no class declares the SHARED domain, QUAL-SHARED qualifies
it as ::SHARED. We use these rules implicitly in the static and dynamic semantics to ensure that

(0,C::d) — D is in DD and for the lookup operations D = DD[(O, p)].

Figure 30 shows the definitions of many auxiliary judgments used earlier in the semantics.
These definitions are the auxiliary judgments from ownership domains [3]. The Aux-Public rule
checks whether a domain is public. The next few rules define the domains, and fields functions
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CT(C) = class C<@, 3> extends C'<a> assumes ¥ — 0 { D; L; F; K M; }

(public domain d) € D
public(d)

Auzx-Public

D= public,, domain dc domains(C'<p>) = d’

p— S — A _D .
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class C<a>
— Auz-Params
params(C) =@

F=TFf  fields(C'<p>) =T f 4
fields(C<p,p'>) = ([p/a,p' /B T f), T f'
Auz-Fields-Obj

ux-Fields

fields(Object<ag>) =

owner(C<p>) = p Auz-Ouner

(T m(T T) { returne; }) € M
mtype(m,C<p>) = [p/a) T — Tg

Aux-MTypel

m is not defined in M

— Aux-MType2
mtype(m,C<p,p'>) = mtype(m,C'<p>)

(Tr m(T T) { returne; }) € M
mbody(m,C<p>) = [p/a] (T, e)

Auz-MBody1

m is not defined in M

— Auz-MBody2
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(mtype(m,C<p>) =T = T)= T =T NT =T')
override(m,C<p>,T — T)

Auz-Override

Figure 30: Auxiliary Judgments. Source: [3].
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by looking up the declarations in the class and adding them to the declarations in the base classes.
The owner function just returns the first domain parameter (which represents the owning domain
in our formal system).

The mtype function looks up the type of a method in the class; if the method is not present,
it looks in the superclass instead. The mbody function looks up the body of a method in a similar
way. Finally, the override function verifies that if a superclass defines method m, it has the same
type as the definition of m in a subclass.
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