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Abstract

We address the challenges of bursty convergecast in nyitivrireless sensor networks, where
a large burst of packets from different locations needs térdmesported reliably and in real-time to
a base station. Via experiments on a 49 MICA2 mote sensoramktusing a realistic traffic trace,
we determine the primary issues in bursty convergecastaaoardingly design a protocol, RBC (for
Reliable Bursty Convergecast), to address these issuegnpiove channel utilization and to reduce
ack-loss, we design a window-less block acknowledgmergraehthat guarantees continuous packet
forwarding and replicates the acknowledgment for a patietjeviate retransmission-incurred channel
contention, we introduce differentiated contention coht¥oreover, we design mechanisms to handle
varying ack-delay and to reduce delay in timer-based retnégssions. We evaluate RBC, again via
experiments, and show that compared to a commonly useddiratik scheme, RBC doubles packet
delivery ratio and reduces end-to-end delay by an order ghithade, as a result of which RBC achieves

a close-to-optimal goodput.

Keywords: wireless sensor network, bursty convergecast, errorgbbntention control, experimen-

tation with real networks and testbeds

1 Introduction

A typical application of wireless sensor networks is to manan environment (be it an agricultural
field or a classified area) for events that are of interest ¢ougers. Usually, the events are rare. Yet
when an event occurs, a large burst of packets is often gedetsat needs to be transported reliably and
in real-time to a base station. One exemplary event-driyaptication is demonstrated in the DARPA
NEST field experiment “A Line in the Sand” (simply calléites hereafter) [4]. In Lites, a typical event

generates up to 100 packets within a few seconds and thetpawed to be transported from different
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network locations to a base station, over multi-hop routes.

The high-volume bursty traffic in event-driven applicasgooses special challenges for reliable and
real-time packet delivery. The large number of packets igded within a short period leads to high
degree of channel contention and thus a high probabilityaaket collision. The situation is further
exacerbated by the fact that packets travel over multi-bopes: first, the total number of packets com-
peting for channel access is increased by a factor of thegedrop-count of network routes; second, the
probability of packet collision increases in multi-hopwetks due to problems such as hidden-terminals.
Consequently, packets are lost with high probability irsbpconvergecast. For example, with the default
radio stack of TinyOS [2], around 50% of packets are lost fostrevents in Lites.

For real-time packet delivery, hop-by-hop packet recovgrysually preferred over end-to-end recov-
ery [15, 17]; and this is especially the case when 100% paididtery is not required (for instance,
for bursty convergecast in sensor networks). Neverthglessind issues with existing hop-by-hop con-
trol mechanisms in bursty convergecast. Via experiments aviestbed of 49 MICA2 motes and with
traffic traces of Lites, we observe that the commonly usektiiyer error control mechanisms do not
significantly improve and can even degenerate packet delnediability. For example, when packets
are retransmitted up to twice at each hop, the overall pat{etery ratio increases by only 6.15%; and
when the number of retranmissions increases, the packetdetatio actually decreases, by 11.33%.

One issue with existing hop-by-hop control mechanismsasttiey do not schedule packet retransmis-
sions appropriately; as a result, retransmitted packetisguincrease the channel contention and cause
more packet loss. Moreover, due to in-order packet deliegry conservative retransmission timers,
packet delivery can be significantly delayed in existing-hgghop mechanisms, which leads to packet
backlogging and reduction in network throughput. (We exathe details in Section 3.)

On the other hand, the new network and application modelsrsty convergecast in sensor networks

offer unique opportunities for reliable and real-time spaort control:

e First, the broadcast nature of wireless channels enabledetn determine, by snooping the chan-

nel, whether its packets are received and forwarded by itghhers.

e Second, time synchronization and the fact that data paeketsmestamped relieve transport layer
from the constraint of in-order packet delivery, since aggtions can determine the order of packets

by their timestamps.

Therefore, techniques that take advantage of these opittetuand meet the challenges of reliable and

real-time bursty convergecast are desired.

Contributions of the paper. We study the limitations of two commonly used hop-by-hopkeacecov-



ery schemes in bursty convergecast. We discover that thkeofaetransmission scheduling in both
schemes makes retransmission-based packet recovergciedfin the case of bursty convergecast.
Moreover, in-order packet delivery makes the communicatibannel under-utilized in the presence
of packet- and ack-loss.

To address the challenges, we design protocol RBC (for ReliBursty Convergecast). Taking ad-

vantage of the unique sensor network models, RBC featuegf®libwing mechanisms:

e To improve channel utilization, RBC uses a window-less klacknowledgment scheme that en-
ables continuous packet forwarding in the presence of paeke ack-loss. The block acknowl-
edgment also reduces the probability of ack-loss, by ratifig the acknowledgment for a received

packet.

e To ameliorate retransmission-incurred channel content®BC introduces differentiated con-
tention control, which ranks nodes by their queuing coandgias well as the number of times that
the enqueued packets have been transmitted. A node rankeddgtiest within its neighborhood

accesses the channel first.

In addition, we design techniques that address the chateobftimer-based retransmission control in

bursty convergecast:

e To deal with continuously changing ack-delay, RBC uses @gapetransmission timer which ad-

justs itself as network state changes.

e To reduce delay in timer-based retransmission and to etepeetransmission of lost packets, RBC

uses block-NACK, retransmission timer reset, and chantiledation protection.

We evaluate RBC by experimenting with an outdoor testbedddfMICA2 motes and with realistic
traffic trace from the field sensor network of Lites. Our expental results show that, compared with
a commonly used implicit-ack scheme, RBC increases theepatekivery ratio by a factor of 2.05 and
reduces the packet delivery delay by a factor of 10.91. MaedRBC achieves a goodput of 6.37
packets/second for the traffic trace of Lites, almost reagthe optimal goodput — 6.66 packets/second

— for the trace.

Organization of the paper. We describe our testbed and discuss the experiment des&gction 2. In

Section 3, we study the limitations of existing hop-by-hamtcol mechanisms. We present the detailed
design of RBC in Section 4, then we present the experimeesallts in Section 5. We discuss how to
extend the basic design to support continuous event cosvast) and to deal with queue congestion in

Section 6. We discuss related works in Section 7, and we nmakauwding remarks in Section 8.

3



2 Testbed and experiment design

Towards characterizing the issues in making bursty coeaast both reliable and timely, we conduct an
experimental study. We choose experimentation as opposgchtlation in order to gain higher fidelity
and confidence in the observations. Before presenting ady,stve first describe our testbed and the

experiment design.

Testbed. We setup our testbed to reflect the field sensor network ol éad we use the traffic trace
for a typical event in Lites as the basis of our experiments.

The testbed consists of 49 MICA2 motes deployed in a grask islshown in Figure 1(a), where the
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Figure 1: The testbed

grass is 2-4 inches tall. The 49 motes formyas7/grid with a 5-feet separation between neighboring grid
points, as shown in Figure 1(b) where each grid point reptese mote. The mote at the left-bottom
corner of the grid is the base station to which all the othetamisend packets. The<7 grid imitates a
subgrid in the sensor network of Lites.

The traffic trace (simply calledites tracehereafter) corresponds to the packets generated in7a 7
subgrid of the Lites network when a vehicle passes acrosmiitidle of the Lites network. When the
vehicle passes by, each mote except for the base statiocigidie vehicle and generates two packets,
which correspond to the start and the end of the event detespectively and are separated 5-6 sec-
onds on average. Overall, 96 packets are generated eachhiénvehicle passes ByThe cumulative
distribution of the number of packets generated during Weets shown in Figure 2. (Interested readers
can find the detailed description of the traffic trace in [3].)

If we define the burst rate up to a moment in the event as the euafipackets generated so far divided
by the time since the first packet is generated, the highest kate in Lites trace is 14.07 packets/second.
Given that the highest one-hop throughput is about 42.98gtsisecond for MICA2 motes with B-MAC
(the latest MAC component of TinyOS) and that, in multi-hagworks, even an ideal MAC can only

IWe could have chosen a traffic trace where fewer number paakeigenerated (e.g., when a soldier with a gun passes by),
but that would not serve as well in showing the challengegsg@by huge event traffic bursts.
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Figure 2: The distribution of packets generated in Litesdra

achieve% of the throughput that a single-hop transmission can aeHiEd], the burst rate of Lites trace
far exceeds the rate at which the motes can push packetshiagkestation. Therefore, it is a challenging

task to deliver packets reliably and in real time in such arirdead bursty traffic scenario.

Experiment design. To reflect the multi-hop network of Lites, we let each motesrait at the minimum
power level by which two motes 10 feet apart are able to rglisbmmunicate with each other, and the
power level is 9 (out of a range between 1 and 255). We use thimgoprotocol LGR [6] in our testbed.
LGR uses links that are reliable in the presence of burstfjdrand LGR spreads traffic uniformly across
different paths to reduce wireless channel contention.r&ibee, LGR provides a reliable and uniform
packet delivery service in bursty convergecast [6]. In estlied, the number of hops in a path is up to 6
and is 3.3 on average.

For each protocol we evaluate, we run the Lites trace 10 tandsmeasure the average performance

of the protocol by the following metrics:

e Event reliability (ER)the number of unique packets received at the base statmmewent divided

by the number packets generated for the event.

Event reliability reflects how well an event is reported te base station.

e Packet delivery delay (PDjhe time taken for a packet to reach the base station fromdbe that

generates it.

e Event goodput (EG)the number of unique packets received at the base statiodedi by the
interval between the moment the first packet is generatedre@nchoment the base station receives

any packet the last time.

Event goodput reflects how fast the traffic of an event is pdigtoen the network to the base station.
By definition, the optimal event goodput for Lites trace i6@packets/second, which corresponds

to the case where the packet delivery delay is 0 and all thegpgare received by the base station.

2To focus on transport issues,we disable the “base-snabipibg R so that the base station does not accept packets edoop
over the channel.



e Node reliability (NR) the number of unique packets that are generated by a nodeagiged by

the base station divided by the number of packets generatbd aode.

(Remark: The study in this paper applies to cases where rietapologies other than grid and routing
protocols other than LGR are used, since the protocolsedatie applicable to other network topologies

and routing protocols.)

3 Limitations of two hop-by-hop packet recovery mechanisms

Two widely used hop-by-hop packet recovery mechanismsris@enetworks are synchronous explicit

ack and stop-and-wait implicit ack. We study their perfonggin bursty convergecast as follows.

3.1 Synchronous explicit ack (SEA)

In SEA, a receiver switches to transmit-mode and sends becladcknowledgment immediately after
receiving a packet; the sender immediately retransmitckgbdf the corresponding ack is not received
after certain constant time. Using our testbed, we studpénfrmance of SEA when used with B-MAC
[12, 2] and S-MAC [19]. B-MAC uses the mechanism of CSMA/CArfier sense multiple access with
collision avoidance) to control channel access; S-MAC W8MA/CA too, but it also employs RTS-

CTS handshake to reduce the impact of hidden terminals.

SEA with B-MAC. The event reliability, the average packet delivery delayyall as the event goodput

is shown in Table 1, where RT stands for the maximum numbestcdmsmissions for each packet at each

Metrics RT=0| RT=1| RT=2

ER (%) 51.05 | 54.74 | 54.63
PD (seconds) | 0.21 0.25 0.26
EG (packets/sec) 4.01 4.05 3.63

Table 1: SEA with B-MAC in Lites trace

hop (e.g., RT = 0 means that packets are not retransmittdeh. distribution of the number of unique
packets received at the base station along time is showmuré-B.

Table 1 and Figure 3 show that when packets are retransimitte@vent reliability increases slightly
(i.e., by up to 3.69%). Nevertheless, the maximum religbis still only 54.74%, and, even worse, the
event reliability as well as goodput decreases when themaxi number of retransmissions increases
from 1 to 2. (The above data is for B-MAC with its default camtien window size. We have conducted
the experiment with different contention window size of BAM, and we found that the performance

pattern remains the same.)
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Figure 3: The distribution of packet reception in SEA withVBAC

SEA with S-MAC. Unlike B-MAC, S-MAC uses RTS-CTS handshake for unicastdmissions, which
reduces packet collisions. We evaluate SEA when it is uséd 34AVIAC, and the performance data is

shown in Table 2 and Figure 4.

Metrics RT=0| RT=1| RT=2
ER (%) 72.6 | 7479 | 70.1

PD (seconds) | 0.17 | 0.183 | 0.182
EG (packets/sec) 5.01 4.68 4.37

Table 2: SEA with S-MAC in Lites trace
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Figure 4: The distribution of packet reception in SEA wittM&C

Compared with B-MAC, RTS-CTS handshake improves the eatiatility by about 20% in S-MAC.
Yet packet retransmissions still do not significantly immrdhe event reliability and can even decrease

the reliability.

Analysis. We find that the reason why retransmission does not signifjcanprove — and can even
degenerate — communication reliability is that, in SEAf lpackets are retransmitted while new pack-
ets are generated and forwarded, thus retransmissions, nadtescheduled appropriately, only increase

channel contention and cause more packet collididrhe situation is further exacerbated by ack-loss

3This is not the case in wireline networks and is due to thereatfiwireless communications.



(with a probability as high as 10.29%), since ack-loss caus®ecessary retransmission of packets
that have been received. To make retransmission effectiimaproving reliability, therefore, we need a

retransmission scheduling mechanism that amelioratehission-incurred channel contention.

3.2 Stop-and-wait implicit ack (SWIA)

SWIA takes advantage of the fact that every node, excepthfobase station, forwards the packet it
receives and the forwarded packet can act as the acknowteddmthe sender at the previous hop [11].
In SWIA, the sender of a packet snoops the channel to checkheshthe packet is forwarded within
certain constant threshold time; the sender regards theepas received if it is forwarded within the
threshold time, otherwise the packet is regarded as logtaflhantage of SWIA is that acknowledgment
comes for free except for the limited control informatioggybacked in data packets.

We evaluate SWIA only with B-MAC, given that the implemeidatof S-MAC is not readily appli-

cable for packet snooping. The performance results arersirowable 3 and in Figure 5.

Metrics RT=0|RT=1| RT=2
ER (%) 43.09 | 31.76 | 46.5

PD (seconds) | 0.35 8.81 | 18.77
EG (packets/sec) 3.48 2.58 1.41

Table 3: SWIA with B-MAC in Lites trace
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Figure 5: The distribution of packet reception in SWIA witAMBAC

We see that the maximum event reliability in SWIA is only £6,5and that the reliability decreases
significantly when packets are retransmitted at most oneadct hop. When packets are retransmitted up
to twice at each hop, the packet delivery delay increasaks{tenevent goodput decreases significantly

despite the slightly increased reliability.

Analysis. We find that the above phenomena are due to the following nsasbirst, the length of
data packets is increased by the piggybacked control irgfbom in SWIA, thus the ack-loss probability

increases (as high as 18.39% in our experiments), whiclrimitigreases unnecessary retransmissions.
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Second, most packets are queued upon reception and thu$otiwarding is delayed. As a result, the
piggybacked acknowledgments are delayed and the corrdisigopackets are retransmitted unnecessar-
ily. Third, once a packet is waiting to be acknowledged,radl packets arriving later cannot be forwarded
even if the communication channel is free. Therefore, chhutilization as well as system throughput
decreases, and network queuing as well as packet delivéay thereases. Fourth, as in SEA, lack of
retransmission scheduling allows retransmissions, beckssary or unnecessary, to cause more channel

contention and packet loss.

4 Protocol RBC

To address the limitations of SEA and SWIA in bursty conveegg, we design protocol RBC. In RBC,
we design a window-less block acknowledgment scheme teaserchannel utilization and to reduce the
probability of ack-loss. We also design a distributed cotibe control scheme that schedules packet re-
transmissions and reduces the contention between newdyaged and retransmitted packets. Moreover,
we design mechanisms to address the challenges of burstgrgecast on timer-based retransmission
(such as varying ack-delay and timer-incurred delay).

Given that the number of packets competing for channel adsdsess in implicit-ack based schemes
than in explicit-ack based schemes, we design RBC basedeopatfadigm of implicit-ack (i.e., pig-
gybacking control information in data packets). We elati@ RBC as follows. (Even though the
mechanisms used in RBC can be applied in the explicit-ac&digm, we relegate the detailed study as

our future work.)

4.1 Window-less block acknowledgment

In traditional block acknowledgment [5], a sliding-windagvused for both duplicate detection and in-
order packet deliver§.The sliding-window reduces network throughput once a paskeent but remains
unacknowledged (since the sender can only send up to itsowiske once a packet is unacknowledged),
and in-order delivery increases packet delivery delay aeacket is lost (since the lost packet delays the
delivery of every packet behind it). Therefore, the slidimmdow based block acknowledgment scheme
does not apply to bursty convergecast, given the real-tegairement of the latter.

To address the constraints of traditional block acknowtheelgt in the presence of unreliable links,
we take advantage of the fact that in-order delivery is nquired in bursty convergecast. Without

considering the order of packet delivery, by which we onlgd detect whether a sequence of packets

“Note that SWIA is a special type of block acknowledgment wetbe window size is 1.



are received without loss in the middle and whether a redepacket is a duplicate of a previously
received one. To this end, we design, as followsyjimdow-less block acknowledgmestheme which
guarantees continuous packet forwarding irrespectiveetinderlying link unreliability as well as the
resulting packet- and ack-loss. For clarity of presentatiwe consider an arbitrary pair of nodé€sand

R whereS is the sender ang is the receiver.

Window-less queue managementThe sendelS organizes its packet queue @4 + 2) linked lists, as

shown in Figure 6, wheré/ is the maximum number of retransmissions at each hop. Feeomnce,

head tail -
Q, Hal—Ibl---CBH1]) | _
Q, rHcl—Id]- - [eB~+I 1) |8
s 5 K
Q, T DB |
Quoy [HIB—LD- - [CB—1D |5

Figure 6: Virtual queues at a node

we call the linked listssirtual queuesdenoted ag)y, ..., Qxr+1. The virtual queues are ranked such
that a virtual queu€);, ranks higher tha); if £ < j.
Virtual queues@, 1, ..., and Qs buffer packets waiting to be sent or to be acknowledged, and

Q41 collects the list of free queue buffers. The virtual queuesnaaintained as follows:

¢ When a new packet arrives &tto be sent,S detaches the head buffer @f; .1, if any, stores the

packet into the queue buffer, and attaches the queue baftee ttail ofQ.

e Packets stored in a virtual que@g. (k > 0) will not be sent unles§),._1 is empty; packets in the

same virtual queue are sent in FIFO order.

o After a packet in a virtual queu@,, (k > 0) is sent, the corresponding queue buffer is moved to the
tail of Qx1, unless the packet has been retransmiftedimes’ in which case the queue buffer is

moved to the tail ot 1.

e When a packet is acknowledged to have been received, ther inafiding the packet is released and

moved to the tail of) ;1.

The above rules help identify the relative freshness of giacit a node (which is used in the differenti-

ated contention control in Section 4.2); they also help sa&nwithout using sliding windows the order

Due to block-NACK, to be discussed in Section 4.3.2, a pahketng been retransmittetf times may be in a virtual
gueue other thag) .
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in which unacknowledged packets have been sent, provitiedpasis for window-less block acknowl-
edgment. Moreover, newly arrived packets can be sent imateddiwithout waiting for the previously
sent packets to be acknowledged, which enables continwmkepforwarding in the presence of packet-

and ack-loss.

Block acknowledgment & reduced ack-loss. Each queue buffer & has an ID that is unique &.
WhenS sends a packet to the receivey S attaches the ID of the buffer holding the packet as well as the
ID of the buffer holding the packet to be sent next. In Figuréod example, whery' sends the packet
in buffer a, S attaches the valuesandb. Given the queue maintenance procedure, if the buffer hgldi
the packet being sent is the tail @f or the head of a virtual queue other th@p, S also attaches the ID
of the head buffer of) /1, if any, since one or more new packets may arrive before thkeamgueued
packet is sent in which case the newly arrived packet(s)beikent first. For example, when the packet
in buffer ¢ of Figure 6 is sent$ attaches the valuesd, andf.

When the receiveRk receives a packei, from S, R learns the IDn’ of the buffer holding the next
packet to be sent by. WhenR receives a packet,, from S next time, R checks whethep,, is from
buffern’ at.S: if p, is from buffern’, R knows that there is no packet loss between receipingndp,,
from S; otherwise,R detects that some packets are lost betwgesndp,,.

For each maximal sequence of packets. . . , px- from S that are received & without any loss in the
middle, R attaches to packei, the 2-tuple(qy, gx/), whereg, andg; are the IDs of the buffers storing
pr andpy atS. We call (g, qx/) theblock acknowledgmetfior packetspy, . . . , pr-. WhensS snoops the
forwarded packep, later, S learns that all the packets sent betwegrandp,. have been received by
R. ThenS releases the buffers holding these packets. For examglesnibops a block acknowledgment
(c,e) when its queue state is as shown in Figuré &nows that all the packets in buffers betweesnd
e in Q1 have been received, atdreleases buffers betweerande, includingc ande.

One delicate detail in processing the block acknowledgneny;) is that after releasing buffey,

S will maintain a mappingy, < g, Whereg is the buffer holding the packet sent (or to be sent next)
after that ing;,. WhenS snoops another block acknowledgméaq, ¢,,) later, S knows, byg, < g,
that packets sent between those in buftgrsandg,, have been received by; thenS releases the buffers
holding these packets, attresets the mapping . < ¢, whereg,, is the buffer holding the packet
sent (or to be sent next) after thatgp. .S maintains the mapping fay, until S receives a block-NACK
[n,n) (to be discussed in Section 4.3.2) or a block acknowledgrfient) whereq # gy, in which case

S maintains the mapping for or g respectively. Via the buffer pointer mapped as above, tlie Sacan
process the incoming block acknowledgments and block-N&CRor convenience, we call the buffer

being mapped to thanchor of block acknowledgments. In the examples discussed aloNiers g
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and¢,,» have been anchors once. We also call the packet in an ancfier ananchor packet (The
concepts of anchor and anchor packet will be used in Sect)on 6

In the above block acknowledgment scheme, the acknowleglgiorea received packet is piggybacked
onto the packet itself as well as the packets that are regteivesecutively after the packet without any
loss in the middle. Therefore, the acknowledgment is rafgid and the probability for it to be lost

decreases significantly, by a factor of 2.07 in Lites tracaradyzed in Appendix ALl.

Duplicate detection & obsolete-ack filtering. Since it is impossible to completely prevent ack-loss in
lossy communication channels, packets whose acknowletignaee lost will be retransmitted unneces-
sarily. Therefore, it is necessary that duplicate packetddtected and dropped.

To enable duplicate detection, the senfanaintains a counter for each queue buffer, whose value is
incremented by one each time a new packet is stored in therbMifhenS sends a packet, it attaches the
current value of the corresponding buffer counter. For dadfer ¢ at .S, the receiverR maintains the
counter value:, piggybacked in the last packet from the buffer. Whemeceives another packet from
the bufferg later, R checks whether the counter value piggybacked in the packeti®toc,: if they are
equal,R knows that the packet is a duplicate and drops it; othenitisegards the packet as a new one
and accepts it. The duplicate detection is local in the stradt only requires information local to each
gueue buffer instead of imposing any rule involving diffréuffers (such as in sliding-window) that
can degenerate system performance.

For the correctness of the above duplicate detection meshamwe only need to choose the domain
sizeC for the counter value such that the probability of lostrigpackets in succession is negligible. For
example, for the high per-hop packet loss probability 22ii%he case of Lites trace&, could still be
as small as 7, since the probability of losing 7 packets ircasgion is only 0.003%. (Given the small
domain size for the counter value as well as the usually squadlie size at each node, the duplicate
detection mechanism does not consume much memory. For éxaitngnly takes 36 bytes in the case
of Lites.)

In addition to duplicate detection, we also use buffer ceutt filter out obsolete acknowledgment.
Despite the low probability, packet forwarding/aimay be severely delayed, such that the queue buffers
signified in a block acknowledgment have been reusef tiyhold packets arriving later. To deal with
this, R attaches to each forwarded packet the ID as well as the coualtee of the buffer holding the
packet atS originally; whenS snoops a packet forwarded i, S checks whether the piggybacked
counter value equals to the current value of the correspgraliffer: if they are equak regards as valid
the piggybacked block acknowledgment; otherwiSeregards the block acknowledgment as obsolete

and ignores it.
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Aggregated-ack at the base station. In sensor networks, the base station usually forwards all th
packets it receives to an external network. As a result, tiddren of the base station (i.e., the nodes that
forward packets directly to the base station) are unabl@oo the packets the base station forwards,
and the base station has to explicitly acknowledge the padkeceives. To reduce channel contention,
the base station aggregates several acknowledgmentsdkets received consecutively in a short period
of time, into a single packet and broadcasts the packet tthitdren. Accordingly, the children of the

base station adapt their control parameters to the way geediation handles acknowledgments.

4.2 Differentiated contention control

In wireless sensor networks where per-hop connectivitglialvle, most packet losses are due to collision
in the presence of severe channel contention. To enabébielpacket delivery, lost packets need to be
retransmitted. Nevertheless, packet retransmission @mwagecmore channel contention and packet loss,
thus degenerating communication reliability. Also, thexrést unnecessary retransmissions due to ack-
loss, which only increase channel contention and reduceraorication reliability. Therefore, it is
desirable to schedule packet retransmissions such thatthaot interfere with transmissions of other
packets.

The way the virtual queues are maintained in our window-éssk acknowledgment scheme facili-
tates the retransmission scheduling, since packets avmatitally grouped together by different virtual
gueues. Packets in higher-ranked virtual queues have baesniitted less number of times, and the
probability that the receiver has already received the @@ck higher-ranked virtual queues is lower
(e.g., O for packets id)y). Therefore, we rank packets by the rank of the virtual qaduading the
packets, and higher-ranked packets have higher-priamityccessing the communication channel. By
this rule, packets that have been transmitted less numbiémes$ will be (re)transmitted earlier than
those that have been transmitted more, and interferenegbetpackets of different ranks is reduced.

Window-less block acknowledgment already handles padfetrehtiation and scheduling within a
node, thus we only need a mechanism that schedules packemission across different nodes. To
reduce interference between packets of the same rank aathtack network queuing as well as channel
contention across nodes, inter-node packet schedulingakes into account the number of packets of a
certain rank so that nodes having more such packets trasanfigr.

To implement the above concepts, we define the ranki(j) of a nodej as(M — k, |Qk|, ID(j)),
whereQ)y, is the highest-ranked non-empty virtual queug,dt);| is the number of packets i;, and
ID(y) is the ID of 5. rank(y) is defined such that 1) the first field guarantees that packeiadbeen

transmitted fewer number of times will be (re)transmittedlier, 2) the second field ensures that nodes
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having more packets enqueued get chances to transmitrearigk 3) the third field is to break ties in
the first two fields. A node with a larger rank value ranks highEhen, the distributed transmission

scheduling works as follows:
e Each node piggybacks its rank to the data packets it sends out

e Upon snooping or receiving a packet, a ngdeompares its rank with that of the packet senkler
j will change its behavior only ik ranks higher tharj, in which casej will not send any packet in
the followingw(j, k) x Ty time. T, is the time taken to transmit a packet at the MAC layer, and
w(j, k) = 4 — i, whenrank(j) andrank(k) differ at thei-th element of the 3-tuple ranks:(j, k)
is defined such that the probability of all waiting nodestsigrtheir transmissions simultaneously
is reduced, and that higher-ranked nodes tend to wait forteshbme. 7, is estimated by the

method ofExponentially Weighted Moving Average (EWMA)

e If a sending nodg detects that it will not send its next packet withify,, time (i.e., whery knows
that, after the current packet transmission, it will rankéo than another nodej,signifies this by
marking the packet being sent, so that the nodes overhehermacket will skipj in the contention
control. (This mechanism reduces the probability of idlétwg, where the channel is free but no

packet is sent.)

4.3 Timer management in window-less block acknowledgment

In window-less block acknowledgment, a sendestarts a retransmission timer after sending a packet,
and S retransmits the packet § has not received the corresponding ack when the timer times o
Retransmission timers directly affect the reliability ahd delay in packet delivery: large timeout values
of timers tend to increase packet delivery delay, whereadl $imeout values tend to cause unnecessary
retransmissions and thus decrease packet delivery t@fiabio provide reliable and real-time packet
delivery, we design mechanisms to manage the timers in wirldss block acknowledgment as follows.

(Again, we consider a sendSrand a receiveRR.)

4.3.1 Dealing with varying ack-delay

When the receiveR receives a packet. from the sendelS, R first buffersm in Qy. The delay in
R forwardingm depends on the number of packets in frontvofn )y. Since the number of packets
enqueued i)y keeps changing, the delay in forwarding a received packd? kgeps changing, which
leads to varying delay in packet acknowledgment. Therefiie retransmission timer at the sender

should adapt to the queuing conditionft otherwise, either lost packets are unnecessarily delayed
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retransmission (when the retransmission timer is too Jaogepackets are unnecessarily retransmitted
even if they are received (when the retransmission timedsinall).

To adaptively setting the retransmission timer for a padket sendelS keeps track of, by snooping
packets forwarded by, the lengths, of Qg at R, the average delay, in R forwarding a packet after
the packet becomes the headif, and the deviatiom. of d,. WhenS sends a packet t&, S sets the

retransmission timer of the packet as
(sr + Co)(d, + 4d..)

where(C is a constant denoting the number of new packetsihaiay have received sincelearneds,
the last time () depends on the application as well as the link reliability & is 3 in our experiments).
The reason why we use the deviatignin the above formula is that, varies a lot in wireless networks
in the presence of bursty traffic, in which case the deviatigproves estimation quality [9].

At a node, each local parameter(such asi, for node R) and its deviatiom’ are estimated by the

method of EWMA as follows:
a— (1 =7y)a+ya”

o = (1=7)a’ +7'|a" —af
wherey and~+’ are weight-factors, and” is the latest observation of. Empirically, we sety = % and

v = 1 in RBC.

4.3.2 Alleviating timer-incurred delay

The packet retransmission timer calculated as above isoats/e in the sense that it is usually greater
than the actual ack-delay [9]. This is important for redgdihe probability of unnecessary retransmis-
sions, but it introduces extra delay and makes network resswnder-utilized [20].

To alleviate timer-incurred delay, we design the followimgchanisms to expedite necessary packet

retransmissions and to improve channel utilization:

e Whenever the receiveR receives a packet from buffer n of the sendelS while R is expecting
(in the absence of packet loss) to receive a packet fromuffef S, R learns that packets sent
between those in buffers andn at .S, including the one im/, are lost. In this case? piggybacks
a block-NACK [n/, n) onto the next packet it forwards, by which the block-NACK dansnooped
by S immediately.

When S learns the block-NACK[»/,n) from R, S resets the retransmission timers to 0 for the

packets sent between thoserihandn (including the one im’), and for each of these packets,
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S moves the corresponding buffer to the tail@f_, if the buffer is currently at),. Therefore,
packets that need to be retransmitted are put into higméedavirtual queues and are retransmitted

quickly.®

e WheneverS learns that the virtual queug, of R becomes empty§ knows thatR has forwarded
all the packets it has received. In this caSegesets the retransmission timers to O for those packets

still waiting to be acknowledged, since they will not be (doeither packet-loss or ack-loss).

Similarly, whenS snoops the acknowledgment for a packetS resets the retransmission timer to

0 for those packets that are sent befordut are still waiting to be acknowledged.

e When a network channel is fully utilized, it should be budytla¢ time. Therefore, if the sendér
has packets to send, andSfnotices that no packet is sent by any neighboring node iniagef
C1 x Ty time, S sends out the packet at the head of its highest-ranked nptyenntual queue,
without considering the retransmission timer even if thekpa is to be acknowledgedC; is a
constant reflecting the desired degree of channel utitinaéind’),;; is the time taken to transmit
a packet at the MAC layer. (This mechanism improves chantiliation without introducing

unnecessary retransmissions because of the “differedt@intention control” in RBC.)

5 Experimental results

We have implemented protocol RBC in TinyOS using B-MAC. Ia tinplementation, the control logic
takes 185 bytes of RAM when each node maintains a buffer éapdlholding 16 packets, and the
control information piggybacked in data packets takes 1édfy RBC has successfully provided reli-
able and real-time data transport in the sensor network éigd@riment ExScal [1] where around 1,200
Mica2/XSM motes were deployed to detect, track, and chagsifuders.

We have also evaluated RBC in our testbed. In what followsdigeuss the performance of RBC,
compare RBC with SEA and SWIA, discuss the impact of the iddial components (i.e., window-less
block acknowledgment and differentiated contention cadphwf RBC, and analyze the timing-shift of

packet delivery in RBC.

Performance of RBC. Table 4 shows the performance results of RBC, and Figure Wshte distri-

®The movement of NACKed packets affect the buffering ordeuired by block-acknowledgment. Therefore, NACKed
packets are specially marked so that they are not mistakegrded as having been received; the mark for a NACKed packe
is reset after the packet is transmitted once more.

"Comparatively, the control logic of SEA uses 150 bytes of RivMifen each node maintains a buffer capable of holding
16 packets, and each explicit ack packet takes 16 bytes éoMtICA2 radio, including the preamble, the synchronization
code, and the ack-code; the control logic of SWIA uses 68sgfeRAM when the packet buffer size is 16, and the control
information piggybacked in data packets takes 8 bytes.
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Metrics RT=0|RT=1| RT=2

ER (%) 56.21 | 83.16 | 95.26
PD (seconds) | 0.21 1.18 1.72
EG (packets/sec) 4.28 5.72 6.37

Table 4: RBC in Lites trace
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Figure 7: The distribution of packet reception in RBC

bution of packet reception in RBC. From Table 4 and Figure & olvserve the following properties of

RBC:

e The event reliability keeps increasing, in a significant meanas the number of retransmissions
increases. The increased reliability mainly attributesetuced unnecessary retransmissions (by

reduced ack loss and adaptive retransmission timer) arahsghission scheduling.

e Compared with SWIA which is also based on implicit-ack, RBf@uces packet delivery delay
significantly. This mainly attributes to the ability of cimious packet forwarding in the presence

of packet- and ack-loss and the reduction in timer-incudeldy.

e The rate of packet reception at the base station and the gwedput keep increasing as the number
of retransmissions increases. When packets are retrdednip to twice at each hop, the event
goodput reaches 6.37 packets/second, quite close to tineabgiodput — 6.66 packets/second —

for Lites trace.

Compared with SWIA, RBC improves reliability by a factor ab3 and reduces average packet de-
livery delay by a factor of 10.91. Compared to SEA with B-MAgniply referred to as SEA hereatfter),
RBC improves reliability by a factor of 1.74, but the avergmeket delivery delay increases by a fac-
tor of 6.61 in RBC. Interestingly, however, RBC still impes/the event goodput by a factor of 1.75
when compared with SEA. The reason is that, in RBC, lost gacke retransmitted and delivered after
those packets that are generated later but transmitteddesiser of times. Therefore, the delivery delay

for lost packets increases, which increases the averagetpaelivery delay, without degenerating the
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system goodput. The observation shows that, due to the egigplication models in sensor networks,
metrics evaluating aggregate system behaviors (such &véime goodput) tend to be of more relevance

than metrics evaluating unit behaviors (such as the deldglimering each individual packet).

RBC compared with SEA and SWIA. To further understand protocol behaviors in the presence of
packet retransmissions, we conduct, as follows, a comparsiudy of RBC, SEA, and SWIA for the
case where packets are retransmitted up to twice at each hop.

Figure 8 compares the distribution of packet generationitiesltrace with the distributions of packet
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Figure 8: The distributions of packet generation and recept

reception in SEA, SWIA, and RBC. We see that the curve for padception in RBC smooths out and
almost matches that of packet generation. In contrast, mpackets are lost in SEA despite the fact that
the rate of packet reception in SEA is close to that in RBCkeadelivery is significantly delayed in
SWIA, in addition to the high degree of packet loss.

Based on the grid topology as shown in Figure 1(b), Figuray@() show the node reliability in SEA,
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Figure 9: Node reliability

SWIA, and RBC respectively. Figure 10 shows the cumulatig&riution of node reliability in SEA,
SWIA, and RBC. We see that node reliability improves sigatffity in RBC: only 4.17% of nodes have a
node reliability less than 80% in RBC; yet in SEA and SWIA,&d80% of nodes have a node reliability
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less than 80%.
Figure 11 shows the average node reliability in SEA, SWIA] RBC as the number of routing hops
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Figure 11: Node reliability as a function of routing hops

(to the base station) increases. We see that the node liglialbiRBC is much higher than that in SEA

and SWIA at every routing hop, and that the reliability at thehest hop in RBC is even greater than
that at the closest hop in SEA and SWIA. (Note that, in RBC rdason why nodes 5 hops away from
the base station have lower average delivery rate than riodegs away can be due to the specific traffic

pattern and the difference among nodes’ hardware.)

Breakdown of RBC. To understand the individual impact of window-less blockramvledgment and
differentiated contention control in RBC, we evaluate teef@rmance of RBC without using differen-

tiated contention control (i.e., RBC with window-less thacknowledgment only). Table 5 shows the

Metrics RT=0| RT=1| RT=2

ER (%) 5490 | 77.19 | 82.29
PD (seconds) | 0.22 1.12 1.52
EG (packets/sec) 4.04 4.13 4.12

Table 5: RBC without differentiated contention control

performance results. Comparing Table 5 with Table 4, wernvkdhe following:
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¢ Differentiated contention control improves packet delvperformance even when there is no re-
transmission (i.e., RT = 0). This is because the contentarirol reduces channel contention by

prioritizing channel access according to the degree of gaecumulation at different nodes.

o Without differentiated contention control, packet deliveeliability also improves significantly
when RT (maximum number of per-hop retransmissions) iseref&rom 0 to 1, but the improvement
becomes far less when RT increases from 1 to 2. This is becdhffiseentiated contention control

plays an increasingly important role when RT (thus chanoetention) increases.

Comparing Table 5 with Tables 1 and 3, we see that, with wintiss block acknowledgment alone,
RBC significantly improves the packet delivery performanfeSEA and SWIA. The reasons are as

follows:

e Compared with SEA, the channel contention is less in wintesg-block acknowledgment because
no explicit acknowledgment packet is generated (thus iiedute number of packets in the net-
work). Moreover, the intra-node packet prioritizationa(the queue management) in window-less

block acknowledgment also improves the packet deliveigivgity.

e Compared with SWIA, window-less block acknowledgment iovars packet delivery reliability by
reducing ack-loss probability (and thus reducing unnesggsacket retransmissions) and employ-
ing intra-node packet prioritization. Window-less bloakaowledgment also significantly reduces
packet delivery delay by careful timer management and bilamgacontinuous packet transmission

in the presence of packet- and ack-loss.

Timing-shift of packet delivery. In this paper, we focus on scenarios where packets are amesd
and thus we do not need to precisely preserve the relativegibetween packets as it is when they are
generated. Nevertheless, to characterize how RBC affeetetative timing of packets, we measure the

timing-shiftof packet delivery as follows:

Given a packef1 received at the base station, the timing-shift firis calculated as

|(R1 = Ro) — (S1— 50)|

where R; denotes the time wheR1 is received at the base statioR, denotes the time when a
packetP0 is received at the base station immediately beBie S; denotes the time wheR1 is

generated at some node in the network, 8pdenotes the time wheR0 is generated at some node
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in the network® For convenience, we set the timing-shift@dor the first packet received at the

base station.

Based on the above definition, we find that the average tirsimiig-is 1.0035 second for the packets
received in the case of RBC, and that the average timing-ishafound 0.1698 second in both SEA and
SWIA. Even though the timing-shift in RBC is predictably gter than those in SEA and SWIA, it is
still small enough for real-time event-driven applicaB®uch as Lites and ExScal [1] where high-level
decisions are based on data in the order of seconds. (Ndtdfthaed be, the timing-shift in packet
delivery can be reduced by tuning the queue managemenypoldndow-less block acknowledgment.

But the detailed study is beyond the scope of this paper.)

6 Discussion

In this section, we discuss how to extend the basic desigrBaf & support continuous event converge-

cast, and how to avoid queue overflow via flow control.

6.1 Continuous event convergecast

In event-driven applications, events are mostly rare anli-separated in time. But it may happen
(though with relatively low probability) that several e¥emappen continuously during a period of time.
In what follows, we first analyze the potential issues of tagi RBC in supporting continuous event

convergecast, then we extend RBC to solve the challenges.

Starvation of orphan packets. In RBC, window-less block acknowledgment and differesetiat
contention control ensures that packets having been tittednmfewer number of times will be
(re)transmitted earlier. This works without any problemttie case of single event convergecast. In
continuous event convergecast, however, fresh packetbecganerated continuously as long as events
keep occurring. Therefore, if RBC was applied without angsdtion, packets that need to be retrans-
mitted might be delayed in transmission or never get the @hdor channel access, since there might
exist fresh packets at the node itself or its neighbors mbghevtime; that is, the packets requiring
retransmission may starve in channel access.

On the other hand, not all queued packets will starve. Tonstaled this, we divide the queued packets

into two categories (according to the order of their trarssion relative to thanchor packe}) as follows:

8In this definition, we do not consider the packets that arg sy calculating the relative timing-shift between paisk
that are received at the base station.
®Defined in Section 4.1.
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e Orphan packetsthe packets sent earlier than the anchor packet.

We regard these packets as orphans in the sense that theavdelgments or NACKs have been
lost. In the window-less block acknowledgment, orphan peckvill not be acknowledged by the

receiver any more, and they may starve if fresh packets ke®ng.

e Awaiting packetsthe packets sent later than the anchor packet.

We regard these packets as awaiting in the sense that thejetaie be ACKed or NACKed, but

the corresponding acknowledgment packet has not beervedceGiven that nodes having fresh
packets tend to have higher priority in channel access, laaidtihe probability of losing several
ACK or NACK packets in succession is low (e.g., 5.15% forihgs? packets in Lites), the number of
awaiting packets tend to be small. Moreover, awaiting packél either be quickly acknowledged

or quickly become orphan. If an awaiting packet is acknogtet] it will be released or moved
to Qg for retransmission. Therefore, awaiting packets will nainge even if fresh packets keep

arriving.

Given that only orphan packets may starve in the case ofraamiis event convergecast, we only need to

adapt the packet scheduling of RBC to avoid starving orplaekets.

Probabilistic scheduling of orphan packets. One simple way to avoid starving orphan packets is to
always put them i)y once they become orphan. Nevertheless, one shortcomirtgsoapproach is
that the detection of new events may be delayed, becausesliierg of new packets is delayed. This
becomes undesirable especially in the case of incremeveat eletection where the first few packets
related to an event should be delivered as soon as possibtgeoler, an orphan packet may have
already been received (if the packet becomes orphan beofask loss).

Therefore, we first analyze the importance of orphan padkéesms of the new information they may
carry (since there is no need to transmit an orphan packeh#d already been received). To this end,
we calculate thgrobability P, that an orphan packet has not been receiaadfollows: (Interested
readers can check the detailed derivation in Appendix A2.)

(1—(p;

rbe

k .
))ﬁlgr,bc if k>0

if k=0

]Dloss =
p
p+P’r‘lbc
wherek is the number of times that an orphan packet has been retittesisiue to timeout of retransmis-
sion timersp is the packet loss rate, aml,, = p— W?fp—ﬁ{m. In the case of Lites [3]p = 22.7%.

Then, P, is 71.86% and 65.47% fdr = 0 andk = 1 respectively. Therefore, the probability that an

orphan packet has been lost in previous transmissionshs(ig., up to 71.86% in Lites).
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To take into account the probability that an orphan packatytey new information, we adapt the

intra-node and inter-node packet scheduling of RBC asvialio

e Intra-node schedulingln short, the scheduling is adapted so that an orphan packegarded as a
fresh packet with the probability that the packet has besn More specifically, the adaptation is

as follows:

— If the head packepkty of the highest ranked non-empty virtual quee (0 < k& < M) is
ready for (re)transmissiol, the nodeS selects the head of the orphan packete transmit
with the probability P, that the packet has not been received. Accordinglselects packet
pkto to transmit with probability1 — P, ).

— If the head packetkt, of the highest ranked non-empty virtual quepg (0 < k < M) is not

ready for (re)transmissiorf selects the head orphan packet to transmit with probaHility

¢ Inter-node scheduling.This relates to the distributed contention control in RB&ni&r to intra-
node scheduling, the definition of the node rank is adapteeigard an orphan packet as one&Jjp
with certain probability. More specifically, if a nodehasM orphan packets, then, in calculating
its node rank,S regards these orphan packets@sﬁ 1 Pi) number of packets i)y, whereP;

denotes the probability that theh orphan packet has not been received.

Via the above adaptation to intra-node scheduling, we have
Theorem 1 (Freedom of packet accumulation)The orphan packets at a node do not accumulate in-
definitely, as long as the packet loss rate along a link istleas 49.14%.

(Interested readers can check Appendix A3 for the proof.)

For routing in wireless sensor networks, reliable links @saally chosen (especially for heavy-load
bursty convergecast). In Lites, for instance, the averagenpp packet delivery rate is still as high as
77.3 % despite the high channel contention. Therefore,rgasonable to assume that routing links do
have packet delivery rate greater than 50.86% (i.e., (1@14%) in practice. Thus, the adpated intra-
node scheduling not only prevents orphan packets fromigtabut also guarantees that orphan packets
do not accumulate indefinitely. (In the worst case when saméng links happen to have reliability
lower than 50.86%, the mechanisms to be discussed in thesnbsgéction can deal with the problem of
gueue accumulation.)

We have implemented the above extensions to RBC, and exgrtialty evaluated the performance of

the extended RBC in our testbed by injecting Lites trafficdran succession. We observe the following:

19A packet is ready for transmission if it is @o or if the retransmission timer associated with the packet is
The orphan packets are organized as an ordered list via tiiowiless queue management. Moreover, by the way RBC
operates, the retransmission timers for orphan packe® are
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e The performance (e.g., in event reliability and packetvéei delay) of the extended RBC in con-
tinuous event convergecast is very similar to that of thecb@8C in single event convergecast.
Moreover, there are very few orphan packets (no more tham dque on average) and they do not

accumulate.

e In the case of single event convergecast, the extensionmtbeegenerate the performance of RBC.
For instance, the difference between the extended and #ie ersion of RBC in average event

reliability is within 2%.

6.2 Flow control

In the presence of high traffic load, the packet queue at a nmeaccumulate and overflow if the
corresponding senders transmit too many packets in a sht This issue can be avoided by proper
flow control, and has been well studied in [18, 8]. We have enm@nted a simple hop-by-hop flow

control mechanism (to work with RBC) as follows:

e When forwarding packets, a node piggybacks the number efqueue buffers at its place.

e Whenever a sendef detects that the numbér,. of free queue buffers at the receiv@ris below a
thresholdZ, S will stop sending any packet in the followind. — L,) x d. r time. L is a constant
chosen such that the probability of losihgpackets in succession is negligible (by which the sender
will not fail to detect the congestion state at the recejvangd, r is the average interval between
R releasing one buffer and the next one while there are paekefseued aRk. (R estimatesi, r

by the method of EWMA.)

e After learning the numbef, of free buffers at the receivék each time, the sendér will send at
mostL, packets taR in the following L, x d. r time unlessS snoops another packet forwarded by
R.

e To help relieve queue congestion, the nodes having lessltltareue buffers are not subject to the

differentiated contention control.

Via testbed-based experiments and outdoor deployment $t&ly1], the above mechanism has been

proved to be highly effective in avoiding queue overflow.

7 Related work

The performance of packet delivery in dense sensor netwakdeen studied in [21]. The results show

that, in the presence of heavy channel load, a commonly wssdrécovery scheme at link layer (i.e.,

24



lost packets are retransmitted up to 3 times) does not madlepkoss, and more than 50% of the links
observe 50% packet loss. The observation shows the chalt@mgliable communication over multi-hop
routes, since the reliability decreases exponentiallhasmumber of hops increases.

The limitations of timers in TCP retransmission control édeen studied in [20]. The author ana-
lyzes the intrinsic difficulties in using timers to achievatimal performance and argues that additional
mechanisms should be used. Despite its focus on TCP, the alsml applies to retransmission control
in sensor networks.

Block acknowledgment [5] has been proposed for error as aellow control in the Internet. It
considers the problem of in-order packet delivery. Therefa lost packet blocks the delivery of all the
packets that are behind the lost one but have reached theer@s a result of which packet delivery
delay is increased. Moreover, a sender can send packetssatumao its window size once a packet
is sent but unacknowledged, thus the channel resource maydse-utilized!? Block acknowledgment
also uses timers without addressing their limitations clvigsian render additional delay in packet delivery.

For packet-loss detection and retransmission control, BFR] uses stop-and-wait implicit ack
(SWIA). Yet DFRF does not address the issue of retransmmssiturred channel contention. More-
over, the retransmission timers in DFRF do not adapt to tha@ngack-delay, which can introduce more
retransmission or delay than necessary. To reduce the mwhpeacket transmissions, DFRF uses raw
data aggregation where multiple short packets are cormiggno form a longer packet. In the type of
bursty convergecast as experienced by Lites and ExScait j&]more difficult to perform data aggre-
gation at the mote level because motes detecting an evettecanultiple hops away from one another
and the length of a single sensor data entry is more than hdiégacket length. Therefore, the current
implementation of RBC is based on the paradigm of implick-to reduce the number of packets com-
peting for channel access. On the other hand, we believéhatethodologies developed in RBC (e.g.,
window-less block acknowledgment and differentiated eotibn control) can also be applied when
there is data aggregation, in which case we can use exatikipackets to send out control information.
The detailed study on this is a part of our future work.

RMST [15] and PSFQ [17] have shown the importance of hopdgy{acket recovery in sensor net-
works. Yet RMST and PSFQ do not focus on bursty convergeclserefore, they do not cope with
retransmission-incurred channel contention, they do aeigth mechanisms to alleviate delay incurred
by retransmission timers (whose timeout values are coaseely chosen to reduce unnecessary re-

transmissions), and they do not design mechanisms to ratiecprobability of ack-loss. Our work

2The situation is worsened by the fact that the window sizess than half of the buffer size in block acknowledgment and
the fact that the buffer size is usually small (e.g., 16) iraldss sensor networks due to limited RAM.
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complements theirs by identifying issues with existing fayghop mechanisms in bursty convergecast
and proposing approaches to address the issues.

CODA [18] and ESRT [13] have studied congestion control msse networks. They consider a traffic
model where multiple sources are continuously or perididiggenerating packets. Therefore, they do
not focus on real-time packet delivery in bursty convergecand they do not consider retransmission-
incurred delay as well as channel contention. Recent woi@] iand [7] has studied different techniques
for mitigating congestion and guaranteeing fairness ieless sensor networks. Our work complements
theirs by focusing on retransmission-based error contrdratransmission scheduling. Several transport
protocols, such as ATP [16] and WTCP [14], are also proposedvireless ad hoc networks. Again,

they do not face the challenges of reliable bursty convergiec

8 Concluding remarks

Unlike most existing literature on reliable transport imser networks that focuses on periodic traffic,
we have focused on bursty convergecast where the key chafiaare reliable and real-time error control
and the resulting contention control. To address the unitpadlenges, we have proposed the window-
less block acknowledgment scheme which improves chaniidatibn and reduces ack-loss as well
as packet delivery delay; we have also designed mechanisethédule packet retransmissions and to
reduce timer-incurred delay, which are critical for releabnd real-time transport of bursty traffic. With
its well-tested support for reliable and real-time transpb bursty traffic, RBC has been applied in the
sensor network field experiment ExScal [1] where about 1R@@2/XSM motes were deployed.

From protocol RBC, we see that bursty convergecast not arggp challenges for reliable and real-
time transport control, it also provides unique opporiesitfor protocol design. Tolerance of out-of-
order packet delivery enables the window-less block ackedgment, which not only guarantees con-
tinuous packet delivery in the presence of packet- and eskbut also facilitates retransmission schedul-
ing. Overall, the unique network as well as application niedesensor networks offer opportunities for
new methodologies in protocol engineering and are intagstreas for further exploration.

In designing RBC, we have focused on reliable bursty comeast in event-driven applications. Nev-
ertheless, we believe some techniques of RBC (e.qg., diffiated contention control) can be applied to
the case where data traffic is periodic or continuous. Destastudy of this is beyond the scope of this

paper, and we regard it as a part of the future work.
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Appendix

Al: ack-loss probability in RBC

For convenience, we define the following notations:

p : the probability of losing a single (data) packet;

N : the number of packets received in succession
without any loss in the middle;

N’ : the number of packets lost in succession;

B : the number of packets received in succession
without any loss in the middle, after a packet
is already received;

A . the number of times that the acknowledgment

for a packet is received at the sender.

Assuming that packet losses are independent of one anatadrave the probability mass functions

for random variablesv and N’ as follows.

PIN=Fk = pl-p)*
PIN'=k = (1-pp"

In RBC, when a packet: is received at a receivak, the acknowledgment far: can reach back to
the sendef in two ways: S snoopsn when it is forwarded by later, with probabilityP;.; ¢; or S does
not snoopm but snoops a packet whose block acknowledgment acknovdatigereception ofi, with

probability P,,. Therefore, the probability,.;. of S receiving the acknowledgment for can be derived

as follows:
Pty = 1-p
Poo = pXioP[B=FkP[A>1]B =k
= ka =0 P[B =k|(1 - P[A=0|B = k)

= P PIN=k+1](1 - P[N" = k)

p(1—3p+4p® —2p%)

- 1—p+p2
Py = Pself+Pba
- 1_ p+ ;1)(1—3;1)+4;1)2—2;1)3)

1—p+p?
Then, the probability”’, . of losing the acknowledgment for a packet in RBQ is Py,
In the case of Lites trace and implicit-agk—= 22.7%. ThereforeP’

e = 8-89%), reducing the ack-loss
probability of SWIA by a factor of 2.07.
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A2: probability that an orphan packet has not been received

According to the analysis in Appendix Al, if the probabildflosing a single data packetsthen the
probability P/, . of losing an ACK for a packet is calculated as follows:
, p(1 = 3p + 4p* — 2p°)

rbc — P — 1_p+p2 (l)

Thus, if a packet has been retransmitte(ft: > 0) times not due to NACK (but due to retransmission
timer timeout), then the probability that the packet hasbeeeived by the receiver (sP;bc)’“ :
Given that the NACK for a lost packet is piggybacked onto agetcket only once, the probability

P,... Of losing a NACK for a lost packet is simply calculated as:

Pnack =p (2)

Therefore, if an orphan packet has been retransmittgd> 0) times not due to NACK, the probability

P, that the packet has not been received can be calculated@sdol

Prac 1
(1= (Plpe)") p2edhs— i k>0
Ploss = e rbe

Prack 1 —
——nack if k=
Prack +P7{bc k 0

Therefore,

1— (P —2— ifk>0
Ploss = { | ( TbC) )p+PTbC (3)

A3: proof of Theorem 1
Theorem 1 (Freedom of packet accumulation)The orphan packets at a node do not accumulate indef-

initely, as long as the packet loss rate along a link is leas #9.14%.

Proof: We first compute the probability’,,,, that an enqueued packet becomes an orphan packet.
According to the definition of orphan packet, a packet beorphan when either of the following
hold: it has been received, but the corresponding ACK is lib$tas been lost, but the corresponding

NACK is lost. Therefore, we calculatg,,,, as follows:
Porph:(l_p)XP;bc+pXPnack (4)

wherep is packet loss rate along a link.

To assure that orphan packets do not accumulate indefimitely if fresh packets keep arriving, we
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only need to ensure th#,,,, is less tharP,,,,, the probability that an orphan packet will be transmitted.
From Formula 3, we see th&},ss is minimum whenk = 1, that is, mir{ Pj,ss) = (IP_P;Z%. To
nac T‘bC

guarantee thak,,,, is less thanP,,,, we only needP,,,, < min(FP,,,), that s,

(1 - P,ibc)Pnack:

1—p)x P x P, <
( p) rbe TP nack Pnack + Pvfbc

Solving this inequality, we get < 49.14%.

More intuitively, Figure 12 shows the relationship betwégp,, and mir( P, ), asp changes.

1%
\;K\
o8 ¥
* N
* ~
0.6
—+ Porph
% min(PIOSS)
0.4r
s .
0.2r B . y
¥ -
" *
ol sy . . . .
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Figure 12:P,,,, vS. MiN(Pjyss)
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