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Abstract—Interference modeling is crucial for the perfor-
mance of numerous WSN protocols such as congestion control,
link/channel scheduling, and reliable routing. In particular,
understanding and mitigating interference becomes increasingly
important for Wireless Sensor Networks (WSNs) as they are
being deployed for many data-intensive applications such as
structural health monitoring. However, previous works have
widely adopted simplistic interference models that fail to capture
the wireless realities such as probabilistic packet reception per-
formance. Recent studies suggested that the physical interference
model (i.e., PRR-SINR model) is significantly more accurate than
existing interference models. However, existing approaches to
physical interference modeling exclusively rely on the use of
active measurement packets, which imposes prohibitively high
overhead to bandwidth-limited WSNs. In this paper, we propose
the passive interference measurement (PIM) approach to tackle
the complexity of accurate physical interference characterization.
PIM exploits the spatiotemporal diversity of data traffic for radio
performance profiling and only needs to gather a small amount
of statistics about the network. We evaluate the efficiency of PIM
through extensive experiments on both a 13-node and a 40-node
testbeds of TelosB motes. Our results show that PIM can achieve
high accuracy of PRR-SINR modeling with significantly lower
overhead compared with the active measurement approach.

I. INTRODUCTION

Interference is a fundamental issue in wireless networks.
Due to the broadcast medium, wireless transmissions from
one radio interfere with the receptions of surrounding ra-
dios resulting in packet loss and low network throughput.
Accurate characterization of the performance of links/nodes
under interference is crucial for the efficient operation of
many wireless protocols such as congestion control [15],
rate allocation [14], and link/channel scheduling [S][7][12].
In particular, Wireless Sensor Networks (WSNs) are being
increasingly deployed for data-intensive applications, such as
structural health monitoring [21], which constantly suffer from
interference caused by heavy traffic flows. It is thus critical to
accurately measure and model the interference among wireless
sensors in these applications.

Previous works on WSNs have widely adopted simplistic
interference models for protocol design and evaluation. Exam-
ples include the disc model (also referred to as the protocol
interference model) and the hop model [11]. By adopting
distance or hop-based metrics, these models greatly simplify
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the design and evaluation of wireless networks. Unfortunately,
they have largely failed to capture the complex realities of
low-power wireless radios such as the probabilistic packet
reception caused by environmental noise and interfering trans-
missions [11][19][22].

Recently, several empirical studies[11][17][18][19] have
been conducted to investigate the interference on various
wireless platforms. Despite the variation of the results, these
studies have suggested that the packet-level physical interfer-
ence model (also referred to as the packet reception ratio
(PRR) versus SINR model or PRR-SINR model) can be
estimated based on packet statistics and the received signal
strength (RSS) available on commodity radios. In contrast to
the existing simplistic models, the PRR-SINR model offers
significantly improved realism by accounting for the impact
of various dynamics (e.g., environmental noise and concurrent
transmissions). Recent studies [5][7][11][17][18] showed that
numerous protocols on link scheduling, topology control, and
medium access control (MAC) can significantly benefit from
using the PRR-SINR model.

However, a key challenge of fully exploring the potential
of PRR-SINR model in practical protocol design lies in the
high complexity of accurately measuring it at run time. In
particular, to achieve satisfactory measurement accuracy, the
reception performance of a radio must be carefully profiled
under different SINRs, which incurs high time complexity and
message overhead [11][19]. The existing interference measure-
ment methods are based on the active approach where each
node must transmit/receive extensive measurement packets in
order to generate accurate PRR-SINR models. For instance,
in [9][13][16], PRR-SINR models need to be seeded by O(N)
trials in an N-node network where each node transmits in
turn while receivers measure the channel condition. Such high
complexity, although possibly acceptable for 802.11-based
networks, can easily counteract the benefit of adopting the
PRR-SINR model in bandwidth-limited WSNs.

In this paper, we propose a new approach called passive
interference measurement (PIM) to tackle the complexity of
accurate physical interference characterization. A key advan-
tage of PIM over existing active interference measurement ap-
proaches is its extremely low overhead: each node only needs
to measure a small amount of statistics such as timestamps
and received signal strength (RSS) of data packets. Moreover,
it completely avoids frequent time synchronization [19] or



the transmission of a large amount of measurement packets
[9][11][16]. The collected statistics are used to infer the
interference among nodes by mining the correlation between
PRR and RSS measurements, and eventually build the PRR-
SINR models. PIM is opportunistic in nature as it exploits
the spatial and temporal diversity of data traffic to profile
radio performance under different levels of interference. We
implemented PIM in TinyOS-2.0.2 and conducted extensive
experiments on both a portable 13-node and a fixed 40-node
testbeds of TelosB motes[2]. Our experimental results show
that PIM can achieve high accuracy of PRR-SINR modeling
with significantly lower overhead compared with the active
measurement approach.

The rest of the paper is organized as follows. Section
IT reviews related work. Section III describes the problem
we study in this paper. Section IV presents the design and
implementation of PIM. In Section V, we discuss how to
minimize the set of reference nodes used by PIM for model
generation. Section VI presents the experimental results and
Section VII concludes the paper.

II. RELATED WORK

The previous studies that are related to this paper fall into
the following three directions.

Link quality measurement and modeling: Recent empiri-
cal studies [6][20][22] revealed the prevalence of lossy and
asymmetric links in low-power wireless networks. Moreover,
the communication range of nodes exhibits a transitional
region where receivers experience highly variable reception
performance. In [24], an analytical model is proposed to
estimate the transitional region in the communication range
of CC1000 radios. The root causes of the variable link-level
performance include external noise, random interference, and
the transitional region in the PRR-SINR relationship of radio
transceivers.

Measurement-based interference modeling: Son et al. [19]
studied the PRR-SINR model of CC1000 radios and showed
that the SINR threshold changes with the number of inter-
ferers. This result, however, is inconsistent with more recent
findings on other radio platforms (e.g., CC2420) [11][17]. In
[11], a set of interference models, including the PRR-SINR
model, disc model, and the thresholded physical interference
model are studied based on CC2420 radios for their modeling
accuracies and impacts on link scheduling performance. In
particular, it is shown that adopting the PRR-SINR model can
lead to significant link throughput improvement. Reis et al.
[16] presented interference and packet delivery models that
can be instantiated by packet transmission traces. Qiu et al.
[13] proposed a general interference model to characterize the
interference among arbitrary number of 802.11 senders and
predict the resultant throughput. In [9], a measurement-based
approach is proposed to model the interference and link ca-
pacity in 802.11 networks. All the above studies employed the
active approach to interference measurement, which requires
nodes to periodically transmit and receive control packets..

Interference-aware link scheduling and MAC protocols: The
problem of link scheduling under the physical interference
model has recently received significant attention. It is shown
in [7] that the problem of finding a minimum-length collision-
free schedule is NP-complete. A computationally efficient
heuristic with provable performance bound is proposed in
[5]. The complexity of scheduling a set of communication
requests is also studied in [12]. In our earlier work[17], a
new MAC protocol called C-MAC is developed to maximize
the aggregate throughput of a wireless cell based on the
empirical PRR-SINR model. All the above works require
accurate interference models.

III. PROBLEM STATEMENT

The objective of this work is to accurately measure the
PRR-SINR interference model with the minimum overhead. In
this section, we first discuss the characteristics of PRR-SINR
model. We then motivate this work using empirical results on
TelosB motes.

A. Understanding the PRR-SINR model

According to communication theory, the bit error rate
(BER), i.e., the probability that a transceiver r successfully
receives an incoming bit 7, denoted by p,.(7), is governed by
the following model:

signal power of 7
I +n,

where I, is the interference experienced at r, which is equal
to the power of other nodes’ transmissions and electromag-
netic signals from the environment. n, is a random variable
that equals the power of ambient noise. (3, is a constant
determined by the modulation scheme and the transceiver
sensitivity. Unfortunately, the above BER-SINR model cannot
be directly measured on commodity radio transceivers [16].
As a result, most recent empirical studies [9][13][16][19] have
adopted a measurement-based packet-level interference model
that correlates packet reception ratio with SINR and is also
referred to as the PRR-SINR model. In the PRR-SINR model,
the probability that a transceiver r successfully receives an
incoming packet w is given by:

pr(T) = Prob > B (1)

(@)

pr(w) = f( RS5w) )

RSS(I;) + 7
where function f(-) can be determined by the measurements
of SINR and PRRs. 7, is the measured average power of
ambient noise. RSS(w) and RSS(I,) are the signal power
of packet w and interfering transmissions I, respectively. In
contrast to the BER-SINR model, the PRR-SINR model can be
measured on most commodity radio transceivers. In particular,
the RSS values and 7, in Eq. (2) can be obtained from a radio
hardware register called RSS Indicator (RSSI) that is available
on commodity wireless platforms. And p,(w) can be measured
as the link-level packet reception ratio (PRR). Moreover, the
PRR-SINR model is critical for optimizing wireless protocol
performance because it can predict the PRR of a link when
it experiences interference. Due to the measurability and the
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Fig. 1. The PRR-SINR models measured on the same node at different
locations and times.

prediction power, the PRR-SINR model has been widely
used in the empirical performance modeling of wireless links
[91[13][16][19].

B. Measuring the PRR-SINR model

We now experimentally analyze the PRR-SINR model based
on our measurements on TelosB motes equipped with CC2420
radios. The details of the measurement methodology are
discussed in the rest of this paper. Fig. 1(a) shows the models
measured in an office at different times during a day. Fig. 1(b)
shows the models measured in three different environments:
an office, an outdoor open platform, and a small park. Two
observations can be made from these results. First, the PRR-
SINR curve has a transitional region of about 5 dB wide in
which the PRR gradually grows from zero to one. This result
is consistent with the findings reported by recent empirical
studies [9][13][16][19] except the slight variation in the width
of the transitional region. Second, the PRR-SINR model yields
significant spatial and temporal variation. Fig. 1 shows that
the PRR of a radio under the same SINR may vary as much
as 55%. These results demonstrate the need of measuring
the PRR-SINR model in an online manner at run time.
This requirement poses a major challenge for existing active
interference modeling methods as they exclusively relied on
carefully controlled measurements [17][19] or extensive data
trials [9][16].

Several mathematical functions have been proposed to de-
scribe the PRR-SNR model in previous studies. For instance,
two functions are specified in the 802.15.4 standard [8] and
TinyOS 2.1 [4]'. However, it is challenging (if not impossible)
for these models to capture the significant spatial and temporal
variation of the PRR-SNR relationship measured in reality (see
Fig. 1). Although the passive measurement approach proposed
in this paper can be used to build various realistic interference
models, we employ a measurement-based PRR-SINR model
as follows. For a node v, ©(v) represents a set of tuples
(prr, sinr) in node v’s PRR-SINR model, where sinr is an
SINR value (in the unit of dB) within the transitional region
[t:(v), ty(v)]ap and prr is the PRR of node v when the SINR
is equal to sinr. ©(v) can be formally defined as follows.

O(v) = {(prr, sinr) | prr € [0,1]; sinr € [ti(v), tu(v)]la} ()

The model is implemented in tinyos-2.x/tos/lib/tossim/CpmModelC.nc.

The above model is essentially a discrete version of the
function defined in Eq. (2). A similar model was used in [17]
to design a new MAC protocol in TinyOS 2.x that allows nodes
to tune their transmit power for throughput maximization. The
key advantage of the model in Eq. (3) is that it can accurately
capture the relationship between PRR and SINR based on the
RSSI values provided by most commodity radios. We define
sinr as integer decibels (dB) because the RSSI of most low-
power radios (e.g., CC2420 and CC1000) offer a sensitivity
of 1 dBm. However, Eq. (3) can be easily extended for radios
with more sensitive RSSIs.

The objective of this work is to accurately measure the PRR-
SINR model defined in Eq. (3) with the minimum overhead.
Specifically, our problem can be defined as follows. For a
given set of nodes @ in the network, the objective is to measure
{©(v) | v € ®} - the PRR-SINR models of all nodes in . We
note that set ® may include all or a subset of nodes in the
network whose interference conditions are critical for system
performance. For instance, multi-hop 802.15.4 networks are
typically composed of a number of clusters with star topology.
® may include all cluster heads in such a case. In this
paper, we propose a novel approach called Passive Interference
Measurement (PIM) that can measure the PRR-SINR model
at extremely low overhead.

IV. THE DESIGN AND IMPLEMENTATION OF PIM

This section describes the design and implementation of
PIM. We first give a brief overview of our approach in Section
IV-A. The components of PIM are discussed in details in
Sections IV-B to IV-D.

A. Overview

The major design objectives of PIM are low over-
head and high accuracy. In contrast to the existing meth-
ods [9][16][17][19] that rely on extensive special measurement
packets, PIM uses the statistics of data packets for building the
PRR-SINR model, and only generates light extra traffic. This
feature is particularly desirable for bandwidth-limited WSNs.
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Fig. 2. The system architecture of PIM.

We assume that network has a tree-based topology in
which all nodes send their data to the base station or ag-
gregator node. We note that such a topology is commonly
used in WSN applications. PIM does not depend on any
particular MAC protocol. It generates PRR-SINR models by
measuring packet-level interference in the network. We note
that significant interference may exist even when a network
adopts interference mitigation techniques such as CSMA and



TDMA. In particular, the TDMA schedule constructed based
on simplistic interference models often cannot effectively
avoid packet collisions because these models do not account
for the spatiotemporal dynamics of interference as discussed
in Section III.

Fig. 2 shows the system architecture of PIM. It is composed
of three parts that reside on different nodes in the network. We
refer to the nodes whose PRR-SINR models are to be mea-
sured as m-nodes. PIM employs an asymmetric architecture:
ordinary nodes only collect simple packet statistics such as
transmission/reception times and RSS, while the aggregator
analyzes the statistics and generates the PRR-SINR models
of m-nodes. In Section IV-E, we discuss how to extend the
design of PIM to the case where the PRR-SINR models can
be generated by non-aggregator nodes in a network.

For a given m-node, PIM chooses a set of nodes, referred to
as reference nodes or r-nodes, to help measure the PRR-SINR
model of the m-node. An important property of r-nodes is that
their transmissions must interfere with the packet reception of
the m-node. In other words, an r-node may be a child of the
m-node on the data routing tree or an interferer whose data
transmissions interfere with the data reception of the m-node.
We note that an m-node can also be the r-node of another
m-node.

The timestamping component records the time when an
r-node forwards each packet and the time when an m-
node receives each packet. In addition, the RSS measure-
ment component on m-nodes records the RSS values of
the received packets. Note that the transceiver of an m-
node works in the promiscuous mode and records the in-
formation of the packets it overhears. The recorded statistics
are then transmitted to the aggregator, which generates the
PRR-SINR models of m-nodes. The timing information of
packet transmission/reception provides important clues about
the signal contention at each m-node. Combined with the RSS
measurements, they can be used to determine the SINR of
each packet reception. The PRR of each m-node can also
be computed from the packet timing information. Finally,
the model generation component of aggregator constructs the
PRR-SINR model of each m-node.

A key advantage of the PIM architecture is that it introduces
little overhead at resource-constrained nodes while letting the
resource-rich aggregator perform more computationally inten-
sive tasks such as data processing and model generation. The
generated PRR-SINR models can be directly provided to other
components in the system, such as centralized link/TDMA
scheduling algorithms [5][7] that are executed by the aggre-
gator. If the PRR-SINR models are needed by a distributed
system component, they can be sent to other nodes by the
aggregator. As discussed in Section III-B, a PRR-SNR model
can be efficiently encoded by a few bytes.

We now use a simple example to illustrate the basic idea
of PIM. In Fig. 3, the PRR-SINR model of the m-node
mq will be measured using two r-nodes, 1 and r2. The
solid arrows represent the data communication links while
the dashed arrow represents the interference link. The time
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Fig. 3.  An example of PRR-SINR model generation by PIM.

sequence of packet transmissions is shown below the topology.
After p; is transmitted by 71, it is successfully received by
my1. rp records the time when packet p; is transmitted while
my records the reception time and its RSS. As ps and pj
are transmitted by ro and r; roughly at the same time, they
collide at node m;. However, po is successfully received by
m; due to higher signal power. In contrast, when p, and ps
collide at node m, both of them are lost. Such a probabilistic
reception performance suggests that, when r; and 79 transmit
simultaneously, the resulting SINR falls in the transitional
region of the PRR-SINR model of m;. Based on the statistics
collected by 71, 73, and m, the aggregator will find scenarios
with different SINRs and then compute the PRR for each of
them. Two different SINRs can be found in this example. The
SINR of p; can be computed by the RSS of p; and noise.
Moreover, the SINR of two packet collisions can be computed
by the RSS of ps, ps and noise, where,for simplicity of this
example, the RSS of ps is assumed to equal that of p; and
the noise power is assumed to equal the one measured before
the reception of p;. The PRRs for the above two cases are
100% and 50%, respectively. In realistic settings with more
nodes and packet transmissions, the aggregator can find SINRs
that are more different and compute the corresponding PRRs,
which allow to construct the complete PRR-SINR model of
the m-node of interest. We note that the PRR-SINR model
constructed in this example has little statistical significance
due to the small sample size. However, this issue can be
addressed when the aggregator accumulates more statistics.

As illustrated in the above example, PIM is opportunistic in
nature as it exploits the spatiotemporal diversity of data traffic
for profiling the transceiver’s reception performance under
different SINRs. The accuracy of the PRR-SINR models mea-
sured by PIM depends on the correct identification of packet-
level interference and computation of the resulted SINRs
at m-nodes. PIM identifies packet interference by analyzing
the temporal correlation among packet transmission/reception
events. However, considerable false positives may be resulted
because packets transmitted at the same time by two nodes
far apart do not necessarily cause interference at the receiver.
Filtering out such false positives is not trivial as real interferers
of the receiver may lie outside of the communication range.



The interferer detection component of PIM employs a novel
mechanism to accurately detect packet-level interference with
a low false positive probability.

The main overhead of PIM is due to the use of r-nodes
as they merely help the PRR-SINR measurement of m-nodes.
However, we show that minimizing the set of r-nodes while
achieving the same level of model accuracy is NP-hard. PIM
includes an efficient algorithm (reference set cover component
in Fig. 2) that greedily chooses the r-nodes based on their
utilities, which can significantly reduce the number of total
r-nodes needed in model measurement.

B. Timing and RSS measurement

We now describe how PIM measures the timing and RSS
of packets. Specifically, an r-node records the time instance
when each packet is forwarded by it. An m-node records the
time instance when each packet is received or overheard, the
RSS of the packet, and the RSS of external (background)
noise. The information recorded by each node is periodically
aggregated into special packets and sent to the aggregator
node. Alternatively, such information may be piggybacked
in data packets; but this often incurs considerable overhead
due to packet buffer copying, and hence is not adopted by
PIM. The timing information (i.e., transmission and reception
times) are used to estimate the air-time of a packet, which
is crucial to infer the interference among packets. Moreover,
as the reception time of a packet is recorded at each hop, it
allows the aggregator to compute the PRR of a link.

An m-node obtains the RSS of an incoming packet from the
meta data in the packet. In addition, each m-node periodically
estimates the power of external (background) noise by reading
the value from the RSSI register. However, the noise RSS may
also contain the signal power of incoming packets transmitted
by other nodes. PIM can filter out such interference by using
the packet transmission and reception times recorded.

Several issues must be addressed in order to accurately
measure the timing information of packets. When CSMA is
adopted at the MAC layer, several attempts may be needed
before a node seizes the channel. PIM records the time (in
milliseconds) when the channel is idle and the packet is passed
to the transceiver. However, for a packet-based transceiver
(i.e., CC2420), the exact time that the first bit of packet is
transmitted to the channel is determined by the transceiver
hardware. Our experiments show that the timing error caused
by radio hardware is not significant.

C. Interference Detection

To measure the PRR-SINR model of an m-node, PIM needs
to know the r-nodes whose transmissions interfere with the
packet reception of the m-node. Existing methods of inter-
ference detection [23] require active probes among nodes. In
contrast, PIM identifies interferers of an m-node by analyzing
the timing and RSS measurements collected by both the m-
node and the interfering r-nodes. Based on this information,
the aggregator “reconstructs” the interference that occurred

among the packet transmissions, computes the SINR of each
received packet, and finally generates the PRR-SINR model.

A challenge of interference detection is that r-nodes are
often out of the communication range of an m-node. As a
result, packet timing information may lead to false positives.
We now illustrate this using an example. Suppose an m-node
a senses interference after receiving a packet with higher RSS.
The air-time of the packet overlaps with those of two packets
sent by r-nodes b and c, respectively. If both b and c are out of
the communication range of a, one cannot determine whether
b or ¢ or both are interferers. If both b and ¢ are classified as
interferers of @ when only one of them is actually an interferer,
the SINR of the received packet will be underestimated, thus
leading to errors in the computed PRR-SINR model. We now
discuss how PIM accurately identify interferers. We first define
the following notation.

o P(v) is the set of packets sent to m-node v; pl, , € P(v)

is the ith packet sent by node wu.

o RSS(pi..) is the RSS of packet py, .

e Ji, is the set of packets whose air-times overlap with
the air-time of packet pfw, which is referred to as the
concurrent packet set of packet pfw.

o Juw={Ji, |pl,€ R} is the set of concurrent packet
sets of all packets that w sent to v, and R(v) is the set of
packets sent from u to v.

The concurrent packet set of packet piw includes all packets,
which may potentially interfere with the reception of pfw.
Several issues must be addressed to construct an accurate
concurrent packet set. First, the transmission times of two
colliding packets may not perfectly align with each other.
The aggregator computes the air-time of each packet from
both the transmission and reception times. Two packets are
concurrent if their air times overlap. However, this approach
is not applicable to the lost packets. As elaborated later,
lost packets also need to be included in concurrent packets
in order to compute the PRR-SINR model. In such a case,
the aggregator compares the difference between transmission
times of packets, and if it is within a predefined constant A, the
packets are classified as concurrent packets. A is set to be half
of the time it takes to transmit a packet in our implementation.

Note that a packet in concurrent packet set J{ ,, may not in-

terfere with the reception of pfw although their transmissions
overlap. Our objective is to detect and remove fake interfering
packets from J, ., for every m-node v. PIM achieves this based
on the key observation that the signal attenuation between two
nodes does not change substantially over a short time period
(e.g., a few minutes) [10][17]. Accordingly, PIM utilizes the
following two rules to eliminate fake interfering packets.

« Rule 1: Suppose two elements of J, ., set J. , and J} ,,
satisfy J., C Ji, and RSS(pi.)= RSS(p).,). Then
node w is a fake r-node of node v, if and only if
Pﬁ;,t € Ji,v \ Jvi,'u'

e Rule 2: If node w is a fake r-node of node v, then
any packet sent by w does not interfere with any packet
received by wu.



In Rule 1, if two concurrent packet sets Ji,v and Ji,v satisfy
Jiw C JZ,U while they lead to the same RSS observed by node
v, the nodes in pfu,t € JZ,U \ Ji , must be fake r-nodes. This
is because, if these nodes were real r-nodes, a larger RSS
should be resulted due to higher interference. In Rule 2, if
an r-node has been classified as a fake r-node of m-node v,
then any packet from the same r-node does not interfere with
v. We note that both rules may be violated over time when
a transmitter’s signal strength weakens (e.g., due to higher
path loss). However, PIM only applies the rules over a short
history window of traffic, which ensures the validity of them.
In addition, the two rules assume fixed transmit power for all
nodes. When a node varies its transmit power, it may carry
the new power in its packets and the two rules can be applied
to the packets sent at the same power. The pseudo code of
algorithm for detecting fake interfering packets is shown in
Algorithm. 1.

Algorithm 1 Fake interfering packet detection for J, .

Sort set J,,. in ascending order of cardinality: J,., =

{J&,vv JE,U» e 7‘]/3,1;}7 |J&,v‘ < “]5,1;| e < |Jz7,v 5

T =1;

while x < n do
Use J2 , to detect and remove fake interfering packets in
Jytt, .-+, gz, according to Rule 1;
Remove fake interfering packets from all sets in J, .,
according to Rule 2.
T+ +

end while

return J, ,

The algorithm first orders all concurrent packet sets in the
ascending order of their cardinality. It then iterates through
all sets, and applies Rule 1 for the set under consideration
and all the sets after it. Rule 2 is applied by using the fake
interfering packets detected by Rule 1. It can be seen that
any fake interfering packet that can be detected by Rule 1 or
2 would be removed from the concurrent packet sets when
the algorithm terminates. This is due to the fact that Rule 1
always uses a concurrent packet set to detect the fake r-nodes
in a larger set, and every set has been examined using all sets
smaller than it at the end of the algorithm.

D. Model Generation

After removing the fake interfering packets, the aggregator
generates the PRR-SINR model (defined in Eq. (3)) of each
m-node as follows. It first estimates the SINR of each packet
(both successfully received or lost) by using the RSS and noise
measurements. The PRR of the packets with the same SINR is
then computed. We define the following notation used in the
model generation. R(v) and L(v) are the sets of packets that v
received or were lost. SIN R(p}, ,,) is the SINR of packet pfw.
[ti(v), ty(v)]ap is transitional region of PRR-SINR model of
node v.

For packet pfw that is received by v, SINR(p}, ,) can be
computed as the ratio of RSS of the packet RSS(pl, ,) to the
sum of RSS of interfering packets J¢ , and noise power I:

RSS(p}, )

@ —
SINR(pu,v) - RSS(pgc,y)+T

“

J i
Pz,y €I v

SINR(pS, ,)ap = 10logio(SINR(p, ,)) )

If packet Pi,v was lost, the measurement of RSS(p’, ,) is not
available. In such a case, PIM uses the RSS of the last packet
successfully received from node u, as the RSS from the same
sender remains stable over a short period of time according
to our experimental results and recent empirical findings [10].
The RSS of a lost packet that interferes with RSS(p, ,) can be
estimated similarly. After the SINR of each packet is obtained,
the aggregator computes the reception ratio of all packets
that have the same SINR according to Eq. (6). Finally, PIM
generates the model as the set of PRR-SINR pairs that fall in
the transitional region. Our experimental results show that the
SINR of transitional region ranges from 0 dB to about 5 dB.

PRRu(za5) = ity @ € [t(v), tu(v)] ©)

X = {p,|(SINR(p},) = =) A (P}, € R(u))}

Y = {pLI(SINR(p;,) = =) A (P}, € L(u))}

E. Discussions

We now discuss several issues in the design of PIM that
have not been addressed in earlier sections.

Although our discussion is focused on the PRR-SINR model
given in Eq. (3), PIM can also be applied to the measurement
of realistic interference models. As discussed in Section IV-D,
PIM estimates a set of (PRR, SINR) pairs from the measure-
ment results, which can be used to build various interference
models. For instance, the regression model proposed in [19]
can be easily instantiated by a set of (PRR, SINR) pairs.

In the design of PIM, the statistics measured by nodes are
sent to the aggregator to generate the PRR-SINR models. The
overhead of collecting statistics can be reduced by allowing
nodes in the network to perform model generation. For a
given m-node z, we can choose a node g to generate the
model of x as follows. First, node g should be an upper
stream node (i.e., closer to the base station) so that it can
aggregate the measurement results gathered by downstream
nodes. Moreover, both x and the r-nodes of x should be ¢’s
offsprings on the routing tree because their measurements are
needed to generate the model of . We note that the r-nodes
of x can be easily identified by PIM based on the interference
detection algorithm discussed in Section IV-C.

The accuracy of PRR-SINR models generated by PIM is
related to several factors. First, PIM requires the existence
of multiple SINRs in the packet receptions of an m-node in
order to characterize the transitional region of the PRR-SINR
model. Moreover, the amount of packet statistics gathered is
also important for the statistical accuracy of measurement.
As discussed earlier, PIM addresses these issues by taking
advantage of the significant spatial and temporal dynamics of
packet-level interference. Our experimental results in Section
VI show that, these requirements can be satisfied even in
a small network of 13 nodes with moderate traffic load. In



TABLE I
EXAMPLE OF R-NODE SET AND R-NODE SET SPACE

m-node SINR | r-node Set Space
my lgp | {j1.J2}. {Ja.Js
my 245 | {j1.gs} {d2.03} {d3.J4.35
mo lap | {723}, {d3.Ja}, {d1.J4.05
mao 245 | {j1.gs} {d1.gs) {ds.gs)

addition, PIM can be turned off to reduce overhead once
enough packet statistics are gathered for model generation.
Finally, as PIM only gathers statistics of data packets, it can
be easily integrated with existing sleep scheduling protocols
to reduce network power consumption.

V. MINIMUM REFERENCE SET COVER

The major overhead of PIM is due to the use of reference
nodes to help the measurement of m-nodes’ PRR-SINR mod-
els. As interference condition of the network is time-varying,
PIM periodically reselects the r-nodes to ensure the required
level of accuracy for the PRR-SINR models that are measured.
Therefore, it is desirable to minimize the total number of r-
nodes while maintaining the same level of accuracy in PRR-
SINR model measurement. We assume the accuracy of a
generated PRR-SINR model is determined by the total number
of samples (|X|+ |Y| in Eq. (6)) used for computing each
PRR-SINR pair. This is reasonable as more samples lead to a
smaller statistical variation of measurement. In the following,
we define a problem, referred to as the minimum reference set
cover, which seeks to minimize the total number of r-nodes
while achieving a given number of PRR-SINR measurement
samples. We show that this problem is NP-hard and then
propose an efficient greedy algorithm.

We first define the following notion. Suppose k samples are
required for computing each PRR-SINR pair in Eq. (6) in order
to achieve the desired level of statistical accuracy. We set k as
10 in our implementation. We denote j,(z) as node v’s r-node
set under SINR z, i.e., the set of r-nodes whose simultaneous
transmissions collide with at least k£ packets destined to m-
node v, and the SINR of each packet reception is  dBm.
Jo(x) = {ju(2)} 18 V's r-node set space under SINR x, which
includes all the v’s r-node sets under SINR z.

We now illustrate the above definition of r-node set and r-
node set space in Table I. Suppose we need to measure the
PRR-SINR model for two m-nodes m; and ms, and both
nodes have a 2 dB transitional region in their PRR-SINR
models. Each row in Table I shows an r-node set space that
contains several r-node sets that lead to the same PRR-SINR
measurements. For instance, on the first row, the transmissions
of nodes in either {j1, jo} or {j4,j5} collided with at least k
incoming packets at node s; and the resulting SINR is 1 dB.
The aggregator can obtain such information from the history
data reported by the m-nodes and r-nodes in the network. Our
objective is to find a minimum set of r-nodes that can cover
at least one r-node set in each row. It can be seen the optimal
solution is {j1, j2, j3}. That is, only these three r-nodes need
to execute PIM while the level of model accuracy is the same
as using all five r-nodes. The minimum reference set cover

problem can be formally defined as follows.

Definition 1 (Minimum Reference Set Cover): Given
set of m-nodes ®, sets of transitional regions
{[ti(v),tu(v)] | v € &}, and the r-node set space for each
m-node {7,(z) | v € ®}, find a set of r-nodes such that all
r-node set spaces contain at least one subset of ¥ while the
total number of r-nodes in ¥ is minimized. Formally, we
have:

the

minimize |U| @)
U = {j,(z) | Vx € [t;(v), tu(v)], YV € D,

3, (x) € To(@), 5y (x) C jo(z)}

We have the following theorem regarding the hardness of
this problem.

Theorem 1: The Minimum Reference Set Cover problem is
NP-hard.

Proof: We prove by a reduction from the Minimum Vertex
Cover (MVC) problem. Given a graph, the goal of MVC is to
find a minimum set of vertices such that any edge in the graph
has at least one endpoint in the set. Consider a special case
of our problem where each r-node set contains only one r-
node and each r-node set space only contains two r-node sets.
Construct a graph G(V, E) where each edge corresponds to an
r-node set space for a given node and SINR value. The total
number of edges in the graph is > 4 tu(v) — t;(v). As each
r-node set contains a single r-node, the Minimum r-node Set
Cover problem is equivalent to finding the minimum number
of r-node sets such that any r-node set space contains at least
one chosen r-node set. This problem is identical to finding the
minimum vertex cover of graph G(V, E). As the MVC problem
is NP-hard, the Minimum r-node Set problem is also NP-hard.

|

We now describe an efficient greedy algorithm for solving
the above problem. We define the utility of each r-node set as
the ratio of its cardinality to the frequencies that it appears.
We then select the r-node sets in the ascending order of their
utilities until all r-node set space are covered. In the example
shown in Tab. I, both r-node sets {j1, j3} and {jo, j3} have the
highest utility of one as they appear twice in the table while
the utility of any other r-node set is below one. After choosing
the two sets, all r-node set spaces are covered, i.e., any row
contains at least a subset of the union of two sets {j1, j2,j3}-

VI. EXPERIMENTATION

This section presents experimental results of PIM. We
evaluate the accuracy, convergence, and overhead of PIM using
two high fidelity WSN testbeds. In what follows, we first
describe our experimentation methodology, and then discuss
our measurement results.

A. Methodology

We implemented PIM in TinyOS-2.0.2 and used both a 13-
node portable testbed and a 40-node static testbed of TelosB
[2] motes in our experimental evaluation. The portable testbed
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Fig. 4. NetEye wireless sensor network testbed.
and active measurements.

enables us to evaluate PIM in a variety of settings, thus en-
suring the generality of our conclusions. The portable testbed
is deployed in an outdoor square of 40m x 40m. We evaluate
the performance of PIM with different network topologies
by changing the placement of nodes. In all experiments, we
observed similar results. Due to the limited space, we only
present the data for one scenario, where 12 motes are placed
on a 3 x4 grids. The max distance between two adjacent nodes
is 10m. To corroborate our portable-testbed based results in
large scale networks, we also conduct experiments remotely
on the NetEye testbed at Wayne State University [1]. NetEye is
an open testbed composed of 130 TelosB motes deployed in a
13 x 10 grid as shown in Fig. 4, where every two closest
neighboring motes are separated by 2 feet. Each of these
TelosB motes is equipped with a 3dB signal attenuator and
a 2.45GHz monopole antenna to obtain multi-hop wireless
topologies. In our experiments, we use a 10 x 4 subgrid of
NetEye.

We study the performance of PIM in comparison to an
active interference measurement method referred to ACTIVE
[17][19]. ACTIVE generates a PRR-SINR model using m
measurement rounds as follows. In each round, n r-nodes are
selected for a pair of sender-receiver to build the PRR-SINR
model of the receiver. Each round starts with a syn packet
transmission that synchronizes the states of sender, receiver,
and r-nodes. Then, the sender and the n r-nodes take turns
to transmit packets to the receiver so that the receiver can
measure the received signal strength (RSS) from the sender
and each of the r-nodes. Finally, the sender and all the r-nodes
transmit simultaneously so that the receiver can measure the
packet reception status while all the r-nodes are transmitting
(which corresponds to a specific SINR setting). To measure
the statistics of PRR, we repeat the above round for m times
and count the number of packets delivered or lost with the
associated SINR values. To obtain different SINR values, we
vary nodes’ transmit power levels from 3 to 9. It is shown
in [17][19] that the PRR-SINR models built by ACTIVE are
highly accurate if a large number of rounds are used. We
compare PIM with this method with respect to accuracy and
overhead.

Our evaluation is based on a data collection scenario as
follows. In our portable testbed, 12 motes in a 4 x 3 grid
transmit packets to the sink. In NetEye testbed, we choose 40

0 2 4
SINR(dB)

Fig. 5. PRR-SINR models generated using passive

2 4
SINR (dB)

Fig. 6.  Errors of throughput prediction using
passive and active measurements.

nodes in a 10 x 4 grid, where the node in the middle of last
row serves as the sink and all other nodes are sources. In both
testbeds, nodes’ transmit power level is set to 3 so that realistic
multi-hop scenarios can be created. Each path to the sink has
up to five hops in the 13-mote testbed. Each experiment in
the portable testbed and NetEye lasts 30 minutes. For the PIM
experiments, we employ the collection-tree-protocol (CTP) [3]
in TinyOS as the routing protocol. During the data collection
process, each node records and delivers to sink the information
needed by PIM to derive PRR-SINR models as discussed in
previous sections. We note that CTP may change the routing
paths dynamically in response to the variations of wireless link
quality. The maximum number of hops on a path of NetEye
is between 5 to 9 hops.

B. Accuracy of PIM

We first evaluate the accuracy of PRR-SINR models gener-
ated by PIM. Each source in the experiments generates a traffic
load of 10 packets/s. The transmission times of 10 packets are
uniformly distributed at random in a second. A broadcast based
simple time synchronization protocol synchronizes the clocks
of all nodes every 5 second. We also experimented with other
traffic load and time synchronization frequencies, and we will
present the impact of traffic load and clock drift in Section
VI-C. We first evaluate the accuracy of interferer detection
algorithm of PIM (see Section IV-C). We observed that all
40 motes correctly detected no less than 85% of interferers
while more than 30 motes correctly detected at least 95% of
interferers. This result clearly demonstrates the effectiveness
of passive interference detection. We plot models generated by
different methods for a typical node in our outdoor testbed in
Fig. 5. It can be seen that the model generated from PIM
perfectly matches those generated from the ACTIVE with
4096 rounds. In contrast, the ACTIVEs with fewer rounds
exhibit considerable variations. In the following, we use the
models generated by ACTIVE with 4096 rounds as “ground
truth” for evaluating the accuracy of PIM under different
settings.

Fig. 6 shows the errors of throughput prediction using the
models generated by different methods. In the experiment,
PIM generates the PRR-SINR model of a chosen node using
the statistics collected in 5 minutes. The model is then used
to predict the throughput of the link from another node to
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this node in the next 5 minutes. The transmit power of
sender is varied to create different SINRs at the receiver. The
absolute errors between predicted and measured throughputs
are plotted. The model building time of ACTIVE varies with
the number of rounds used. For comparison, we also plot
the prediction error of the analytical PRR-SINR model that
is currently implemented in TinyOS (see Section III). From
Fig. 6, we see that the model built by PIM is very accurate
in predicting link throughput and outperforms ACTIVE using
1024 rounds. In contrast, the analytical model in TinyOS yields
significant prediction errors. This is because its parameters
are only optimized for specific settings and cannot be adapted
based on in-situ measurements.

The accuracy of generated models in PIM depends on
the number of samples collected. Therefore, one question is
whether the modeling process of PIM can converge quickly
enough to be useful. We now analyze the accuracy of PIM
models as data collection process evolves in NetEye. In the
experiments, PIM periodically derives a PRR-SINR model for
every node in the network and computes the error as the
absolute difference from the model generated by the ACTIVE
that uses 4096 rounds. Specifically, for each SINR value in the
transitional region, we compute the absolution error between
the PRRs of two models. The errors are averaged over all
SINR values as the average error between two models. Fig.
7 and 8 show the average and largest errors at different
instants in time, respectively. We see that the modeling process
of PIM converges quickly. For instance, the average error
has decreased to be less than 10% after 1.25 minutes of
passive measurement, and the largest modeling error has also
decreased to be less than 10% with high probability after 5
minutes of passive measurement.

C. Impact of duty cycling, clock drift, and traffic load

In this section, we evaluate the impact of several important
factors on the performance of PIM, which include duty cy-

cling, clock drift, and traffic load. Duty cycling protocols are
widely adopted by WSNss to reduce the power consumption of
idle radios. However, they can significantly reduce the amount
of measurement statistics gathered by PIM and hence affect
the modeling accuracy. Fig. 9 shows the CDF of average
errors of the models generated by PIM when nodes operate in
synchronous duty cycles. It can be seen that the errors drop
quickly when the duty cycle increases because more samples
are used for model generation. For instance, for a duty cycle of
only 10%, the error falls below 13% in most of the time. We
note that the error can be reduced by increasing the duration
of measurement too, which is set to be only 5 minutes in this
experiment.

PIM requires timing information of packets to generate
models. We now evaluate the impact of clock drift on the
modeling accuracy of PIM. Fig. 10 shows the CDF of errors
for different measurement durations without time synchroniza-
tion except at the beginning of the measurement. It can be
seen that the modeling error falls below 10% in most of time.
In particular, 50% of the errors are less than 5% when the
clocks of nodes are not synchronized for 20 minutes. We also
observed that the error increases drastically when the duration
is longer than 20 minutes. This is because the clock drift
becomes larger than the packet transmission time when the
interval of time synchronization is longer than 20 minutes. As
a result, PIM cannot correctly correlate packet transmissions in
the computation of SINRs. Interestingly, as shown in Fig. 10,
the error does not decrease monotonically with the increase of
measurement duration. This is because more samples can be
accumulated for a longer duration resulting in more accurate
model estimation. Therefore, the modeling error caused by
clock drift can be compensated by increasing the number
of samples. The overall result in this experiment shows that
PIM only requires coarse-grained time synchronization and is
robust to clock drift.

Fig. 11 shows the CDF of errors under different traffic loads



in a duration of 5 minutes.. A low traffic load not only leads
to less measurement statistics but also reduces the probability
of packet collisions. Both factors may affect the accuracy of
PIM. It can be seen from Fig. 11, when each node sends a rate
of 2 packets/s, about 50% errors fall below 15%. The error
drops quickly when the rate is above 5 packets/s. The results
is this section can be used by network designer to minimize
the overhead of PIM by tuning the measurement duration.

D. Overhead of PIM

The overhead of PIM lies in choosing m-nodes and deliver-
ing the measured information to the sink for PRR-SINR model
generation. We comparatively study the overhead of PIM and
ACTIVE for achieving different levels of modeling accuracy.
Fig. 12 shows the overhead measured as the number of bits
transmitted (in log scale) incurred for ensuring a modeling
error of no more than 5, 8, and 10%, respectively. We can see
that PIM incurs significantly lower overhead. For instance,
with the overhead of ensuring an error of less than 10% in
ACTIVE, PIM can ensure an error of less than 5%. Finally,
we plot the number of r-nodes needed for building PRR-SINR
models in Fig. 13. We compare our greedy algorithm with
the optimal exhaustive search, and a simple algorithm that
randomly picks new r-node sets until they cover all the PRR-
SINR measurement points. When the models of 20 nodes are
measured, the exhaustive search takes about 30 minutes to
complete on a 1.6 GHz duo-CPU PC (served as the base
station) while the greedy algorithm completes within a minute.
Thus our algorithm significantly reduces the computational
overhead of the exhaustive search, which is important for
adapting r-node selection in real-time. Fig. 13 also shows
that PIM significantly outperforms the random algorithm, and
achieves a close-to-optimal performance when the number of
m-nodes is small.
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Fig. 13.  Number of r-nodes needed for model generation.

VII. CONCLUSION

Interference modeling is crucial for the performance of
numerous wireless protocols. In this paper, we propose the
passive interference measurement (PIM) approach to tackle the
complexity of accurate physical interference characterization.
PIM employs a novel method for detecting the interferers of
a node and a greedy algorithm for reducing the number of
nodes used for model measurement. We implemented PIM in
TinyOS-2.0.2 and conducted extensive experiments on both
a 13-node and a 40-node testbeds of TelosB motes. Our
experimental results show that PIM can achieve high accuracy

of PRR-SINR modeling with significantly lower overhead than
an active measurement method.
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