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1 Intr oduction

In wirelesssensornetworks,whichwereferto assensornetshereafter, nodescoordinatewith oneanotherto perform

taskssuchaseventdetectionanddatacollection. Sincenodesarespatiallydistributed,messagepassingis thebasic

enablerof nodecoordinationin sensornets.Thischapterdealswith thesensornetsystemservicethatis responsiblefor

messagepassing;thisserviceincludesconsiderationof routingandtransportissuesandwereferto it asthemessaging

service.Eventhoughmessaginghasbeenstudiedextensively in existingwirednetworkssuchastheInternet,it remains

an importantproblemfor sensornets.This is primarily dueto thecomplex dynamicsof wirelesscommunication,to

resourceconstraints,andto applicationdiversity, aswe explainbelow.

Wirelesscommunicationis subjectto theimpactof a varietyof factorssuchasfading,multi-path,environmental

noise,andco-channelinterference.As a result,wirelesslink properties(e.g.,packet delivery rate)aredynamicand

assumecomplex spatialand temporalpatterns[41, 38]. The impact of thesecomplex dynamicson messagingis

substantial;for instance,it hasled to changesin even the primitive conceptof neighborhood[32]. Moreover, the

mechanismsthatdealwith thedynamicsareconstrainedin termsof their energy, network bandwidth,space,andtime

budget.Broadlyspeaking,thechallengethenhasbeenhowto providedependable, ef�cient, andscalablemessaging

despitethecomplex dynamicsof wirelesslinks.

Sensornetshave a broadrangeof application,in science(e.g.,ecologyandseismology),engineering(e.g., in-
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dustrialcontrol andprecisionagriculture),andour daily life (e.g., traf�c control andhealthcare). The breadthof

applicationdomainsdiversi�es sensornetsystemsin many ways,includingtheir traf�c patternsandquality of service

(QoS)requirements.For instance,in data-collectionsystemssuchasthosethatobserve ecology, applicationdatais

usuallygeneratedperiodically, andtheapplicationcantoleratecertaindegreesof lossandlatency in datadelivery;but

in emergency-detectionsystemssuchasthosefor industrialcontrol,datais generatedonly whenrareandemergent

eventsoccur, and the applicationrequiresthat the databe deliveredreliably and in real time. The implicationsof

applicationdiversityfor messaginginclude:

� Applicationtraf�c affectswirelesslink propertiesdueto interferenceamongsimultaneoustransmissions.This

impactcanvarysigni�cantly acrossdiversetraf�c patterns[38].

� Differentrequirementsof QoSandin-network processingposedifferentconstraintson thespatialandtemporal

�o w of applicationdata[39].

� Messagingservicesthatarecustom-designedfor oneapplicationcanbeunsuitablefor another, asis evidenced

by a studyof Zhanget al [4].

� It is desirablethatmessageservicesaccommodatediverseQoSandin-network processingrequirements.

Broadlyspeaking,thechallengethenhasbeenhowto providemessagingthataccommodatesandpotentiallyadaptsto

diverseapplicationtraf�c patternsandQoSrequirementsaswell assupportsdiversein-networkprocessingmethods.

Thedesignof messagingservicesthatbridgethechallengesof boththewirelesscommunicationsandapplication

diversity deservesfurther studyandis the focusof this chapter. We particularlyemphasizehow messagingcanbe

madeawareof, or exploit, or adaptto the applicationcharacteristics.Speci�cally, we presentan architectureand

examinesomealgorithmicdesignissuesfor sensornetmessagingin this context.

Our architecture,SMA, identi�es a messagingcomponent,TLR, that dealswith wirelesslink dynamicsandits

interactionwith applicationtraf�c patterns;it alsoidenti�es two othermessagingcomponents,AST andASC, that

supportdiversi�ed applicationrequirements(suchasQoSand in-network processing).After discussingSMA, we

presentin detailoneinstantiationof theTLR component,theLOF routingprotocol,in Section3. LOF dealswith link

dynamicsandits interactionwith applicationtraf�c patternsin forming thebasicroutingstructure.Wediscussrelated

work in Section4, andwe makeconcludingremarksin Section5.
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2 SMA: an architecture for sensornet messaging

To supportdiverseapplicationsin ascalablemanner, it is desirableto haveauni�ed messagingarchitecturethatiden-

ti�es the commoncomponentsaswell astheir interactions[39]. To this end,we �rst review the basicfunctionsof

sensornetmessaging,baseduponwhichwe thenidentify thecommonmessagingcomponentsanddesignthemessag-

ing architectureSMA.

2.1 Componentsof sensornet messaging

As in thecasefor the Internet,theobjective of messagingin sensornetsis to deliver datafrom their sourcesto their

destinations.To this end,thebasictasksof messagingare,givencertainQoSconstraints(e.g.,reliability andlatency)

on datadelivery, choosetheroute(s)from every sourceto thecorrespondingdestination(s)andschedulepacket �o w

alongtheroute(s).As we arguedbefore,unlikewired networks,thedesignof messagingin sensornetsis challenging

asa resultof wirelesscommunicationdynamics,resourceconstraints,andapplicationdiversity.

Given the complex dynamicsof sensornetwirelesslinks, a key componentof sensornetmessagingis precisely

estimatingwirelesslink propertiesand then �nding routesof high quality links to deliver datatraf�c. Given that

datatraf�c patternaffectswirelesslink propertiesdueto interferenceamongsimultaneoustransmissions[38], link

estimationandroutingshouldbeableto take into accounttheimpactof applicationdatatraf�c, andwe call this basic

messagingcomponenttraf�c-adaptivelink estimationandrouting(TLR).

With the basiccommunicationstructureprovidedby the TLR component,anotherimportanttaskof messaging

is to adaptthestructureanddatatransmissionschedulesaccordingto applicationpropertiessuchasin-network pro-

cessingandQoSrequirements.Giventheresourceconstraintsin sensornets,applicationdatamaybeprocessedin the

network beforeit reachesthe�nal destinationto improve resourceutilization (e.g.,to save energy andto reducedata

traf�c load). For instance,dataarriving from differentsourcesmaybecompressedat an intermediatenodebeforeit

is forwardedfurther. Giventhatmessagingdeterminesthespatialandtemporal�o w of applicationdataandthatdata

itemsfrom differentsourcescanbeprocessedtogetheronly if they meetsomewherein thenetwork, messagingsig-

ni�cantly affectsthedegreeof processingachievablein thenetwork [39, 16]. It is thereforedesirablethatmessaging

considerin-network processingwhendecidinghow to form themessagingstructureandhow to scheduledatatrans-

missions.In addition,messagingshouldalsoconsiderapplicationQoSrequirements(e.g.,reliability andlatency in
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packet delivery),becausemessagingstructureandtransmissionscheduledeterminetheQoSexperiencedby applica-

tion traf�c[22 , 30, 20]. In-network processingandQoSrequirementstendto betightly coupledwith applications,thus

we call thestructuringandschedulingin messagingapplication-adaptivestructuring(AST)andapplication-adaptive

scheduling(ASC)respectively.

2.2 Ar chitecture of sensornet messaging

Thesemessagingcomponentsare coupledwith wirelesscommunicationandapplicationsin differentways and in

differentdegrees,so we adopttwo levels of abstractionin designingthe architecturefor sensornetmessaging.The

architecture,SMA (for SensornetMessaging Architecture), is shown in Figure1.1.At thelower level, traf�c-adaptive

Application-adaptive

structuring (AST)


Application-adaptive

scheduling (ASC)


Link layer  (including MAC)


Traffic-adaptive link estimation

and routing (TLR)


Application


Physical layer


Figure1.1: SMA: a sensornetmessagingarchitecture

link estimationandrouting(TLR) interactsdirectlywith thelink layerto estimatelink propertiesandto form thebasic

routing structurein a traf�c-adaptive manner. TLR canbe performedwithout explicit input from applications,and

TLR doesnot directly interfacewith applications.At the higherlevel, both application-adaptive structuring(AST)

andapplication-adaptivescheduling(ASC) needinput from applications,thusAST andASC interfacedirectly with

applications.Besidesinteractingwith TLR, ASTandASCmayneedto directlyinteractwith link layerto performtasks

suchasadjustingradiotransmissionpower level andfetchinglink-layeracknowledgmentto apacket transmission.In

the architecture,the link and physicallayerssupporthigher-layer messagingtasks(i.e., TLR, AST, and ASC) by

providing thecapabilityof communicationwithin one-hopneighborhoods.

In whatfollows,we elaborateon theindividualcomponentsof SMA.

Traf�c-adapti ve link estimation and routing (TLR). To estimatewirelesslink properties,one approachis to
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usebeaconpacketsasthebasisof link estimation.Thatis, neighborsexchangebroadcastbeacons,andthey estimate

broadcastlink propertiesbasedonthequalityof receivingoneanother'sbeacons(e.g.,theratioof beaconssuccessfully

received, or the RSSI/LQI of packet reception);then,neighborsestimateunicastlink propertiesbasedon thoseof

beaconbroadcast,sincedataareusuallytransmittedvia unicast.This approachof beacon-basedlink estimationhas

beenusedin severalroutingprotocolsincludingETX [35, 12].

We�nd thattherearetwo majordrawbacksof beacon-basedlink estimation.Firstly, it is hardto build high-�delity

modelsfor temporalcorrelationsin link properties[33, 31, 23], thusmostexisting routingprotocolsdo not consider

temporallink propertiesandassumeinsteadindependentbit erroror packet loss.Consequently, signi�cant estimation

error can be incurred,as we show in [38]. Secondly, even if we could preciselyestimateunicastlink properties,

the estimatedvaluesmay only re�ect unicastpropertiesin the absence—insteadof the presence—of datatraf�c,

whichmatterssincethenetwork traf�c affectslink propertiesdueto interference.This is especiallythecasein event-

detectionapplications,whereeventsareusuallyrare(e.g.,oneeventperday)andtendto lastonly for a shorttime at

eachnetwork location(e.g.,lessthan20 seconds).Therefore,beacon-basedlink estimationcannotpreciselyestimate

link propertiesin a traf�c-adaptivemanner.

To addressthelimitationsof beacon-basedlink estimation,Zhangetal [38] proposetheLOF routingprotocol(for

Learnon theFly) thatestimatesunicastlink propertiesvia MAC feedback1 for datatransmissionsthemselveswithout

usingbeacons.SinceMAC feedbackre�ects in-situ thenetwork conditionin thepresenceof applicationtraf�c, link

estimationin LOF is traf�c-adaptive. LOF also addressesthe challengesof data-driven link estimationto routing

protocoldesign,suchasunevenlink sampling(i.e., thequality of a link is not sampledunlessthelink is usedin data

forwarding).It hasbeenshown that,comparedwith beacon-basedlink estimationandrouting,LOF improvesboththe

reliability andenergy ef�ciency in datadelivery. More importantly, LOF quickly adaptsto changingtraf�c patterns,

andthis is achievedwithoutany explicit input from applications.

TheTLR componentprovidesthebasicserviceof automaticallyadaptinglink estimationandroutingstructureto

applicationtraf�c patterns.TLR alsoexposesits knowledgeof link androuteproperties(suchasend-to-endpacket

delivery latency) to higher level componentsAST andASC, so that AST andASC canoptimizethe degreeof in-

network processingwhile providing therequiredQoSin deliveringindividualpiecesof applicationdata.

1The MAC feedbackfor a unicasttransmissionincludeswhetherthe transmissionhassucceededandhow many times the packet hasbeen

retransmittedat theMAC layer.
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Application-adaptive structuring (AST). Oneexampleof application-adaptive structuringis to adjustmessaging

structureaccordingto applicationQoSrequirements.For instance,radio transmissionpower level determinesthe

communicationrangeof eachnodeandtheconnectivity of a network. Accordingly, transmissionpower level affects

thenumberof routinghopsbetweenany pairsof sourceanddestinationandthuspacket delivery latency. Transmis-

sion power level alsodeterminesthe interferencerangeof packet transmissions,andthus it affectspacket delivery

reliability. Therefore,radiotransmissionpower level (andthusmessagingstructure)canbeadaptedto satisfyspeci�c

applicationQoSrequirements,andKawadiaandKumarhavestudiedthis in [22].

BesidesQoS-orientedstructuring,anotherexampleof application-adaptivestructuringis to adjustmessagingstruc-

tureaccordingto theopportunitiesof in-networkprocessing.Messagingstructuredetermineshow data�o wsspatially,

andthusaffectsthedegreeof in-network processingachievable.For instance,asshown in Figure1.2(a),nodes3 and
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(a) Beforeadaptation

0


4


2
1


3
 5


(b) After adaptation

Figure1.2: Exampleof application-adaptivestructuring

4 detectthesameeventsimultaneously. But thedetectionpacketsgeneratedby nodes3 and4 cannotbeaggregatedin

thenetwork, sincethey follow differentroutesto thedestinationnode0. On theotherhand,if node4 candetectthe

correlationbetweenits own packetandthatgeneratedby node3, node4 canchangeits next-hopforwarderto node1,

asshown in Figure1.2(b).Thenthepacketsgeneratedby nodes3 and4 canmeetat node1, andbeaggregatedbefore

beingforwardedto thedestinationnode0.

In general,to improve thedegreeof in-network processing,a nodeshouldconsiderthepotentialin-network pro-

cessingachievablewhenchoosingthenext-hopforwarder. Oneway to realizethis objective is to adapttheexisting

routingmetric. For eachneighbork, a nodej estimatestheutility u j;k of forwardingpacketsto k, wheretheutility

is de�ned asthe reductionin messagingcost(e.g.,numberof transmissions)if j 's packetsareaggregatedwith k's

packets. Then,if thecostof messagingvia k without aggregationis cj;k , theassociatedmessagingcostc0
j;k canbe
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adjustedasfollows(to re�ect theutility of in-network processing):

c0
j;k = cj;k � uj;k

Accordingly, a neighborwith thelowestadjustedmessagingcostis selectedasthenext-hopforwarder.

SinceQoSrequirementsandin-network processingvary from oneapplicationto another, AST needsinput (e.g.,

QoSspeci�cationandutility of in-network processing)from applications,andit needsto interfacewith applications

directly.

Application-adaptive scheduling (ASC). Oneexampleof application-adaptive schedulingis to schedulepacket

transmissionsto satisfycertainapplicationQoSrequirements.To improve packet delivery reliability, for instance,

lost packetscanbe retransmitted.But packet retransmissionconsumesenergy, andnot every sensornetapplication

needs100%packet delivery rate. Therefore,thenumberof retransmissionscanbeadaptedto provide differentend-

to-endpacket delivery rateswhile minimizing thetotal numberof packet transmissions[8]. To providedifferentiated

timelinessguaranteeon packet delivery latency, we canalsointroducepriority in transmissionschedulingsuchthat

urgentpacketshave high priority of beingtransmitted[36]. Similarly, datastreamsfrom differentapplicationscanbe

rankedsothattransmissionschedulingensuresdifferentiatedend-to-endthroughputto differentapplications[15].

BesidesQoS-orientedscheduling,anotherexampleof application-adaptiveschedulingis to schedulepacket trans-

missionsaccordingto theopportunitiesof in-network processing.Givena messagingstructureformation,transmis-

sionschedulingdetermineshow data�o wsalongthestructuretemporallyandthusthedegreeof in-networkprocessing

achievable.To giveanexample,let uslook atFigure1.3(a).Supposenode4 detectsaneventearlierthannode3 does.
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(b) After adaptation

Figure1.3: Exampleof application-adaptivescheduling

Thenthedetectionpacket from node4 canreachnode1 earlierthanthepacket from node3. If node1 immediately
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forwardsthepacket from node4 after receiving it, thenthepacket from node4 cannotbeaggregatedwith that from

node3, sincethe packet from node4 hasalreadyleft node1 whenthepacket from node3 reachesnode1. On the

otherhand,if node1 is awareof thecorrelationbetweenpacketsfrom nodes3 and4, thennode1 canhold thepacket

from 4 afterreceiving it (asshown in Figure1.3(b)).Accordingly, thepacket from node3 canmeetthatfrom node4,

andthesepacketscanbeaggregatedbeforebeingforwarded.

In general,a nodeshouldconsiderboth applicationQoSrequirementsand the potentialin-network processing

whenschedulingdatatransmissions,so that applicationQoSrequirementsarebettersatis�ed andthe degreeof in-

network processingis improved. Given that in-network processingandQoSrequirementsareapplicationspeci�c,

ASCneedsto directly interfacewith applicationsto fetchinputonparameterssuchasQoSspeci�cationandutility of

in-network processing.

Dueto thelimitation of space,we only discussTLR in detail in theremainderof this chapter. A detailedstudyof

ASCcanbefoundin [39]; AST is still anopenissuefor furtherexploration.

Remark. It is desirablethatthecomponentsTLR, AST, andASCbedeployedall togetherto achievethemaximalnet-

work performance.Thatsaid,thethreecomponentscanalsobedeployedin anincrementalmannerwhile maintaining

thebene�tsof eachindividualcomponent,asshown in [38, 39].

3 Data-driven link estimationand routing

Asbrie�y discussedin Section2, themajordrawbacksof beacon-basedlink estimationandroutingaretwofold: Firstly,

it is hardto preciselyestimateunicastlink propertiesvia thoseof broadcast,especiallywhentemporalcorrelationin

link propertiesis not considered;Secondly, network conditionchangeswith traf�c patterns,andbeacon-basedlink

estimationmaynot beableto converge.To getanintuitive senseof how traf�c patternsaffect network conditionand

how temporalcorrelationaffectsthe �delity of beacon-basedlink estimation,we experimentallymeasurethepacket

delivery rateof broadcastandunicastin thepresenceof differenttraf�c patterns,andwe calculatetheerror incurred

in link estimationif temporalcorrelationsin link propertiesarenot considered.We conductthe experimentsin the

sensornettestbedKansei[7]. Kanseiis deployedin anopenwarehousewith �at aluminumwalls (seeFigure1.4(a)),
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and it consistsof 195 Stargates2 organizedinto a 15 � 13 grid (as shown in Figure1.4(b)) wherethe separation

betweenneighboringgrid pointsis 0.91meter(i.e., 3 feet). EachStargateis equippedwith thesameSMC wireless

(a) Kansei
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(b) Grid topology

Figure1.4: SensornettestbedKansei

cardas in the outdoortestbed.To createrealisticmulti-hop wirelessnetworks similar to the outdoortestbed,each

Stargateis equippeda2.2dBirubberduckomnidirectionalantennaanda20dBattenuator. We raisetheStargates1.01

metersabove thegroundby puttingthemon woodracks.Thetransmissionpower level of eachStargateis setas60,

to simulatethe low-to-mediumdensitymulti-hop networkswherea nodecanreliably communicatewith around15

neighbors.Figure1.5shows thatnetwork condition,measuredin broadcastreliability, variessigni�cantly with traf�c
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Figure1.5: Network condition,measuredin broadcastreliability, in thepresenceof differenttraf�c patterns

patterns.Figure1.6showsthesigni�cant error3 in estimatingunicastdeliveryratevia thatof broadcastunderdifferent
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Figure1.6: Error in estimatingunicastdeliveryratevia thatof broadcast

2Stargates[2] useIEEE 802.11asits radio,andhave beenadoptedasthebackbonenodesin many sensornetsystemsincludingExScal[9] and

MASE [1].
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traf�c scenarioswhentemporalcorrelationsin link propertiesarenot considered(i.e.,assumingindependentbit error

andpacket loss)[38]. Therefore,it is not trivial, if evenpossible,to preciselyestimatelink propertiesfor unicastdata

via thoseof broadcastbeacons.

To circumvent the dif�culty of estimatingunicastlink propertiesvia thoseof broadcast,we proposeto directly

estimateunicastlink propertiesvia datatraf�c itself. In this context, sincewe arenot usingbeaconsfor link property

estimation,we alsoexplorethe ideaof not usingperiodicbeaconsin routingat all (i.e., beacon-freerouting) to save

energy; otherwise,beaconingrequiresnodesto wake upperiodicallyevenwhenthereis nodatatraf�c.

To enabledata-drivenrouting, we needto �nd alternative mechanismsfor accomplishingthe tasksthat aretra-

ditionally assumedby beacons:actingasthe basisfor link propertyestimation,anddiffusing information(e.g.,the

cumulativeETX metric). In sensornetbackbones,data-drivenroutingis feasiblebecauseof thefollowing facts:

� MAC feedback. In MACswhereeverypacket transmissionis acknowledgedby thereceiver (e.g.,in 802.11b

and802.15.4MACs),thesendercandetermineif a transmissionhassucceededby checkingwhetherit receives

the acknowledgment. Also, the sendercandeterminehow long eachtransmissiontakes, i.e., MAC latency.

Therefore,thesenderis ableto getinformationon link propertieswithout usingany beacons.(Note: it hasalso

beenshown thatMAC latency is agoodroutingmetricfor optimizingwirelessnetwork throughput[10].)

� Mostly static network & geography. Nodesarestaticmostof the time, andtheir geographiclocationsare

readily availablevia devicessuchasGPS.Therefore,we canusegeography-basedrouting in which a node

only needsto know the locationof thedestinationandthe informationregardingits local neighborhood(such

asthe quality of the links to its neighbors).Thus,only the locationof the destination(e.g., the basestation

in convergecast)needsto bediffusedacrossthenetwork. Unlike in beacon-baseddistance-vectorrouting, the

diffusionhappensinfrequentlysincethe destinationis staticmostof the time. In general,control packetsare

neededonly whenthelocationof anodechanges,whichoccursinfrequently.

In whatfollows,we �rst presenttheroutingmetricELD which is basedon geographyandMAC latency, thenwe

presentthedesignandtheperformanceof LOF which implementsELD withoutusingperiodicbeacons.

Remarks:
3Theerroris de�ned asactualunicastlink reliability minustheestimatedlink reliability
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� Although parameterssuchas Receiver Signal StrengthIndicator (RSSI), Link Quality Indicator (LQI), and

Signalto NoiseRatio (SNR) alsore�ect link reliability, it is dif�cult to usethemasa precisepredictiontool

[6]. Moreover, theaforementionedparameterscanbefetchedonly at packet receivers(insteadof senders),and

extra controlpacketsareneededto convey theseinformationbackto thesendersif we wantto usethemasthe

basisof link propertyestimation.Therefore,we do not recommendusingtheseparametersasthecorebasisof

data-drivenrouting,especiallywhensendersneedto preciselyestimatein-situ link properties.

� Routingmetric canalsobe basedon otherparameterssuchasETX [12] or RNP [11], anddetailedstudyhas

beenreportedin [40]. Dueto thelimitation of space,however, we only presenttheroutingmetric thatis based

onMAC latency in thischapter.

3.1 ELD: the routing metric

For messagingin sensornets(especiallyfor event-drivenapplications),packetsneedto beroutedreliably andin real-

timeto thebasestation.As usual,packetsshouldalsobedeliveredin anenergy-ef�cient manner. Therefore,arouting

metric shouldre�ect link reliability, packet delivery latency, andenergy consumptionat the sametime. Onesuch

metricthatwe adoptin LOF is basedon MAC latency, i.e., thetime takenfor theMAC to transmita dataframe.(We

havemathematicallyanalyzedtherelationshipamongMAC latency, energy consumption,andlink reliability, andwe

�nd that MAC latency is stronglyrelatedto energy consumptionin a positive manner, andthe ratio betweenthem

changesonly slightly aslink reliability changes.Thus,routingmetricsoptimizingMAC latency would alsooptimize

energy ef�ciency. Interestedreaderscan�nd thedetailedanalysisin [37].)

GiventhatMAC latency is agoodbasisfor routeselectionandthatgeographyenableslow frequency information

diffusion,we de�ne a routing metric ELD, theexpectedMAC latencyper unit-distanceto the destination, which is

basedon bothMAC latency andgeography. Speci�cally, givena senderS, a neighborR of S, andthedestinationD

asshown in Figure1.7,we �rst calculatetheeffectivegeographicprogressfrom S to D via R, denotedby L e(S;R),

as(L S;D � L R;D ), whereL S;D denotesthedistancebetweenSandD, andL R;D denotesthedistancebetweenR and

D. Then,we calculate,for thesenderS, theMAC latencyper unit-distanceto thedestination(LD) via R, denotedby
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S
 D
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Figure1.7: L e calculation

LD (S;R), as4 8
><

>:

D S ;R
L e ( S;R ) if L S;D > L R;D

1 otherwise
(1.1)

whereDS;R is theMAC latency from S to R. Therefore,theELD via R, denotedasELD (S;R), is E(LD (S;R))

which is calculatedas 8
><

>:

E ( D S ;R )
L e ( S;R ) if L S;D > L R;D

1 otherwise
(1.2)

For everyneighborR of S, S associateswith R a rank

hELD (S;R); var(LD (S;R)) ; L R;D ; I D (R)i

wherevar(LD (S;R)) denotesthe varianceof LD (S;R), andI D(R) denotesthe uniqueID of nodeR. Then,S

selectsasits next-hopforwardertheneighborthatranksthelowestamongall theneighbors.(Note: routingvia metric

ELD is a greedyapproach,whereeachnodetriesto optimizethelocal objective. Likemany othergreedyalgorithms,

this methodis effective in practice,asshown via experimentsin Section3.3.)

To understandwhatELD impliesin practice,we setup anexperimentasfollows: considera line network formed

by row 6 of theindoortestbedshown in Figure1.4,theStargateS atcolumn0 needsto sendpacketsto theStargateD

at theotherend(i.e., column14). Usingthedataon unicastMAC latenciesin thecaseof interferer-free, we show in

Figure1.8 themeanunicastMAC latenciesandthecorrespondingELD's regardingneighborsat differentdistances.

Fromthe �gure, StargateD , thedestinationwhich is 12.8metersaway from S, offers the lowestELD, andS sends

packetsdirectly to D . Fromthis example,we seethat,usingmetricELD, a nodetendsto choosenodesbeyondthe

reliablecommunicationrangeasforwarders,to reduceend-to-endMAC latency aswell asenergy consumption.

Remark. ELD is a locally measurablemetric basedonly on the geographiclocationsof nodesand information

regardingthelinks associatedwith thesenderS; ELD doesnotassumelink conditionsbeyondthelocalneighborhood

4Currently, we focuson thecasewhereanodeforwardspacketsonly to aneighborcloserto thedestinationthanitself.
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Figure1.8: MeanunicastMAC latency andtheELD

of S. In theanalysisof geographicrouting[29], however, a commonassumptionis geographicuniformity— thatthe

hopsin any routehavesimilarpropertiessuchasgeographiclengthandlink quality. As wewill show byexperimentsin

Section3.3,this assumptionis usuallyinvalid. For thesake of veri�cation andcomparison,we deriveanotherrouting

metricELR, theexpectedMAC latencyalonga route, basedon thisassumption.More speci�cally, ELR (S;R) =

8
><

>:

E (D S;R ) � dL S ;R + L R;D
L S ;R

e if L S;D > L R;D

1 otherwise
(1.3)

wheredL S ;R + L R;D

L S ;R
e denotesthenumberof hopsto thedestination,assumingequalgeographicdistanceat everyhop.

We will show in Section3.3thatELR is inferior to ELD.

3.2 LOF: a data-driven protocol

Having determinedtheroutingmetricELD, wearereadyto designprotocolLOF for implementingELD withoutusing

periodicbeacons.Without lossof generality, weonly considerasingledestination,i.e.,thebasestationto whichevery

othernodeneedsto �nd a route.

Brie�y speaking,LOF needsto accomplishtwo tasks:First, to enablea nodeto obtainthe geographiclocation

of thebasestation,aswell asthe IDs andlocationsof its neighbors;Second,to enablea nodeto track theLD (i.e.,

MAC latency perunit-distanceto thedestination)regardingeachof its neighbors.The �rst taskis relatively simple

andonly requiresexchanginga few controlpacketsamongneighborsin rarecases(e.g.,whena nodebootsup); LOF

accomplishesthesecondtaskusingthreemechanisms:initial samplingof MAC latency, adaptingestimationvia MAC

feedbackfor applicationtraf�c, andprobabilisticallyswitchingnext-hopforwarder.
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3.2.1 Learning wherewe are

LOF enablesa nodeto learnits neighborhoodandthelocationof thebasestationvia thefollowing rules:

I. [Issuerequest] Uponboot-up,a nodebroadcastsM copiesof hello-requestpacketsif it is not thebasestation.

A hello-requestpacket containsthe ID and the geographiclocationof the issuingnode. To guaranteethat a

requestingnodeis heardby its neighbors,we setM as7 in ourexperiments.

II. [Answer request] Whenreceiving a hello-requestpacket from anothernodethat is fartheraway from thebase

station, the basestationor a nodethat hasa path to the basestationacknowledgesthe requestingnodeby

broadcastingM copiesof hello-replypackets. A hello-replypacket containsthe locationof thebasestationas

well astheID andthelocationof theissuingnode.

III. [Handle announcement] Whena nodeA hearsfor the �rst time a hello-reply packet from anothernodeB

closerto thebasestation,A recordstheID andlocationof B andregardsB asa forwarder-candidate.

IV. [Announcepresence]Whena nodeotherthanthebasestation�nds a forwarder-candidatefor the�rst time,or

whenthebasestationbootsup, it broadcastsM copiesof hello-replypackets.

To reducepotentialcontention,every broadcasttransmissionmentionedabove is precededby a randomizedwaiting

period whoselength is dependenton nodedistribution density in the network. Note that the above rules can be

optimizedin variousways. For instance,rule II canbeoptimizedsuchthata nodeacknowledgesat mostonehello-

requestfrom anothernodeeachtime the requestingnodebootsup. Even thoughwe have implementedquite a few

suchoptimizations,we skip thedetaileddiscussionheresincethey arenot thefocusof this chapter.

3.2.2 Initial sampling

Having learnedthe locationof the basestationas well as the locationsand IDs of its neighbors,a nodeneedsto

estimatetheLDs regardingits neighbors.To designtheestimationmechanism,let us �rst checkFigure1.9, which

shows the meanunicastMAC latency in different interferingscenarios.We seethat, even thoughMAC latencies

changeasinterferencepatternchanges,the relative rankingin themeanMAC latency amonglinks doesnot change

much.Neitherwill theLDs accordingly.
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Figure1.9: MAC latency in thepresenceof interference

In LOF, therefore,whena nodeS learnsof theexistenceof a neighborR for the�rst time,S takesa few samples

of theMAC latency for thelink to R beforeforwardingany datapacketsto R. Thesamplingis achievedby S sending

a few unicastpacketsto R andthenfetchingtheMAC feedback.Theinitial samplinggivesanodearoughideaof the

relativequality of thelinks to its neighbors,to jumpstartthedata-drivenestimation.

3.2.3 Data-drivenadaptation

Via initial sampling,a nodegetsa roughestimationof the relative goodnessof its neighbors.To improve its route

selectionfor an applicationtraf�c pattern,the nodeneedsto adaptits estimationof LD via the MAC feedbackfor

unicastdatatransmission.SinceLD is lognormallydistributed,LD is estimatedby estimatinglog(LD ).

On-line estimation. To determinetheestimationmethod,we�rst checkthepropertiesof thetimeseriesof log(LD ).

Figure1.10shows a time seriesof the log(LD ) regardinga node3.65meters(i.e., 12 feet)away from a sender. We
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Figure1.10:A time seriesof log(LD )

seethat the time series�ts well with the constant-level model[19] wherethe generatingprocessis representedby

a constantsuperimposedwith random�uctuations. Therefore,a goodestimationmethodis exponentiallyweighted

movingaverage(EWMA) [19], assumingthefollowing form

V  � �V + (1 � � )V 0 (1.4)
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whereV is theparameterto beestimated,V 0 is thelatestobservationof V , and� is theweight(0 � � � 1).

In LOF, whena new MAC latency andthusa new log(LD ) valuewith respectto thecurrentnext-hopforwarder

R is observed,theV valuein theright handsideof formula(1.4)maybequiteold if R hasjust beenselectedasthe

next-hopandsomepacketshave beentransmittedto otherneighborsimmediatelybefore.To dealwith this issue,we

de�ne theage factor � (R) of thecurrentnext-hopforwarderR asthenumberof packetsthathave beentransmitted

sinceV of R waslastupdated.Then,formula(1.4) is adaptedto bethefollowing:

V  � � � (R ) V + (1 � � � (R ) )V 0 (1.5)

(Experimentscon�rm thatLOF performsbetterwith formula(1.5) thanwith formula(1.4).)

EachMAC feedbackindicateswhethera unicasttransmissionhassucceededandhow long theMAC latency l is.

Whenanodereceivesa MAC feedback,it �rst calculatestheagefactor� (R) for thecurrentnext-hopforwarder, then

it adaptstheestimationof log(LD ) asfollows:

� If the transmissionhassucceeded,the nodecalculatesthe new log(LD ) valueusing l andappliesit to for-

mula(1.5) to getanew estimationregardingthecurrentnext-hopforwarder.

� If the transmissionhasfailed, the nodeshouldnot usel directly becauseit doesnot representthe latency to

successfullytransmita packet. To addressthis issue,thenodekeepstrackof theunicastdelivery rate,which is

alsoestimatedusingformula (1.5), for eachassociatedlink. Then,if thenoderetransmitsthis unicastpacket

via the currentlyusedlink, the expectednumberof retriesuntil successis 1
p , assumingthat unicastfailures

areindependentandthat theunicastdelivery ratealongthe link is p. Including the latency for this last failed

transmission,theexpectedoverall latency l 0 is (1 + 1
p )l . Therefore,thenodecalculatesthenew log(LD ) value

usingl0 andappliesit to formula(1.5) to getanew estimation.

Anotherimportantissuein EWMA estimationis choosingtheweight� , sinceit affectsthestability andagility of

estimation.To addressthis question,we try out different� valuesandcomputethecorrespondingestimation�delity ,

that is, the probability of LOF choosingthe right next-hop forwarderfor S. Figure1.11(a)shows the best� value

andthe correspondingestimation�delity for differentwindows of comparison.If the window of comparisonis 20

seconds,for instance,thebest� is 0.8,andthecorrespondingestimation�delity is 89.3%.(Sincethetimespanof the

ExScaltraf�c traceis about20seconds,we set� as0.8 in ourexperiments.)
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Figure1.11:Theweight� in EWMA

For sensitivity analysis,Figure1.11(b)shows how the estimation�delity changeswith � whenthe window of

comparisonis 20 seconds.We seethat the estimation�delity is not very sensitive to changesin � over a wide

range. For example,the estimation�delity remainsabove 85% when� changesfrom 0.6 to 0.98. Similar patterns

areobserved for the otherwindows of comparisontoo. The insensitivity of estimation�delity to � guaranteesthe

robustnessof EWMA estimationin differentenvironments.

Routeadaptation. As theestimationof LD changes,anodeS adaptsits routeselectionby theELD metric.Moreover,

if theunicastreliability to a neighborR is below certainthreshold(say60%),S will markR asdeadandwill remove

R from the setof forwarder-candidates.If S losesall its forwarder-candidates,S will �rst broadcastM copiesof

hello-withdrawal packetsandthenrestartstheroutingprocess.If a nodeS0 hearsa hello-withdrawal packet from S,

andif S is a forwarder-candidateof S0, S0 removesS from its setof forwarder-candidatesandupdateits next-hop

forwarderasneedbe.(As asidenote,we�nd that,onaverage,only 0.9863neighborsof any nodearemarkedasdead

in bothour testbedexperimentsandthe �eld deploymentof LOF in projectExScal[9]. Again, thewithdrawing and

rejoiningprocesscanbeoptimized,but we skip thedetailshere.)

3.2.4 Probabilistic neighbor switching

Given that the initial samplingis not perfect(e.g.,covering80%insteadof 100%of all thepossiblecases)andthat

wirelesslink quality variestemporally, thedata-drivenadaptationalonemay missusinggoodlinks, simply because

they wererelatively badwhentestedearlierandthey donotgetchanceto betriedout lateron. Therefore,wepropose

probabilisticneighborswitchingin LOF. That is, whenever a nodeS hasconsecutively transmittedI ns (R0) number

of datapackets using a neighborR0, S will switch its next-hop forwarderfrom R0 to anotherneighborR0 with

probabilityPns (R0). On theotherhand,theprobabilisticneighborswitchingis exploratoryandoptimistic in nature,
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thereforeit shouldbeusedonly for goodneighbors.In LOF, neighborswitchingonly considersthesetof neighbors

thatarenotmarkedasdead.

In what follows, we explain how to determinethe switching probability Pns (R0) and the switching interval

I ns (R0). For convenience,we considera senderS, andlet the neighborsof S be R0; R1; : : : ; RN with increasing

ranks.

Switching probability. At themomentof neighborswitching,abetterneighborshouldbechosenwith higherproba-

bility. In LOF, aneighboris chosenwith theprobabilityof theneighboractuallybeingthebestnext-hopforwarder. We

derive this probability in threesteps:theprobabilityPb(Ri ; Rj ) of a neighborRi beingactuallybetterthananother

oneRj , the probability Ph (Ri ) of a neighborRi beingactuallybetterthanall the neighborsthat rankslower than

itself, andtheprobabilityPns (Ri ) of a neighborRi beingactuallythebestforwarder. (Interestedreaderscan�nd the

detailedderivationin [37].

Switching interval. Thefrequency of neighborswitchingshoulddependonhow goodthecurrentnext-hopforwarder

R0 is, i.e., the switchingprobability Pns (R0). In LOF, we setthe switchinginterval I ns (R0) to be proportionalto

Pns (R0), thatis,

I ns (R0) = C � Pns (R0) (1.6)

whereC is aconstantbeingequalto (N � K ), with N beingthenumberof activeneighborsthatS has,andK being

a constantre�ecting thedegreeof temporalvariationsin link quality. We setK to be20 in our experiments.

The switching probabilitiesand the switching interval are re-calculatedeachtime the next-hop forwarder is

changed.

3.3 Experimental evaluation

Via testbedsand�eld deployment,we experimentallyevaluatethedesigndecisionsandtheperformanceof LOF. We

�rst presenttheexperimentdesign,thenwediscusstheexperimentalresults.

3.3.1 Experiment design

Network setup. In testbedKanseiasshown in Figure1.4, we let theStargateat the left-bottomcornerof thegrid

be the basestation,to which the otherStargatesneedto �nd routes. Then,we let the StargateS at the upper-right
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cornerof thegrid bethetraf�c source.S sendspacketsof length1200bytesaccordingto theExScaleventtrace[38].

For eachprotocolwe study, S simulates50 eventruns,with theinterval betweenconsecutive runsbeing20 seconds.

Therefore,for eachprotocolstudied,950(i.e.,50� 19) packetsaregeneratedat S.

We have alsotestedscenarioswheremultiple sendersgenerateExScaltraf�c simultaneously, aswell asscenarios

wherethedatatraf�c is periodic;LOF hasalsobeenusedin thebackbonenetwork of ExScal.Interestedreaderscan

�nd thedetaileddiscussionin [37].

Protocolsstudied. We studytheperformanceof LOF in comparisonwith thatof beacon-basedrouting,wherethe

latestdevelopmentis representedby ETX [12, 35] andPRD[29]: (For convenience,we do not differentiatethenameof a

routingmetricandtheprotocolimplementingit.)

� ETX: expectedtransmissioncount. It is a type of geography-unawaredistance-vector routing wherea node

adoptsa routewith the minimum ETX value. Sincethe transmissionrate is �x ed in our experiments,ETX

routingalsorepresentsanothermetricETT [14], wherearoutewith theminimumexpectedtransmissiontimeis

used.ETT is similar to MAC latencyasusedin LOF.

� PRD: productof packetreceptionrateanddistancetraversedto thedestination.UnlikeETX, PRDis geography-

based.In PRD,anodeselectsasits next-hopforwardertheneighborwith themaximumPRDvalue.Thedesign

of PRDis basedon theanalysisthatassumesgeographic-uniformity.

By their original proposals,ETX andPRD usebroadcastbeaconsin estimatingthe respective routing metrics. In

this paper, we comparetheperformanceof LOF with thatof ETX andPRDasoriginally proposedin [12] and[29],

without consideringthepossibilityof directly estimatingmetricsETX andPRD via datatraf�c. This is becausethe

�rmw areof ourSMCWLAN cardsdoesnotexposeinformationonthenumberof retriesof aunicasttransmission.In

our experiments,metricsETX andPRDareestimatedaccordingto themethodoriginally proposedin [12] and[29];

for instance,broadcastbeaconshave thesamepacket lengthandtransmissionrateasthoseof datapackets.

To verify someimportantdesigndecisionsof LOF, we alsostudydifferentversionsof LOF asfollows:5

� L-hop: assumesgeographic-uniformity, and thus usesmetric ELR, asspeci�ed by formula (1.3), insteadof

ELD;
5Note:wehavestudiedtheperformanceof geography-unawaredistance-vectorroutingusingdata-drivenestimationtrying to minimizethesum

of MAC latency alongroutes,andwe foundthattheperformanceis similar to thatof LOF, exceptthatmorecontrolpacketsareused.
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� L-ns: doesnotusethemethodof probabilisticneighborswitching;

� L-sd: considers,in probabilisticneighborswitching,theneighborsthathavebeenmarkedasdead;

� L-se: performsprobabilisticneighborswitchingaftereverypacket transmission.

For easycomparison,we have implementedall theprotocolsmentionedabove in EmStar[3], a softwareenviron-

mentfor developinganddeploying sensornets.

Evaluation criteria. Reliability is onecritical concernin convergecast.Using the techniquesof reliabletransport

discussedin [37], all the protocolsguarantee100% packet delivery in our experiments. Therefore,we compare

protocolsin metricsotherthanreliability asfollows:

� End-to-endMAC latency: thesumof theMAC latency spentat eachhopof a route. This re�ects not only the

delivery latency but alsothethroughputavailablevia a protocol[12, 14].

� Energyef�ciency: energy spentin deliveringa packet to thebasestation.

3.3.2 Experimental results

MAC latency. Usingboxplots,Figure1.12shows theend-to-endMAC latency, in milliseconds,for eachprotocol.
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Figure1.12:End-to-endMAC latency

Theaverageend-to-endMAC latency in bothETX andPRDis around3 timesthat in LOF, indicatingtheadvantage

of data-drivenlink quality estimation.TheMAC latency in LOF is alsolessthanthatof theotherversionsof LOF,

showing theimportanceof usingtheright routingmetric(includingnotassuminggeographicuniformity) andneighbor

switchingtechnique.

To explain theabove observation,Figures1.13,1.14,1.15,and1.16 show the routehop length,per-hopMAC
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Figure1.14:Per-hopMAC latency

ETX PRD LOFL�hop L�ns L�sd L�se
0

1

2

3

4

5

av
er

ag
e 

pe
r�

ho
p 

di
st

an
ce

 (
m

et
er

)

Figure1.15:Averageper-hopgeographicdistance
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Figure1.16:COV of per-hopgeographicdistancein a route



3 DATA-DRIVEN LINK ESTIMATION AND ROUTING 22

latency, averageper-hopgeographicdistance,andthecoef�cient of variation(COV) of per-hopgeographicdistance.

Even thoughthe averageroutehop lengthandper-hop geographicdistancein ETX areapproximatelythe sameas

thosein LOF, theaverageper-hopMAC latency in ETX is about3 timesthat in LOF, which explainswhy theend-

to-endMAC latency in ETX is about3 timesthatin LOF. In PRD,boththeaverageroutehoplengthandtheaverage

per-hopMAC latency is abouttwice thatin LOF.

FromFigure1.16,weseethattheCOV of per-hopgeographicdistanceis ashigh as0.4305in PRDand0.2754in

L-hop. Therefore,theassumptionof geographicuniformity is invalid, which partly explainswhy PRDandL-hop do

not performaswell asLOF. Moreover, thefact that theCOV valuein LOF is the largestandthatLOF performsthe

besttendto suggestthatthenetwork stateis heterogeneousat differentlocationsof thenetwork.

Energy ef�ciency. Given that beaconsareperiodicallybroadcastedin ETX andPRD,andthat beaconsarerarely

usedin LOF, it is easyto seethatmorebeaconsarebroadcastedin ETX andPRDthanin LOF. Therefore,wefocusour

attentiononly on thenumberof unicasttransmissionsrequiredfor deliveringdatapacketsto thebasestation,rather

thanon thebroadcastoverhead.To thisend,Figure1.17showsthenumberof unicasttransmissionsaveragedover the
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Figure1.17:Numberof unicasttransmissionsperpacket received

numberpacketsreceivedat thebasestation.Thenumberof unicasttransmissionsperpacketreceivedin ETX andPRD

is 1.49and2.37timesthat in LOF respectively, showing againtheadvantageof data-driveninsteadof beacon-based

link quality estimation.Thenumberof unicasttransmissionsperpacket receivedin LOF is alsolessthanthat in the

otherversionsof LOF. For instance,thenumberof unicasttransmissionsin L-hop is 2.89timesthatin LOF.

Given that the SMC WLAN cardin our testbedusesIntersil Prism2.5chipsetwhich doesnot exposethe infor-

mationon thenumberof retriesof a unicasttransmission,Figure1.17doesnot representtheactualnumberof bytes

sent.Nevertheless,givenFigure1.14andthefactthatMAC latency andenergy consumptionarepositively related(as

discussedin Section3.1),theaboveobservationon therelativeenergy ef�ciency amongtheprotocolsstill holds.
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To explaintheaboveobservation,Figure1.18showsthenumberof failedunicasttransmissionsfor the950packets
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Figure1.18:Numberof failedunicasttransmissions

generatedat thesource.Thenumberof failuresin ETX andPRDis 1112and786respectively, yet thereareonly 5

transmissionfailuresin LOF. Also, thereare711 transmissionfailuresin L-hop. Togetherwith Figure1.15,we see

that thereexist reliablelong links, yet only LOF tendsto �nd themwell: ETX alsouseslong links, but they arenot

reliable;L-nsusesreliablelinks, but they arerelatively shorter.

Basedon its well-testedperformance,LOF hasbeenincorporatedin the ExScalsensornet�eld experiment[9],

where203Stargatesweredeployedasthebackbonenetworkwith theinter-Stargateseparationbeingaround45meters.

LOF hassuccessfullyguaranteedreliableandreal-timeconvergecastfrom any numberof non-baseStargatesto the

basestationin ExScal.

4 Relatedwork

Ar chitecture. The SensornetProtocol(SP) [28] providesa uni�ed link layer abstractionfor sensornets.As SP

focuseson the interfacebetweenlink andnetwork layers,SPcanbe incorporatedinto the SMA architecturewhich

focuseson higher layer architecture. Woo et al [34] discussnetwork supportfor query processingin sensornets,

in particular, issuessuchasquery-orientedrouting, ef�cient rendezvousfor storageandcorrelation,anduni�ed in-

networkprocessing.Theirfocusis onqueryprocessing,asopposedto thearchitecturalandalgorithmicissuesinvolved

in supportinga broaderrangeof applications,suchas distributed signal processingand computing. Impala [26]

considersadaptingthecommunicationprotocolto changingnetwork conditionsandapplicationrequirements,using

theAdaptationFinite StateMachine(AFSM). Nahrstedtet al [27] considertheprovisionof application-speci�cQoS

in ubiquitousenvironments,via a framework for QoSspeci�cationandcompilation,QoSsetup,andQoSadaptation.

SMA andLOF complementthe proposalsin [26] and[27] by focusingon issuessuchasapplication-adaptive link
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estimation,structuring,andscheduling,whichobviatethehumanfrom theloop.

In Internetrelatedresearch,theconceptsof ApplicationOrientedNetworking (AON) [5] andApplication-driven

Networking [21, 17] arebeingexploredto enablecoordinationamongdisparateapplications,to enforceapplication-

speci�c policies,to improve visibility of information�o w, andto enhanceapplicationoptimizationandQoS.While

theseconceptsaregenericenoughto be appliedto sensornets,the techniquesemployed andthe problemsfacedin

theInternetcontext differ from thosein sensornetsdueto differencesin bothtechnologyadapplicationdomains.For

instance,severeresourceconstraintsareuniqueto sensornetsandarenotmajorissuesin theInternet.

Routing. Link propertiesin sensornetsand 802.11bmeshnetworks have beenwell studied[6, 24, 41]. These

workshave observedthatwirelesslinks assumecomplex properties,suchaswide-rangenon-uniformpacketdelivery

rateat differentdistances,loosecorrelationbetweendistanceandpacket delivery rate,link asymmetry, andtemporal

variations.

In addressingthechallengesof wirelesscommunication,greatprogresshasrecentlybeenmaderegardingrouting

in sensornetsandmeshnetworks. RoutingmetricssuchasETX [12, 35] andETT/WCETT[14] have beenproposed

andshown to performwell in real-world wirelessnetworks[13]. Thegeography-basedmetricPRD[29] hasalsobeen

proposedfor energy-ef�cient routing in sensornets.Unicastlink propertiesareestimatedusingbroadcastbeacons

in theseworks. LOF differs from existing approachesby avoiding thedif�culty of preciselyestimatingunicastlink

propertiesvia thoseof broadcastbeacons.

As in LOF, SPEED[18] usesMAC latency andgeographicinformationfor routeselection.Concurrentlywith our

work, [25] proposesNADV which alsousesinformationfrom MAC layer. While they do focuson real-timepacket

delivery anda generalframework for geographicrouting, [18] and[25] did not focuson the protocoldesignissues

in data-drivenlink estimationandrouting. Nor do they considertheimportanceof appropriateprobabilisticneighbor

switching . SPEEDswitchesnext-hop forwardersafter every packet transmission(asin L-se),andNADV doesnot

performprobabilisticneighborswitching(asin L-ns),bothof whichdegeneratenetwork performance,asis shown in

Section3.3.
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5 Concluding remarks

Beingabasicservicefor sensornets,messagingneedsto dealwith thedynamicsof wirelesscommunication,to support

diverseapplications,and to copewith the interactionbetweenlink dynamicsand applicationtraf�c patterns. For

dependable,ef�cient, andscalablemessagingin sensornets,we have proposedthesensornetmessagingarchitecture

SMA. SMA employstwo levelsof abstraction:thelower level componentTLR dealswith wirelesslink dynamicsand

its interactionwith traf�c patternsin a uni�ed manner;thehigherlevel componentsAST andASC directly interface

with applicationsandsupportapplication-speci�cQoSrequirementsandin-network processing.

SMA is a �rst steptowardstheuni�ed sensornetmessagingarchitecture.As technologiesandapplicationsevolve,

it is expectedthat the architectureand its componentswill be enriched. The bene�ts of TLR andASC have been

demonstratedexperimentally, yet therearestill many fundamentalproblemsassociatedwith modelingthe stability

andoptimality of data-driven link estimationand routing, as well as thoseof application-adaptive structuringand

scheduling.In thecontext of link estimationandrouting, therearealsointerestingsystemsissuesdeservingfurther

exploration,for instance,comparisonof differentroutingmetrics(e.g.,number-of-transmissionbasedvs: MAClatency

based)andmetric evaluationmechanisms(e.g.,distance-vectorrouting vs: geographicrouting). Anotherimportant

issuein sensornetsis power management.It hassigni�cant implicationsto thedesignof sensornetarchitectureand

algorithms,andshouldbestudiedsystematicallytoo.
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