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Abstract—We perform a game theoretic investigation of the must expend additional resources to determine whether a
effects of deception on the interactions between an attacker @ system is a true honeypot or not.

a defender of a computer network. The defender can employ . . . L
camouflage by either disguising a normal system as a honeypot, N this work, we perform a game theoretical investigation

or by disguising a honeypot as a normal system. We model the of deception in network security. The scenario we examine
interactions between defender and attacker using a signaling is as follows. A defender deploys honeypots in her network.
game, a non-cooperative two player dynamic game of incomplete She can choose to employ camouflage which means either
information. For this model, we determine which strategies admit disguising normal systems as honeypots or honeypots as

perfect Bayesian equilibria. These equilibria are refined Nash .
equilibria in which neither the defender nor the attacker will normal systems. The attacker observes the system without

unilaterally choose to deviate from their strategies. We discuss being able to detect its real type. If the system is camouflage
the benefits of employing deceptive equilibrium strategies in the she observes the disguise; otherwise, she observes tleendyst

defense of a computer network. actual type. Then, the attacker must determine whether or no
to proceed compromising the system. We model the defender-
I. INTRODUCTION attacker interaction as signaling gamea dynamic game of

Defend lov d . . he eff incomplete information. Adynamic gameés a game in which
_ Detenders can employ eceptlon.to Increase the e ayers take turns choosing their actions. In the scenamitzu
_tlvenesg of th_elr protections. Decept|_on |mp_e_des attagks udy, the defender moves first by choosing whether or not to
Increasing their costs. Attackers require. ado!monal ueses disguise the system, after which, the attacker decideshghet
(.9, time, money) to comprehend the situation and to ta"% compromise the system. Tlecomplete informatiorarises
their attacks to the specifics that the situation demands. QFOm the attacker's uncertainty of system type. We deteemin
ceptl_o n has a I'ong history of effective use ywthm Fhe mm"_" and characterize thperfect Bayesian equilibriaf the game.
and is now being deployed for the protection of mformatlog&t an equilibrium, the defender and the attacker do not have
systgms [41. [2]. . incentives to unilaterally deviate by changing their sigaes.

It is common practice nowadays for a defender to depleye show that camouflage is an equilibrium strategy for the
honeypots within her network. Aoneypotis a computer gefender. Finally, we discuss the benefits of these deeeptiv

system that is a trap to detect unauthorized accesses &auilibrium actions in defending a network.
Unlike normal systems, honeypots produce a rich source o

information detailing the attack methods used when attackéRelated work.Recently, honeypots have become one of the
attempt to Compromise them. As a consequence, attackess H@@In tools used to collect information about attacks. A lyene
reasons to avoid attacking them [4]. pot is a system that is specifically setup to trap unauthdrize
Attackers may be able to determine if a system is a honeyficesses [3]. Unlike a normal system, a honeypot has rich
by considering clues such as slow 1/O and other time delay@99ing facilities that record all activities and permittaied
unusual system calls, temptingly obvious file nameg,( analysis. Since its sole purpose is engaging hackers, any
“passwords”), and the addition of data in memory [5]. T@ctlwty directed at. it is by definition unauthorized. Hohest
complicate the job of detecting honeypots, Roeteal. [2] S & volunteer project that has deployed honeynets, network
have proposed the use of “fake honeypots”, which are nornfl honeypots, around the world. One goal of the HoneyNet
systems that have been disguised to appear as honeypats. ffffiect is to collect data from their honeynets and analyre a
is a form of deception in which objects acamouflagedor correlate activities to achieve early warning and predic{i7].
maskedto appear as some other object [6]. Once fake hon-Besides honeypots, deception techniques have been pro-
eypots are implemented, attackers will avoid compromisingpsed for defending information systems. Cohen [8] pravide
them, thinking that the systems are actually honeypotshiss ta comprehensive discussion of deception as a means to fprotec
defensive technique becomes common knowledge, attacki@fermation systems. Among his many conclusions is that de-



a game of imperfect information by adding a hypothetical
player called Nature (denoted lay here) and conditioning the
payoffs on the Nature's unknown moves. The Nature player
moves first by randomly choosing the type of Player 1 from an
a priori probability distribution over all Player 1's types. This
distribution is known by all players. In our example, Nature
assigns typel’ with probability P € [0,1] and typeB with
probability 1 — P. Thetypeis private to Player 1 and cannot be
directly observed by Player 2. Once Player 1 learns her type,
she decides what signal or message to send to Player 2. The
signal provides indirect information to Player 2 about the type
of Player 1. In our example, Player 1 can send either signal
as, bs ag, bs ar,br as, bs or b. Player 2 observes the signal and then responds with an
Fig. 1. A signaling game. action, eitherL or R.
The set of decision nodes is partitioned into information

sets. Aninformation seis a set of one or more decision nodes
ception has a positive effect for the defenders, and coeliers of 4 player that determines the possible moves conditiomed o
anegative effect for the attackers. Cohen and Koike [1] ®tbwyyhat the player has observed so far. Decision nodes belgngin
how deception can control the path of an attack. R@¥e {5 the same information set are indicated by a dotted line
al. [2] showed how fake honeypots, normal systems disguisggnnecting them. Player 1 has two information sets, one evher
as honeypots, decreased the amount of attacks a ”et‘_’VREhure assignsI’ and the other where Nature assigis
witnesses. Several tools for evaluating honeypot deceptig|ayer 2 also has two information sets, one where she rexeive
were proposed in [9]. signalt and the other where she receives sighal

Game theory has been used for studying various securityrpe game in our example has eighttcomesOne example
related problems. Grossklagt al. [10] provided a game- of gutcome is Nature assigniffgto Player 1, Player 1 sending
theoretic analysis of security investment decision-making angd Player 2 responding with. Each outcome results in a
Garg and Grosu [11] develop a model for deception ifayoff. A payoff measures the benefit that each player earns
honeynets using a dynamic game in extensive form. Patcha §nghat outcome is reached. Payoffs corresponding to ouécom
Park [12] used a signaling game to study intrusion detedtion; are represented as tuplés;, b; ), the first component being
ad hoc wireless networks. To the best of our knowledge, thiﬂayer 1's payoff and the second being Player 2's payoff.
is the first work that models deception in computer network a strategyis a plan that accounts for all contingencies and
security as a signaling game. consists of one action for each information set. Continuing
with the above example, one of Player 1's strategies is td sen
t if she is of typeB, and to send if she is of typeT. For

The analysis performed in this paper is based game Player 2, one strategy is to respond withif she receives
theory, a subfield of economics that focuses on analyzing and to respond withR if she receivesh. Since Player 1
the interactions among decision makers. In our setting vihas two information sets and two signals, she bas= 4
have two decision makers, the defender and the attacker. Eteategies. Similarly, Player 2 ha®® = 4 strategies. The
defender employs deception which masks the type of helayers are self-interested and welfare-maximizing, thinsy
systemsi(e., normal system or honeypot). Due ittcomplete choose strategies that maximize their payoffstéategy profile
information the attacker is uncertain upon initial inspection itonsists of a tuple of strategies, one strategy for eacheplay
the system she is attacking is a normal system that is bealefigihen investigating non-cooperative games, we are inteteste
to compromise, or is a honeypot that is harmful. in strategy profiles that results in equilibria.

The defender and the attacker playdgnamic gamethe Definition 1 (Nash equilibrium)A Nash equilibriumis a
defender plays first followed by the attacker. Most impatttan strategy profile in which each player cannot improve her
the attacker observes some information about the defendgrayoff by unilaterally changing her strategies.
action which she uses to optimize her choice of action. Dyx Nash equilibrium results in a steady state in which each
namic games are usually specifiecextensive formThis form player chooses not to deviate as doing so reduces her payoff.
represents the game as a tree. Edebision nodeepresents a It was proved by Nash that a game with a finite set of
state in which a player must choose an action. Each leaf giyelayers, each having a finite set of actions, has at least
a payoff for a particular sequence of choices. We model tlme equilibrium [14]. In a signaling game, an information
interaction between the defender and attacker agymaling set can be on the equilibrium path or off the equilibrium
game[13], a non-cooperative two player dynamic game gfath. An information set ison the equilibrium pathif it
incomplete information. An extensive form representatdn is reached with positive probability when the equilibrium
a basic signaling game is given in Fig. 1. strategies are played, and ita#f the equilibrium pathf it is

A game of incomplete information can be transformed inteeached with zero probability. Certain Nash equilibriautes

II. SIGNALING GAMES
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in unlikely plays for off the equilibrium path informatiorets.
The perfect Bayesian equilibriunPBE) concept refines the

solution concept by excluding equilibria with suboptimé&dyp A T W A T W
on the off equilibrium paths. Besides strategy profiles, PBE

requires that players have beliefs. A player Iediefsabout ~ \/..... lal | Attacker [1=al =N\

which decision node within an information is reached. Hslie N N

are represented as a probability distribution over the $et o Defender H [Py ¢ N[-h] Defender
decision nodes within an information set. Gibbons [13] d&fin

perfect Bayesian equilibrium as strategy profiles and Eelie " bl Atacker [1—7] "

that satisfy the following four requirements.

Requirement 1:At each information set, the player with the
move must have d@elief about which decision node in the A T w A T w
information set has been reached.

Requirement 2The action taken at an information set by
the player with the move must be optimal given the playerl’é’ o
belief at the information set and the player’s subsequent
moves. This is referred to asequential rationality

Requirement 3:At information sets on the equilibrium TABLE |
path, beliefs are determined by Bayes’ law and player's DECEPTION GAME NOTATION
equilibrium strategies.

—Co 0,—cp 0,0 —CcyVa —Ca —CcyVa — Ca — Ch Vg, 0

Fig. 2. The deception signaling game.

Requirement 4:At information sets off the equilibrium ggitr:ggrl Description
path, beliefs are determined by Bayes’ law and the playefs'™ 7 System is a honeypot
equilibrium strategies wherpossible N System is normalife., not a honeypot)

Definition 2 (Perfect Bayesian equilibriump perfect h Signal that the system is a honeypot
Bayesian equilibriuntonsists of a strategy profile and beliefs " Signal that the system is normal
that satisfy Requirements 1 to 4. Vo Benef!t of obse_rv_lng an attack on a honeypgot £ 0)

> ) . Vg Benefit of avoiding an attack on a normal system

For signaling games, a PBE where the sender gives the same (vg > 0)
signal regardless of type is called @ooling equilibrium ce Cost due to a compromised normal system ¥ 0)
Pooling equilibria require that Player 2 have two sets ofAttacker
beliefs, one for the on equilibrium path and one for the off 4 Attack without determining the system type
equilibrium path. The on equilibrium path beliefs are givan v?/ ggn:(')tt'c;r:tgﬁp?t;cgt?;cseterm'n'ng the system type
probability distributionP and the off equilibrium path beliefs P, Belief that the system is a honeypot on the equiljb-
are given by eithep € [0,1] or ¢ € [0,1], depending on rium path @, € [0,1])
which path is off the equilibrium. Aseparating equilibrium ap Belief that the system is a honeypot on the off-
is a PBE in which the sender gives an unique signal for each . g‘l‘é‘:'g?“érgmpig‘rﬁvs?ne g)’sl]gtem > 0)
pre_. Player 2 has one set of beliefs for these equilibriectvhi CZ Cost of testirF])g if a s?stemyis no‘;rﬁadn(e [0, ca])
is given by P. Ch Cost of testing if a system is a honeypet (€ [0, ca])

In the next sections, we examine the defender-attacker c, Cost due to being observed,(> 0)
interaction by modeling it as a signaling game. Then, we _va Benefit of compromising a normal system, (> ca)

quantify the perfect Bayesian equilibria of this game areidr
conclusions on defender’s strategies.
The game begins when the attacker attempts to compromise
I1l. THE DECEPTIONGAME a system on the defender’s network. Natuf®d chooses the
A defender protects her network by deploying honeypottype of the system that the defender will protect. Nature
traps to detect unauthorized access. To improve efficagy, sihooses either type honeypdi) or normal system /) with
camouflages her systems. She can disguise normal systemgrabability P, and1 — P, respectively. We interpret Nature
honeypots and honeypots as normal systems. Reived. [2] assigning the type as the attacker randomly selecting arsyst
showed that this technique effectively enhances computeithin the network to compromise. The defender can signal
network security. After the network is created, an attacken that the system is a honeypot)(or a normal systemn),
attempts to compromise systems. The attacker can sucthessfindependent of the system’s actual type. A “fake honeyp2}t” [
compromise normal systems, but not honeypots. If the agtacks a system of typeN for which the defender signals.
attempts to compromise a honeypot, the defender obsenfém attacker receives the signal and then chooses an action.
the actions and can later improve her defenses. We modéle attacker will either attack the system without deteingn
this interaction between defender and attacker as thelgignathe system typeA), condition the attack on determining the
game presented in Fig. 2. The notation used in this papersisstem type[), or retreat (V).
summarized in Tab. I. Figure 2 shows that there are twelve potential outcomes. We



TABLE Il

THE PLAYERS PURE STRATEGIES playing T, v, — ¢q — ¢5, and the one obtained by playing,
0. When faced withh, she responds withl” as the resultant
Defender payoff of zero is greater thad’s payoff of —c, — ¢, andT’s

type | s1  s2  S3  sa
N n n h h
H n h n h

payoff of —¢,,. The attacker playst and W upon receiving
n and h, respectively. This is strategy. The defender’s best
response tds is s4: by sendingh instead ofn, the defender

Attacker increases her payoff fromc, to v,. Examining the defender’s
signal | 1tz ts ta ts te  tr ts tg strategyss, the attacker’s best responseisshe selects action
n A A A T T T W W W W when she receives and A when h. In response td-,

h AT W AT W A T W the defender switches to strategy as, again, her payoff for

normal systems increases froat. to v,. Consequently, this
game does not have any separating equilibria as neitheor
assume that the costs of setting up the systems, incomgrati, result in a steady state.
camouflage, and the management of the systems are fixed costge now investigate the existence of pooling equilibria.
and therefore are not considered in the defender's decisipBtential equilibria should involve either strategy or s,. If
making process. We further assume that normal systems-gefigé defender involves strategy, the attacker receives signal
ate revenue for the defender and that honeypots do not.dn thiand will choose/ if the action results in an expected payoff
work, we exclude the possibility of a firm running honeypotgreater than the expected payoff from her other two actions.
for profit. If one of the normal systems is compromised, thehe attacker's expected payoff for playingmust be greater
defender incurs a loss ef.. This includes both the costs duethan or equal to the expected payoff for playifig
to loss of business and the cost of restoring the system. If
the attacker attempts to compromise a honeypot, the defende Ph(=ca = o) + (1 = P)(va — ca)
observes these actions, learning how to improve her dedense > Pu(=cn) + (1 = Pn)(va — ca — cn)
In this case, the defender gains the benefit from observing which gives,
the attacker. If the attacker retreats before attackingranab ch
system, the defender gains. The attacker incurs cost, Py < @

Cq + CO.
when attacking a system, irrespective of success. If thaelatt , .
succeeds, she gains, leading to a “profit” ofv, — c,. The The attacker's expected payoff for playing must also be

attacker loseg, when attacking honeypots. The attacker ha%reater than or equal to the expected payof for playifig

tests to determine if a system is normal or not. The tests to Py(—cq —co)+ (1 — Py)(va —cq) >0
determine if a system is normal or a honeypot cestandcy,

respectively. After receiving the results of tests, theacker which gives,
either moves forward with her attack or abandons the attempt p, < Je— ¢ @)
If she tests for a honeypot, then she incurs eitheror ¢, C Vg G

both of which are less then, + ¢,. If she tests for a normal We now need to determine the beliefs and actions for the off-

system, her payoffs are eithef — ¢, — ¢, Or v, — ¢, — c.  €quilibrium path of sending signdi. First, strategyts does
The strategies of each player are given in Tab. Il. Theot lead to a steady state as the defender’s best responsge is

defender has four pure (non-deterministic) strategiesshEanot s;. The defender changes her response as sigmasults

strategy has a contingency for each of its types. Stratetjya payoff of v, which is greater than the payoff ofc,.

s, and s, is to signal normal systemn] and honeypot/), Wwhen she sends. The attacker responds with if she has

respectively, regardless of the actual system types,lrthe a set of beliefs for the off-equilibrium patly, that gives the

defender signals the actual type of the system, whilesin maximum expected payoff when playiag Thus, the expected

she signals the opposite of the actual typsy, the defender payoff obtained by playing! should be greater than or equal

signals honeypot if the system is normal. The attacker httsthe expected payoff obtained by playifig Therefore,q

nine pure strategies, each strategy giving a plan of action fnust satisfy,

every signal that sh_e can rece_ive. In the case of strazt;gy 4(—ca — co) + (1 — @) (va — ca)

the attacker playq’ if she receives signab and playsA if S

she receives. = Q(_Cn) + (1 - Q)(Ua — Cq — Cn)
We now examine the deception game for (pure) perfedthich gives,

Bayesian equilibrium (PBE). We first examine the existerfce o q< Cn 3)

separating equilibria. This reduces to examining the pdesi

T cq +Co

equilibria inVOlVing defender’s Stl’ategie§ and53. We exam- The expected payoff obtained by p|ay|ng should also be
ine if any equi”bria contain Strategsyz (reveal the true SyStem greater than or equa| to the expected payoff obtained by
type). When faced with this strategy, the attacker choosesp|aying 1W. Thereforeq must also satisfy,

if she receives as the signal, since the payoff obtained by

playing A, v, — cq, is greater than the payoff obtained by 4(=ca = o) + (1 = @)(Va = ¢a) 2 0



which gives, which gives,
Vg — Ca Ch
< P,>1- . 10
1% e 4) = (10)
Similarly, the attacker responds with if she has a set of Strategiess; andtg and beliefs that satisfy (3) and (4) results
beliefs that gives the maximum expected payoff when playing a PBE. The attacker playd” on the off-equilibrium path
T. The attacker's expected payoff obtained by playligs (strategyty) if she has a set of beliefs in which the expected
greater than or equal to the payoff obtained by play#tdf  payoff obtained by playingV is at least as large as the one

g(=cn) + (1 = Q) (Ve — Ca — cn) obtained by playing4,

> Q(_Ca - Co) + (1 - Q)(Ua - Ca) 0= q(—ca - CO) + (1 - q)(va - Ca)
which is equivalent to,

Vg — Cq
Cn, > , 11
92— (5) 1= et o (11)
The attacker’s expected payoff obtained by playihig greater and at least as large as the payoff obtained by plaging
than or equal to the payoff obtained by playiig if 0> q(—cn) + (1 —q)(vg — ca — )
q(=cn) + (1= q)(va —ca —cn) 20 .
which is equivalent to, g=1- Ve — Ca’ (12)
g<1- Cn (6) If A is played on the off-equilibrium path, the defender

Vg = Ca switches to strategy.. Thus,t; is not part of a steady state.
The attacker responds with if the expected payoff obtained We performed a similar analysis for strategy but because
by playingT is greater than or equal to the one obtained byf the space restrictions we will not present it here. We

playing A, summarize the potential equilibria and their conditions in
Tab. 1ll. Some of the equilibria have identical on equilibri
Pu(— 1— Pp)(vg — €q — . ; i i
n(=cn) + n)(Va = €a = cn) paths. A unique path is needed to have a unique outcome. Six
> Pp(—¢a — o) + (1 = Ph)(va = ca) outcomes are given by the ten equilibria: the on equilibrium
which gives, path of £; and E» are identical, as well as the path Bf, and
P, > C—: 7 (7) Es, Eg and FE7, andEg and FEyp.
Ca + Co

IV. CASE STUDIES AND DISCUSSION
and if the expected payoff obtained by playifigis greater

than or equal to the one obtained by playifig The question now is how the defender can best use the

above analysis. Normally multiple equilibria pose probsem

Po(—cp) + (1= Pp)(va — ca —cp) >0 as there does not exist any coordination to designate an
equilibrium. But since the defender moves first, she distate
the resulting equilibrium by selecting her strategy (thestfi

Ch (8) mover advantage”). The attacker observes the signal amd the

Vg =~ Cq chooses her best response.

Neithert, nor ts lead to a steady state. If the attacker plays The defender chooses her strategy as follows. She deter-

t4, the defender switches t@ as her payoff increases froth mines which equilibria exist by evaluating the conditions f

to v,. If the attacker playsg, the defender’s best response ig71—E1o. She then computes the attacker’s payoff for each

s3. Strategyts leads to equilibrium if the off-equilibrium path equilibria. Then for each strategy, and s4, the defender

beliefs satisfy conditions (5) and (6). The attacker resisonselects the equilibria that maximizes the attacker's payof

with W when she receives signal, if the expected payoff discarding the rest. At most two outcomes will be represnte

obtained by playingl¥ is at least as large as the expecteHinally, the defender chooses the equilibrium strategyt tha

which gives,

P, <1-—

payoff obtained by playingd maximizes her payoff.
In the following, we investigate two case studies to illasr
0> Pr(=ca—co) + (1= Pn)(va = ca) the above decision process.
which gives, Case Study 1Assume a defender has 10 perceht & 0.10)
P, < Vg — Ca 9) of the machines in her network setup as honeypots. Suppose

T vgtco the defender believes that the attack costscare 3.00, ¢;, =
The payoff obtained by playing/ should also be at least as0-25, ¢, = 0.50, and¢, = 0.10 and that the attacker values
large as the expected payoff obtained by playing a compromised system af = 5.00. We begin by evaluating

the equilibria conditions set forth in Tab. Ill. Only equbitia
02 Pp(—=cn) + (1 = Pp)(va — ca — cn) Es, Es, and E, are possible as the others have conditions



TABLE Il
EQUILIBRIA AND THEIR CONDITIONS.

PBE conditions PBE conditions
equilibrium off-equilibrium equilibrium off-equilibrium
Ch Cn Cn Ch
B (s1,t1,9) ]i): i A Zi Beg Es | (s1,t1,p) ]P;Z i Satee Zi cateo
— Va+tco — YatCo — Vatco — va+tco
Py < e qg> < Pu< oo p> b
By | (s1,t2,q) P, < niz q< fetco ey Ez | (sa,ta,p) P, < vate p< Tt e,
— va+tco — Va—Ca — vatco — Vg —Ca
Py > 2 q> - Py > p>
Es | (s1,t5,9) P, < ratco e, q< i“ic‘) cn Es | (s4,t5,p) p; < fetco e, p < i"ljc" ch
— Va —Ca - Vg —Ca - Vg —Ca — Vg —Ca
P} > Ya—Ca q 2 Cn P} > Ya—Ca P 2 Ch
Ey | (s1,ts,9) P;i S 1ot q< fateo e, Ey | (s4,t6,p) p}i S 1, p< f“i_c" cn
= Vg —Cq - Vg —Ca — Vg —Ca - Va —Ca
Ph > Ya—Ca q > Ya=—Ca Ph > Ya—Ca P > Ya—Ca
= wvg+tco = wvg+tco — va+tco — va+tco
Es | (s1,19,9) P, >1— ¢n q> f_c Cn Eio | (s4,t9,p) P, >1% Zen p>1— —<n
— Vg —Ca Vg —Cq Vg —Cq Vg —Ca

that requireP, # 0.10, which is not the case for the systenstrategy will allow the defender to have a network in which a
we consider. EquilibriumFs involves strategy;; Fg an 7 mix of all types of systems coexists (honeypots, camouflaged
involve strategys,. For each of the defender’s strategies, whoneypots, normal systems, and camouflaged normal systems)
compute the attacker's maximum expected payoff. Equdibrallowing a much richer set of equilibria, leading to more
Eg and E; have an identical equilibrium path, resulting ireffective deception strategies.

the same outcome. Thus, the attacker is indifferent between ACKNOWLEDGMENTS

her equilibrium strategies s and E£. Strategys; earns the
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